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DERAAERENESENET T, FHICOWTIHERYZ 12 7L 2 SR I U,

- Armadillo-900 : T& & ¥ = 2 7 )l [https://manual.atmark-techno.com/armadillo-900-
development-kit/armadillo-900-development-kit_product_manual_ja].

- Armadillo-loT — k2 x4 AQE : T8 %< = 1 7 )L [https://manual.atmark-techno.com/
armadillo-iot-a9e/armadillo-iotg-a9e_product_manual_ja)l,

- EARWE Linux DIFWAZR > TW3S
s cd BEDEANLRIAVY REY—ZFI)VETEREIT ZHTI,
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AZ (X Armadillo-900 X Armadillo-loT &“— kx4 AQE IC&ITZD X1 77— NEWLDERE
HEZERUIERF 2 AV NTT,

X277 - FOEBHNESEFE/IRICES TVWEITODT. HREICIHU TEEXEE SBLL LIV,
B Z . Armadillo-900 & Armadillo-loT '— k7 x4 AQE Tl NXP @ uboot-imx ZfEHL TL)
FIH. KDFHFMAOEMHNABICOVWTIHUTZ SBEE0,

https://github.com/nxp-imx/uboot-imx/tree/If_v2024.04/doc/imx
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- Armadillo-900 : T® & ¥ = 2 7 )l [https://manual.atmark-techno.com/armadillo-900-
development-kit/armadillo-900-development-kit_product_manual_ja]i
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VIR T7HPRSAESNBIENEZISNET,
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Fle, 0T FNNAREV T I RY—EIDSEBRIND K SBRIALHEICK I AT LAIFFICEBEILE

[CiEDET, ERETEZCXFa1VT 1 EBZBEITSZLHICIE. BRITZYVINTT7HERD) ) —
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X235 0T VAT LERDEZDTY,
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initrd @
o ) #&5nm
/,..--" T, P
|\ SoC NWE )— - \ .
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application

K21 Fz—YATrSXb

TiE. ESWVWS e —RTEF 27T —hEeRATEINETLELEDD EFaT7T—MEEF2 74
HARAHTINA REKIRT B LETRIAIDAT Y FICTHNERKM T,

LHhU. BATEZDTHNIXARXMNAICHEEITZIENNRETL LD, £ BERKOEMIX
PRETY, BELZEZADTIENMREICRDET, LEEZTAHIELVWbITTIERL, KENH>T
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Vb 7DV -RFIEY T D27 DERNDEICRD T, BRARICOWVWTRYENGR
B & DIRENRNDEICZD XTI,

BAMMNEERE L THSOEAESEBHLET,
2.4. AHAB & (&

AHAB (Advanced High Assurance Booting) (&, NXP Wt 2 t* 177 —hDEETT, iMX
S8ULP @ BootROM (cld AHAB MEAAENE T, T 7 AL N TIIENRIREICHE > TVWEITH, —
E. eFuse [TBHREEZES AL ETEF2T7T—MDEMICHED ., ZNLE. BPHRREDEEFEEAR
AREICRDFT, AHAB THREI AR TIRIRDBEREZ T —hO—F —A X—=JITBMIT B ET
BootROM WiE#FIc 7 —hO—% —DREEETVWE T,

- CSF (Command Sequence File). IVT (Image Vector Table)
- SRK (Super Root Key). CSF. IMG B &0
- AX=VDEL

NXP (#Z%&Y—J)L& LT CST (Code Signing Tool) Z#J U —ZLTWET, A¥, ELZHEESE L
RIBICEK > TRABEENRINZRELOTERZRY —ILEKICIEZFDOEAD DAEFENEEFNE A, T—
NO—%—DEELRRICHEKEL £, Armadillo Base OS TIRAZI NS uboot-imx ¥ 177 —h~

AIBT(X. uboot. ARM Trusted Firmware (ATF). Linux 1—XRILA X—I X THREEDXTIRITARD
9, BERICEBIABMERFIUATOELED T,

- ERERAORIE X509 RS ICHIGT B
- E4I13 RSA/ECC ITHINT 2
- RSA 2048, 3072, 4096 bits
- ECC NIST P-256, NIST P-384, NIST P-521
- BADY A Y A MF SHA256, SHA384, SHAS12

/ HAB DU WMERISUTZSR U TSI W,

Secure Boot on AHAB Supported Devices

https://www.nxp.com/search?keyword=AN12312

BT OyO0—R9 % imx-boot T« LZMNURNDRF 2 XV NE TS
BTSN,
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- imx-boot/uboot-imx/doc/imx/ahab/
introduction_ahab.txt

- imx-boot/uboot-imx/doc/imx/ahab/guides/
mx8_mx8x_secure_boot.txt

25 X2 77— hOEAMERTANL—YDBESETHRIES N
2 EEH

Armadillo-900 & £ ' Armadillo-loT — kU1 A9E Tldtx 177 —hMc&BREFT—~O—
F—& Linux A—XILA A=Yt LTiThh,. I——5 Y RTERIZYV I NI 7ITHU TIEHE
BELE Ao

Rbhlc, ANL—IYZEEB{HLT. Armadillo EEICES TS ETI—H—F Y RAERD
Armadillo IC& > TEBIShfcZ & ZREELXT,

K21 X277 -~ OEMMERVESIETRIES N2 EH

VA NVE 4 X1 77— NOFERE AN L—YDEES1L
J—hO—%— O -
Linux 1—XJLA X—=% O x
A—HF—-ZVROYTI~T7 X O

X277 —hOEWERVTRANL —YDESCITEBRFICEROEDTH D EZRIAT B/HD
BWaETHD, BERICT7AIDRSASNIBREDRRICENALTZE ZEA,

EBROEX 1Y T4 WARIESBDITETITODENHD T,

26. EX 1) T ELTHIRESNSMR

Armadillo-loT '— k7 = A9E/Armadillo-900 & Armadillo Base OS ZFfIFH9 252 & T UTD
EOBEF VT A REZRIRI DI EDNTEEXT,

R22EF2UT1EUTHREINZHR

e BT h2%E

X217 7—-bDOEML J—hO—%—¢& Linux Kernel DEZRET B EMNTE
F9, . BREZORIICE>T, FRYIRNI7DH
DiREEBREIS TR ENTEET,

ZAKNL—Y DS T7AIDT Iy Y aXEYICBREEENTWIREIEESLIC
FoTI771IIERESINE T, eMMC ZA U THDERIC
NFEZTHESTERVDT, RESNTWE 7 U —
IR T—IREENEISHEHENDFIFHETE &
TEE A, ZFDeH. 77AMILICEREENEENDT—X
TOFERBEZONE T,

DIBEDEEZTSIET, EFa7T7—hzeEWEL. ANL—YZBSIT DI EDHETT,
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3.1. BEZRRZBEI S

FI. EFa 7T h BT BIDICHERRBEZEEL TWEFT,

3.2. BREREICDODWT
CCTHRITZ2BERREDBRIGLITOEED T,

#* 3.1 EARE
V=R T— BiEd
ATDE(Atmark Techno Development Environment) BET . 7Yy NY—0F70/
Armadillo ') —XDBFERE S U T VirtualBox 1 X—3 &
UTEEHREINET,
CST(Code Signing Tool) /¢y o —3 BT : NXP

HAB OEZETS5Y—ILPREERT 2V —IL T, Linux
Ny Tr—IEUTEHRINTVWET,

mkswu /Sy r—Y BT 7y hY—0F70/

Armadillo Base OS D7 7 —L 7z 77 v 77—~ D{LEM
TH3 SWUpdate BO7 Y 77— K770 ILEERT 5V —

WEBHET,

build-rootfs-[VERSION].tar.gz BT 7y hN—0FT0/
Armadillo Base OS ®DIL— K7 7MLV AT LZERT 2V —
WZEaHET,

Alpine Linux ZR—X 7Y hN—=0TFT 7 /DIy —I %
ZTBRRICEDFT,

Armadillo-900

TRAREREE - Y —JU [https://armadillo.atmark-techno.com/
resources/software/armadillo-900/tools]

Armadillo-loT 4*— k2 =1 AQE

TRAKIRE - Y —/JL [https://armadillo.atmark-techno.com/
resources/software/armadillo-iot-a9e/tools]
imx-boot-[VERSION].tar.gz ‘BT 7Yy NY—0F70/
J—hO—4%—0Y—XI—KP, EF277—-bDOEMEK
VOCRAML—YBESIEAD SWU A1 X—Y% D<K 3RV UM%
EHFET,

Armadillo-900

77—k O—%— [https://armadillo.atmark-techno.com/
resources/software/armadillo-900/boot-loader]
Armadillo-loT *— k2 = AQE

7 —kO—%— [https://armadillo.atmark-techno.com/
resources/software/armadillo-iot-a9e/boot-loader]
baseos-[VERSION].tar.zst BT 7y =070/

Armadillo Base OS DIL—k 7 71 ILY AT LD E )L KiEH
NAF+JTT,

Armadillo-900

Mgy 7 b = 7 [https://armadillo.atmark-techno.com/
resources/software/armadillo-900/baseos]
Armadillo-loT '"— ko = AQE

@Y 7 ko 7 [https://armadillo.atmark-techno.com/
resources/software/armadillo-iot-a9e/baseos]
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3.2.1. uboot-imx ®t* 217 7— M DEEMLR

'lz=\=11 T— NDEZ(F uboot-imx DHA RICEML TWET, FUWEEKRIZUTZSRBLTLLRESE
Ey bﬁ_‘/ Z\/U W l\:\:l)(/l\b\&big_o

imx-boot-[VERSION]/uboot-imx/doc/imx/ahab/introduction_ahab.txt

imx-boot-[VERSION]/uboot-imx/doc/imx/ahab/guides/mx8ulp_9x_secure_boot.txt

3.2.2. ATDE = #{§9 3
RN Z 27N ZESEIEEZ LTI,

- Armadillo-900 : TR BE®RE O & v b 7 v 7 [https://manual.atmark-techno.com/
armadillo-900-development-kit/armadillo-900-development-kit_product_manual_ja/
chO7.html#sct.setup-environment],

- Armadillo-loT o — k7 x4 A9 : TEBIRED Y b7 v 7 [https://manual.atmark-
techno.com/armadillo-iot-a9e/armadillo-iotg-a9e_product_manual_ja/
ch03.html#sct.setup-environment]

3.2.3. mkswu Z#(#93 3

mkswu I& SWUpdate ICRIGL7T7 Y 77— 7 70 ILEERT 2V —ILTY, FARRETHS ATDE
[CAVAN=ILENTWVWET,

HE5D U, mkswu ZFBWTER Uz initial_setup.swu & Armadillo IC1 Y A ~—=ILF 2EHDH
Dasq—o n$b< ;%DDV 17“J%(..§QE73<72_3\1\

- Armadillo-900 : "TArmadillo IC##ALFREZ 1 >~ A~ —J)L 9 % [https://manual.atmark-
techno.com/armadilIo—900—deveIopment kit/armadillo-900-development-
kit_product_manual_ja/chQ7.html#sct.setup-armadillo-with-vscode],

. Armadillo-loT =k x4 A9E : TArmadillo IC#H{L:ZEZ 1~ XA ~—JLT % [https://
manual.atmark-techno.com/armadillo-iot-a9e/armadillo-iotg-a9e_product_manual_ja/
ch03.html#sct.setup-armadillo-with-vscode]

/ X277 —hEWLICTET D mkswu (F 4.0-1 L EICREDET,

Q SWU 4 X—Y DIEF1L
SWU AA=IEFTT7AINRETIEESELENEEA, BEEKIF TLS T
S5NTH., 77MILTRESINTVNS E E(TIEFEXXZRDT SWU 1 X —
:/Pt.l L:%%%%‘l $§b‘/ﬁ/§§'5j%’1$73\3§ N i?‘o SWU 4 X — /LL./IFE/%
TEHEMEDHDEREEZEDD EZICRBDIBFLIT ZINETY,
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initial_setup.swu ZER T 2 & Elc SWU 1 X—YZES{LT 2R EE
TO2TENTEFT, FUKRBBEEV- a7 I ZEZSRIIZI W,

- Armadillo-900 : Tinitial_setup.swu ZIEI4ERRFOEIERTE [https://
manual.atmark-techno.com/armadillo-900-development-kit/
armadillo-900-development-kit_product_manual_ja/
chQO7.html#fig.first-time-mkswu-setting]

- Armadillo-loT ' — k7 = A9E : Tinitial_setup.swu #[E]4 5k
DEFERTE [https://manual.atmark-techno.com/armadillo-iot-
a9e/armadillo-iotg-a9e_product_manual_ja/
chO03.html#fig.first-time-mkswu-setting]

N=2 3V DERTEIUTDEED T,

[ATDE ~]$ dpkg -l mkswu
ii  mkswu 7.6.2-1

3.1 mkswu ®J/N\—3 3 VHESR
324. X277 —bDOEMEROANL—YDOBSILICRHERR T ) 7 ~NDEX

=

ol

BLTOURLAS MJ—hO—%— YV—X (u-bootZH), #EEBLTLLREEL,

- Armadillo-900 : T 7' — k O — 4 — [https://armadillo.atmark-techno.com/resources/
software/armadillo-900/boot-loader]

- Armadillo-loT &— k7 x4 A9E : 7 —hkO—%— [https://armadillo.atmark-techno.com/
resources/software/armadillo-iot-a9e/boot-loader]

BREULET7—HAT7ARICEF 27T rDBEWMEE L ORA N L —VBESHICHRERAIY ThHEF
nTtwEd,

/ AEERFRTHRALULENNYy T—Y @3 UATOEED TT,
- imx-boot-2023.04-atb.tar.gz

J—hO—5—0Y—21—KOF7—N1TZEBBLET. W&, ZOF—H1 FER—LF 1LY
NUICEBLIBE CHBLET,

[ATDE ~]$ tar xaf imx-boot-[VERSION]. tar.gz 0
[ATDE ~1$ cd imx-boot-[VERSION] @

327—kA—%5—0OY—RA—ROT7—HATZERRI %
@ [VERSION] @N\—Yavic&>TELLET
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®  imx-boot-[VERSION]ICEE L% T,
325 tFa 77— rOBEMERUOCA ML —VBS{LICERTZRI U TN
BA

imx-boot-[VERSION] [CfFTEY b secureboot.sh EWS XV U 7 hZBAWTEFX 2 77— hDER
ERORANL—YDES{EETVWET,

LI DERETERYT % secureboot.sh DA 7 3 vidRDEED T,
% 3.2 LB THERAY % secureboot.sh A 7> 3>

A7vay B

setup imx-boot-[VERSION] EEUCF« LY NURBEIC, X2 77— hOEMELRTA ML —VRESLETS
HDEIETH B secureboot_a900 T« LU MU EERLE T,

build X2 T7T—bOBEWERCIL—RT7 7LV AT LADESEEITSHD SWU 1 X—IZERLET,

make_installer BI% A Armadillo DEBEBEZEHUIcA YA R =T A R A—IBERT D SWU A XA—IEBERLLET,
ERUTcA Y AN =ILT 4 R4 A=Y %EER Armadillo ICA VAR =ILTBZETUTOLSBERER
R & = N =4
=R T FPAINRTLAROCTZ F) T — 3 VHEEGR EDESE

- BEA Armadillo DIREDER

3.2.6. RITRBOER
BITD&SIT, imx-boot-[VERSION] LT secureboot.sh @ setup A7 3> &2ETLTLIEE LN,

[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh setup

imx-code-signing-tool package is needed to setup secureboot.

Install imx-code-signing-tool? [Y/n] (1]

... A%

OK: Linking /home/atmark/secureboot a900/build-rootfs to /home/atmark/secureboot a900/build-rootfs-
[VERSION]

OK: Linking /home/atmark/secureboot a900/imx-boot to /home/atmark/imx-boot-[VERSION]

Setup /home/atmark/secureboot a900 successfully. Run ’./secureboot.sh build’ next. 9

3.3 secureboot.sh setup OE1T

(1) Enter Z#9 &, CST @ Linux X\w s —I%A4 Y AN=JLLET,
(2) secureboot_a900 F« L7 M UDMERENE T,

imx-boot-[VERSION] =« L kU EE UBEEIC secureboot a900 F« L7 NUDMER SN E T,
T 7 A4 )L K TIE. secureboot_a900 7« L7 MURIGLITOERICE > TWET,

secureboot a900

F—— build-rootfs -> /home/atmark/secureboot a900/build-rootfs—[VERSION] (1)
—— bui ld-rootfs-[VERSION] @

F—— cst (3]

—— imx-boot -> /home/atmark/imx-boot-[VERSION] @

F— out (5]
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F—— secureboot. conf (6]

F—— secureboot.sh -> /home/atmark/imx-boot-[VERSION]/secureboot. sh (7]
L s @

L—— tmp (9.

YyRIw oYY IhMERT % build-rootfs 71 L7 MJICKRD £,
build-rootfs-[VERSION] A imx-boot-[VERSION] &EUEEICRITNIEY o> O0—RUET,
CSTIL& > TEREINIcERENEBINET,

VYIRUy UV hERT % imx-boot T LY MUICiED EF T,

Linux i—RILEB LT —hO—F—DA A—IDEEINFT,

secureboot.sh DFRE T 71 ILTY, imx-boot-[VERSION]/secureboot.conf.example m5 3
E—ahfxd,

yRYUw o) v ThMERT % secureboot.sh (TN £,
X127 T—FDBWMEE LA L—IBEETSROD SWU 41 X—=IDEEINET,
secureboot.sh ZEITUERICERSINZ— K7 717 ILHDEEESNE T,

OO0 ©06000O00O0CO

CST(Code Signing Tool)i&d NXP W5V —Xd—RKRZz4¥ o >vO—RUT
ﬁ? HOEEAT 2 EHTHETT,

https://www.nxp.com/search?keyword=IMX_CST_TOOL_NEW

BIlCHo>O—R U7 CST #ERA L TWBi5HEIE. secureboot a900/
secureboot.conf ZUTD X SICTEIEL TLEE L,

UTTE ¥7>A—RUTE7 CST (cst-[VERSION] ) ZER—ALT «
LZKNUICERBLTWSZEZBEL TV,

[ATDE ~]$ tar xaf IMX CST TOOL NEW. tgz ‘,

[ATDE ~1$ s

cst-[VERSION] :(&B&)

[ATDE ~]$ cat ../secureboot a900/secureboot.conf

: (HB8)

#f CST directory where signing keys are kept. Keep preciously!
#CST="$SCRIPT DIR/cst”

CST="/home/atmark/cst-[VERSION]” @

: (HE8)

34 o >O—RUT IMX_CST_TOOL_NEW %Z{#RH9 %

Q@ FYUOYO—RUECSTO7—hA7ZEBALET,

O ERULLCSTTa LI MY ZHI/NZATCST ERICEEL TS
U\,
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D ETHREBRIITET T,
3.2.7. secureboot.conf OHEFHE

secureboot.conf lFEF 27 T—hA A=Y %XV Y TN secureboot.sh DERET 71 IL T,
YTFEaA>Y740D—8TY,

CST_ECC

CST_KEYLEN,
CST_KEYTYPE

BED CAREZFIAT I ESHZREL T,
- y: EC Z#AT %

- n:RSA ZHIFE9 %

RBRZHRET S

®33EFaFPT - NHOBROESE

Algorithm CST_KEYLEN CST KEYTYPE
RSA 2048 2048 2048 65537
RSA 3072 3072 3072_65537
RSA 4096 4096 4096_65537
EC NIST P-256 p256 prime256v1
EC NIST P-384 p384 secp384r1

EC NIST P-521 p521 secp521rl

CST_DIGEST_ALG

CST_SOURCE_INDEX

IMXBOOT_LOCKDOW
N

SRK ODERKFICHERT 2/\v Y 1BHZRELXT, sha2b6, sha384,
shab12 OWINHERETEET,

SRK [FTRKRK 4 KX THROIENTEXT, CORETIFED SRK Z=FH
TE2OMNRELET, REMEIFOFLEDT, OBFTT7AILKTY,

HREENZETIEHRWES. LUTD U-Boot DERENEMICEDET,

K 3.4 AMici2 B U-Boot DERTE

RIEME A
CONFIG_ENV_WRITEABLE_LIST=y FEAEDRBERIRITHICERTERILRZDET,
CONFIG_BOOTDELAY=-2 J—hO—45—0OY T )LOEEBZEMCLET,

IMXBOOT_OPTARG
S

A—XIVEBRKOEMA T2 3 v EEELET, T7AILMTE LTOXK
ENEENKT,

K35 FTITAIMDA—RIVEEBFKDEMA T 3>

REME

A

quiet

HW—FIDEBXvE—Y (A7) ZRIRICPIFET,

usbcore.authorized_default=0

USB 781 RFHATRKNICTEE NS X THREIBWRREICRD &
3—0

module.sig_enforce=1

ZOREICI 5.10.240-r1 EDOA—RILHIBETT,
BEZINTWAWEY 21 —)LIFO—R (fHAH) TEGRLIAE
EXD

LINUX_IMAGE,LINUX_DTB FIT 4 X—=JICHAHRALT=HD Linux H—RILAA—=I &FTINA

AV =707 (DTB) O/XRAZEELE T,
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LINUX_DTB_OVERLAYS_PRE DTB ICE##ERY 57 /N1 AV —A—/\—L 1 (DTBO) 77
APPLY AINERBELET, BEFEDHAZRLET,

LINUX DTB_OVERLAYS PREAPPLY=(
armadillo iotg a9e.dtbo
armadillo iotg a9e-sim7672.dtbo

LINUX_MODULES #ETHNIEA >~ X h—)LF % Linux modules D/XRAZIEELXT,
LINUX_INITRD HRETHNIFA YA R—=ILT B initrd D/NRAZHEEL XY,

33. EXxa 77 —hOEMERGIL—NT77ALIIAT A
(rootfs) DEEF1L

BIFA Armadillo I UL TEF 2 77— OBEMERTD rootfs ZES{LT 2 MNISLULTOEE D T,
1. T33.1.€xa2a77—rDEMEE LV rootfs DES{LETTS SWU 1 X—I DYER,
2. M332.SWUAA—YDAVA M=),

33.1. EFxa77—NOBHELE L rootfs DES{LZETTDS SWU 41 X—ID
YERX

secureboot.sh @ build #ETFULE T,
CORICERTEZ AT 3 V3I8ISULTDED TY,
< 3.6 build O5|#

AT a5 §tE3

--image RT3 Linux H—RILAX—IZH/ETEEXT, BXF/CXATEEL T I W, secureboot.conf AD
LINUX_IMAGE Z#TCIEE T 22 & HTEFT,

—initrd Z2LZHB KV rootfs DIEESLEICERT 2 initrd ZIEETEE T, /XA TIEEL TS,
secureboot.conf A®M LINUX_INITRD ZH TIEET S EHTEEXT,

--dtb FHET2 dtb 77 1ILERBETEE T, /(A THEL TL L3, secureboot.conf AD LINUX_DTB
EHTIEET B IEHTEXT,

--dtbo ET % dtbo 771 IILEIBETEET, HH/CXATIEEL TLZE W, secureboot.conf AD
LINUX_DTB_OVERLAYS_PREAPPLY Z#TIEEI D EHTEET,

-—-modules 9% modules T« LYV NUZIBETEF T, MBI/CRATIHEEL T EE W\, secureboot.conf AD
LINUX_MODULES Z¥ TIEEI D& HTEET,

FIZ X, Armadillo-loT 7— ko = A9E Di55&. at-dtweb (Device Tree ZhH A I YA XF %Y —
JLU) ZFIAULT dtbo 7 7ML EEBTEE T, D dtbo 7 7ML EERATEHEEIIUTOLSICIE
FELTLEE W,

ZZTlE fER LTz dtbo 7 7 1)L (‘armadillo-iotg-aQe-at-dtweb.dtbo ) ZR—ALF v LI MYl
RELEULET,

[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh build ¥
--dtbo /home/atmark/armadillo iotg a9e-at-dtweb. dtbo

35 AWRINA X LT dtbo 7 71 IV ZERT 35S
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/ at-dtweb ICDWTOFHAIFREBY Z 27 )2 SRBEE 0,

. Armadillo-loT #— k7 = AQE : "Device Tree 2 h XY YA X9
5 [https://manual.atmark-techno.com/armadillo-iot-a9e/
armadillo-iotg-a9e_product_manual_ja/
chO6.html#ch.customize-dts]

H U < I, secureboot a900/secureboot.conf THERT S dtbo 7 71 ILEIEETEE T, HlZ
IE. UTOLSICEELET,

[ATDE ~/imx-boot-[VERSION]]$ code ~/secureboot a900/secureboot. conf

: (BB8)

LINUX DTB OVERLAYS PREAPPLY=(
armadillo iotg a9e.dtbo
armadillo_iotg a9e-sim7672. dtbo

)

o (AR8)

3.6 secureboot.conf Tdtbho 77 ILERET ZHES

secureboot.conf T dtbo 7 71 JLZIEE L IHEEIE. imx-boot-[VERSION] 7« L7 KU T T®D
£S5IC build ZETLTLEE L,

[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh build
Logging build outputs to /home/atmark/secureboot a900/tmp/bui ld. log

1 ()

Welcome to NXP firmware-imx-8.11.bin

You need to read and accept the EULA before you can continue. ‘]

1 (EE8)

Do you accept the EULA you just read? (y/N) y (2]

1 ()

Created /home/atmark/secureboot a900/out/imx-boot armadillo-900. signed

Signing Llinux image...
Created /home/atmark/secureboot a900/out/Image. signed

Building initrd for mmc (first time is slow)
Signing Llinux image (mmc)...
Created /home/atmark/secureboot a900/out/Image. signed-mmc

Building 1 write srk_install kernel.swu...

Enter pass phrase for /home/atmark/mkswu/swupdate.key: (3
Building 2 secureboot close. swu..
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Enter pass phrase for /home/atmark/mkswu/swupdate. key:
Building 3 disk encryption. swu..
Enter pass phrase for /home/atmark/mkswu/swupdate. key:

Please install SWU images in the following order:

- /home/atmark/secureboot a900/swu/1 write srk _install kernel.swu (4]
- /home/atmark/secureboot a900/swu/2_secureboot close. swu
- /home/atmark/secureboot a900/swu/3 disk encryption. swu

NXP @ EULA DEGEZ KD SNZHEIF. TREF—ZFHUKIF T LS,
TRAF—DADSNBRIFBELUICR, y ZABDL TS W,

SWU A X—=YZ3DEHT2DT. NAT—RDOAANZIERDSNEKT,
SWU A X—=I M3 DEHENET,

()

EILRBICBITDO SWU A XA=IDMESNTWVWEZ &% CHERSIES W,

[ATDE ~/imx-boot-[VERSION]]$ Lls ../secureboot a900/swu/
1 write srk install kernel.swu 2 secureboot close.swu 3 disk encryption. swu

3.7 build YV Ric& DR ENfc SWU A X—Y

IN5® SWU £ X—3Y% Armadillo ICA YA M=)l 22 TEF2T7T7—MDOEZMEE LD
Armadillo Base OS NMREESNTWS rootfs I\—F 4 V3V DOES{LEEIRTEE I,

secureboot.sh build ZETU TEB S nic#E (cst/keys) (FSEREFA
IT5HDTY, ENICKW, EFaPRBRANL—YICAE-LTHLZ L
ZRENHLEXT,

SEXTICLELD3I DD SWU A A—IDERESNDETTORNZUEICRLET,
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read

conf download.atmark-
techno.com

output download

cit

SRK linux-at-x2-latest.apk run run

input extract iz

tmp
linux_apk
boot
lib
secureboot.sh get_srk_fuse modules ; Image dtb
output input inpu\ \ run
srk_hash.txt Csecureboot.sh Iinux) (securebou!.sh imxbool>
un
input cone signing tool
input output output
imx-boot out
scripts
1_write_srk . .
- — Image.signed imx-boot.signed

install_kernel.desc

u!/

inpul/

1_write_srk_
install_kernel.swu

& 3.8 1_write_srk_install_kernel.swu Z4£m9 %X DN
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parent directory

/ directory ; [site

imx-boot

scripts

(secureboot.sh build\ secureboot_close.desc ‘/secureboot_close,sh\
g A 4
read run\ input /input

Km kswu/?

e

output

2_secureboot_close.swu

3.9 2 _secureboot_close.swu 24T 23X TCORN
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Legend

) @

parent directory

/ directory /

<5ecureboot.sh buiId)

read run

(secureboot.sh Iinux)

—

run

secureboot.conf

build-yootfs

build_rootfs.sh

output

N

Ve
( baseos.tar.zst
N /)

input

build_initrd.sh
&=

un output
tmp
linux_apk
boot
lib
initrd-baseos.mmc.zst ‘ Image ‘ ’ dtb modules;
input input input

secureboot.sh linux
un

(code signing lool) input
output
olit imx-boot

’ Image.signed-mmc ‘ 3_disc_encryption.desc ‘

‘"PU(\ / "
o

mkswu)

X 3.10 3_disk_encryption.swu Z4mK9 % £ TOFN
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332.SWUAX—=I DA VAKN=)L
secureboot.sh build IC&k > THERR I /e SWU 4 X—JFLTICEDFT,
R37EHENiz SWU 1 XA—=Y

SWU A/ X—Y£ Gl

1_write_srk_install_kernel.swu EZINT—MO—F—&E KV Linux A—FIAX—=I DA
VAR=)l, SRKD/N\YY1DEZAHFEITVWET,

2_secureboot_close.swu X1 7T — kD close LIBETWET,

3_disk_encryption.swu W—KT 7Y RT L (rootfs) #BES{LLET, BELIC
IS LTz Linux A—RIAA—=IHA VA M=ILULET,

I SWU 4 X—=IZUTDIEIC Armadillo ITA YA R=ILLTLEE W,

- 1 write_srk_install_kernel.swu

. 2_secureboot_close.swu

- 3_disk_encryption.swu

SWUAA=IDAVARN=ILFEICDODWTIRBBYZ 27 %E SBLLLEI W,

- Armadillo-900 : TSWU A4 X —3I D+ >~ X b —JL [https://manual.atmark-techno.com/
armadillo-900-development-kit/armadillo-900-development-kit_product_manual_ja/
chO7.html#sct.swupdate-install],

- Armadillo-loT =k 7 x4 A9E : TSWU 4 X—3I D1 > X k=)L [https://manual.atmark-
techno.com/armadillo-iot-a9e/armadillo-iotg-a9e_product_manual_ja/
ch03.html#sct.swupdate-install],

3.3.2.1. 1_write_srk_install_kernel.swu O > X k—JL

1_write_srk_install_kernel.swu % Armadillo I Y XA h—=IL T2 ETUTDERENTONET,

CEBEZINfT—MO—5—&E LV Linux I—RIAA=I DAV N=)L

- eFuse "D SRK /\w ¥ 1 DEZEIAH

. 7—hO—%—IZ&\\T CFG_ENV_FLAGS_LIST_STATIC TIE S Nt BEEHLUNOEB DR
1E

- 7—hO—%—-070Y7NOFEROEIE

1 write_srk_install kernel.swu #41 Y XM —J)LUTEFTIE. £ 7 7—MNEIBWICHED F
Ao

1_write_srk_install_kernel.swu % Armadillo ICEEEICA Y A =)L nfziBE. SRK D/\v ¥ ah
EXAFENTVWBRZEEZMUTOONYY RTHERETEET,

[armadillo “J# device-info -f secureboot
secureboot configured (not enforced) (1)

311 SRK/\yYahEBXAFTFN TWBRI EEERTD
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(1) SRK DNy Y1 FEZAFNTWEIH, X177 —MNEFLEEMTIEGRWTEZRLTWE
9,

3.3.2.2. 2_secureboot_close.swu O >V A ~—JL

2_secureboot_close.swu & Armadillo 1A M—=)LF 3B & T, close BTN TEF17
T—=rDEMCBEDET, SRK /YT anEZRAFEFNRTULWEWL, U IF /boot/Image h\FEHETY %5
Bl SWU A X—=VFA VAN =ILFICTS—ICRDZET,

BUTF. 2_secureboot_close.swu H' Armadillo ICIEEICA Y A M—I)LENIBEOEEO T Z L TIC
R~UET,

U-Boot SPL [VERSION]
Normal Boot

: (EE8)

Authenticate 0S container at 0x80400000 ‘)
Booting from mmc ...
Can’t set block device
it Loading kernel from FIT Image at 98000000 ...
Using "armadillo’ configuration
Trying "kernel’ kernel subimage
Description: Llinux kernel
Created: 2025-06-10 5:25:20 UTC
Type: Kernel Image
Compression: zstd compressed
Data Start: 0x980000cc
Data Size: 10421516 Bytes = 9.9 MiB
Architecture: AArch64
0S: Linux
Load Address: 0x85800000
Entry Point: 0x85800000
Verifying Hash Integrity ... OK
 (BBg)

Starting kernel ... 9

: (HB8)

3.12 2_secureboot_close.swu Z1 VA =)L U DEE O/

Q@ tEFarFT7-—rIEBEWNTHZHEICERREINET,
(2] N—XILHEET D & HERLLLEI W,

LTOOY Y RTHEXF a7 T— MDD EMTHD I EEERTEET,

[armadillo “]# device-info —-f secureboot
secureboot configured

313 EFaF7T7—rDEMTHD I EZERT D
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3.3.2.3. 3_disk_encryption.swu O1 > X k=)L

3_disk_encryption.swu %Z Armadillo 1> XA k=)L 9% Z & T, Armadillo Base OS hMEFE= 1
TW3 rootfs I\—F 1 ¥ 3 UhES{EEINE T,

D/N—=F1 3> (log PAVTFHFPT7IUITr—y 3 rhMRES R TL
% appfs) (& SWU Ic &> THRESIETEEEADT, FE55BBES{LLE
WiEEIE T4 2ER OFIENTTULRRICA VYA M=ILLTEMEL
TLIEE W,

LU, 3_disk_encryption.swu A% Armadillo ICIEEICA >V X =L ENIHE DR EZ LT IR
LEY,

 (BBg)
Starting kernel ...
 (BBg)

Welcome to Alpine Linux 3.21
Kernel 5.10.237-0-at on an aarch64 (/dev/ttyLP0)

armadillo login: root "
Password:
Welcome to Alpine!

The Alpine Wiki contains a large amount of how-to guides and general
information about administrating Alpine systems.
See <http://wiki.alpinelinux.org/>.

Please note this system is READ-ONLY with a read-write overlayfs,
after updating password make sure to save new password with
it persist _file /etc/shadow

You can change this message by editing /etc/motd.
Last update on Mon Feb 17 11:26:14 JST 2025, updated:
extra_os.secureboot init: 2 -> 3
boot Llinux: 1 -> 3
armadillo:"# Lsblk @
NAME MAJ:MIN RM  SIZE RO TYPE MOUNTPOINTS
mmcb Lk@ 179:0 0 3.6G 0 disk
F—mmchlkOp1  179:1 0 301M 0 part

| L—rootfs 0 252:0 0 300M @ crypt /live/rootfs (3]

: (HB8)

3.14 3_disk_encryption.swu Z- > A k=)L U -2 DRERF %

(1) root ICAZA>ULET,
(2] Isblk A¥>Y REEITLET,
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(3) /live/rootfs (T crypt DFERILHH D, rootfs EES{LINTWE I EZERTEEY,

34. EFX a7 T —DBERICHE > TWBHDIESR
Linux A—XILDEEENIT B & &L TLEE L,
Linux (&£ TCIEEARESH O T DA

U-Boot SPL [VERSION]
Normal Boot

: (HB8)

Authenticate 0S container at 0x80400000
Booting from mmc ...
Can’t set block device
it Loading kernel from FIT Image at 98000000 ...
Using “armadillo’ configuration
Trying "kernel’ kernel subimage
Description: Llinux kernel
Created: 2025-06-10  5:25:20 UTC
Type: Kernel Image
Compression: zstd compressed
Data Start:  0x980000cc
Data Size: 10421516 Bytes = 9.9 MiB
Architecture: AArch64
0S: Linux
Load Address: 0x85800000
Entry Point: 0x85800000
Verifying Hash Integrity ... OK
#t# Loading ramdisk from FIT Image at 98000000 ...
Using “armadillo’ configuration
Trying ’ramdisk’ ramdisk subimage
Description: initrd
Created: 2025-06-10  5:25:20 UTC
Type: RAMDisk Image
Compression: uncompressed
Data Start:  0x989f32a4
Data Size: 3771738 Bytes = 3.6 MiB
Architecture: AArch64
0S: Linux
Load Address: unavailable
Entry Point: unavailable
Verifying Hash Integrity ... OK
i Loading fdt from FIT Image at 98000000 ...
Using “armadillo’ configuration
Trying ' fdt’ fdt subimage
Description: fdt
Created: 2025-06-10  5:25:20 UTC
Type: Flat Device Tree
Compression: zstd compressed
Data Start:  0x989f0670
Data Size: 11190 Bytes = 10.9 KiB
Architecture: AArch64
Load Address: 0x83000000
Verifying Hash Integrity ... OK
Loading fdt from 0x989f0670 to 0x83000000
Uncompressing Flat Device Tree
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BAR

Booting using the fdt blob at 0x83000000
Working FDT set to 83000000
Uncompressing Kernel Image
Loading Ramdisk to 8fc67000, end 8ffffdba ... OK
Using Device Tree in place at 0000000083000000, end 000000008300de97
Working FDT set to 83000000
Delete node /soc@0/bus@2d800000/epdc@2db30000
Delete node /soc@0/bus@2d800000/epxp@2db40000

Starting kernel ...

(B8

7—hO—5—ICREENH B BE

EANELL BWSEFREOTEEDLEE A
Linux 1—XRI)LA X—J B H 2BE
FBEANEL < BWEEDEEO Y DA

: (HB8)
Authenticate 0S container at 0x80400000
Error: ahab auth oem ctnr: ret -5, cntr_addr 0x22010000, response 0x7aadff29 (1]

Q@ FELcEBULTWET
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4. SR

BIFE Armadillo Dtx 2 77— OB ZEERL &, EEA® Armadillo ICHLTHEEF2 7
T—KNE=BMCTI2RENHDEFT,

*t-. 2FH Armadillo Tl& rootfs Dflc O EZAHME., 77—L9x7H. 7IUY5r— 3>
BIX—FT 43 yvOBEsS{tbiTVWET,

2T EER Armadillo DtEFxF 27 7 - Z2BWELUL. AN L =Y ZBESILT 21 VA M=ILT 7
ATAA=I%ERT 2 HEZE 2 BORULET,

1. T4.1. %A Armadillo DBEZEH T 35K
ZDAETIE. BEFEA Armadillo DHERREZEER Armadillo [CEEUET,

BIZEA Armadillo (% 2 RERT— 5 ZHIRT BBEXdH 0 £ TH. FIEE (4.2 BEMAC VR
—ILT 4 RIA A% 1 BBEBHE IKRd HEL DHETT,

2. 42 BERA VAN —ITARIAAXA=V% 1 h5EBHE)

CDAETIR BEBNRNYT—IBLOYTIRNI7DHZHEL. TNSZEERI YA M—
WTARTAA=IIHEHPRAHTT,

FIEIE T4.1. FAFER Armadillo ODREZERHT 277K LDHLEMEICBRDIITH. HER

Armadillo DEBEZERE U< BWEES. 1—Y—J Y RAEEIE I SWU M X—Vic L 2EH
MR SIESICIE SO ENER T,

4.1. %A Armadillo DEBIEAESIT 2 HE

T, BF 277 —-FEMWELEADEFERE Armadillo (T initial_setup.swu i1 Y X k=)L h
TRD, 77V 5—yavbBEESINTVLWSEIEETY,

abos-ctrl make-installer A¥ Y RaFERAL T, ARREZEZEUVIA VAN =T A AV A=%
BT 2 55BN ULET,

CCTHNITHEERA VAN =T AVAX=I%EERA Armadillo 1 VA M=)L3 D&, KL
TOLSRBRTREBEZERTEE T,

X2 TT-IMDEMEESNTWS

- rootfs B, AV EZIAHFAH. 77—L Tz T7B. 77V 5=y avAN—Ta1aryhBEstkan
W3

- initial_setup.swu RO 7 U T—> 3 RFHA VA KN=ILENTWVWS
A1 A VAN =T A RTAX=IEFAD SWU 1 X—IZ4E/T S
secureboot.sh @ make_installer A 7> 3 v ZFERUET, UTIKRI AT a V5 |I8DHBD £,
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e

EEfR

5% 4.1 make _installer D 3|¥

A7 avil¥ A

--cn AVAN=ITARATARX—=I DRI ABIED=HICHREBTHER L TWS openssl TERALET, 74/
~TlE TSecure boot installer [T V% A% 10 HiTOEHKF], HMERINET,

LToaONY Y RZETLTLIEE L,

[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh make_installer
Logging build outputs to /home/atmark/secureboot a900/tmp/make installer. log

Downloading https://armadillo.atmark-techno. com/files/downloads/armadillo-iot-a9e/image/
baseos-900-installer-latest.zip
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 161M 100 161M 0 0 5094k 0 0:00:32 0:00:32 ——:-—:—— 4252k

Building initrd for verity (first time is slow)
Signing Linux image (verity)...
Created /home/atmark/secureboot a900/out/Image. signed-verity

Building SWU..
Enter pass phrase for /home/atmark/mkswu/swupdate. key: (1]

Install following SWU image with an USB drive plugged in:
- /home/atmark/secureboot a900/swu/secureboot make installer. swu (2]

4.1 secureboot.sh make installer ®E{T

(1) SWU A A—=IZERT DDA T—RZADLTLLRE W,
(2] AVAR=IT A RTARXA=IEBAD SWU A X—IDERENET,

secureboot_make_installer.swu EHET % 2 & & SHERLEE L,

[ATDE ~/imx-boot]$ Ls /home/atmark/secureboot a900/swu/secureboot make installer.swu
/home/atmark/secureboot a900/swu/secureboot make installer. swu

4.2 secureboot.sh make_installer ® & > TEREfc SWU A X—Y

22 ¥ TIT secureboot_make_installer.swu OEEED RN ZEZRUET,
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Legend

parent directory

w ]

/ secureboot.sh

makeinstaller /
- / A

secureboot.conf

output

output

build-rootfs

(T
( build_rootfs.sh

output

installer_verity_cert.pem

output

installer_verity_key.pem

initrd-baseos.verity.zst ‘

tmp

input input

Yy
build_initrd.sh

linux_apk

boot

‘ image ‘ ‘ o ‘

input

input

secureboot.sh linux

run
code signing tool

output

imx-boot

scripts

, secureboot_make_
secureboot_make_installer.sh

Image.signed-verity ‘ ‘ installer.desc

input

/ks
mkswu
&

output

secureboot_make_
installer.swu

X 4.3 secureboot_make installer.swu Z4E9 % £ TOHRN
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BER

4.1.2. Armadillo [ USB XE ' Z#&EA
Armadillo ICBRERAL. 1 YA M—ILT« RV %REFT 21D USB XEVZBAL TS,

! USB XEU X vfat HULLIF extd TEHXTT7 A —< v kU,
oY

10GB U EDHDZFERLTLES W,
MEAETY,

/=N
Armadillo AND USB XEU DV

AVARN=ILT 14 RTA4A—E installer.ing E VWS LRI TREL X

T, TTICAZD T 71 ILDFEET 515

413 A VA =IVTARTAKX—

IWg3

BlEEEEINET,

JER A SWU % Armadillo Ic1 VX h—

ABOS Web Z##ERL T. 4R L= secureboot make installer.swu Z4/ Y AR—=J)LLTLEE L,
E17FIE ABOS Web Eic

RENET,

'™ 4.4. secureboot_make_installer.swu 1 > X h—JLEEO O]

AT

SW 7y 7O0—KR5xET

[INFO ] : SWUPDATE running :
CINFO ] : SWUPDATE running :
[INFO ] : SWUPDATE started :
[CINFO ] : SWUPDATE running :
[INFO ] : SWUPDATE running :
CINFO ] : SWUPDATE running :
[INFO ] : SWUPDATE running :
[CINFO ] : SWUPDATE running :
[INFO ] : SWUPDATE running :
[CINFO ] : SWUPDATE running :
Armadillo is already set
CINFO ] : SWUPDATE running :
[INFO ] : SWUPDATE running :
CINFO ] : SWUPDATE running :
[INFO ] : SWUPDATE running :
[CINFO ] : SWUPDATE running :
[INFO ] : SWUPDATE running :
[CINFO ] : SWUPDATE running
was bigger than 338MB and was
[CINFO ] : SWUPDATE running :
progress can be used safely..
[INFO ] : SWUPDATE running :
[INFO ] : SWUPDATE running :
to fit verity partition
[INFO ] : SWUPDATE running :
CINFO ] : SWUPDATE running :
to max

secureboot make installer.swu Z#4 VA M—=ILLET,

SWUpdate v2024.12.0-git20250115-r0
Licensed under GPLv2. See source distribution for detailed copyright notices.

[print registered handlers] :

[main]

[read Llines notify]
[read Llines notify]

[read Lines notify]

[read Lines notify] :
[read lines notify] :
[read Lines notify] :
[read lines notify] :
[read Lines notify] :
[read lines notify] :

[read Llines notify]
not truncated.
[read Llines notify]

[read Llines notify]
[read Llines notify]

[read Lines notify] :

[read Llines notify] :

: Running on armadillo-900 Revision atl
Software Update started !
[install single image] :
: No base os update: copying current os over

: Waiting for btrfs to flush deleted subvolumes
[install single image] :
[install single image] :
[install single image] :
: Secure boot enabled setting for production

: /target/mnt/installer. img—in-progress (425MB)
: Checking if /target/mnt/installer. img-in-

: Using installer image on image file.
: Growing /target/mnt/installer. img-in-progress

no handler registered.

Installing pre script

Installing Copy installer to USB device
Installing Stop containers
Installing Make installer image

v
./installer verity cert.pem
./installer_verity key.pem
./sd_copy/

./sd_copy/boot/
./sd_copy/boot/Image

Growing installer main partition
Resize device id 1 (/dev/loop@p1) from 394. 00MiB
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[ERROR] : SWUPDATE failed [@] ERROR : WARNING: the new size @ (0.00B) is < 256MiB, this may be
rejected by kernel

[INFO ] : SWUPDATE running : [read Llines notify] : Setting console to console=ttyLPQ, 115200 in
installer

[INFO ] : SWUPDATE running : [read lines notify] : Environment OK, copy 1

[INFO ] : SWUPDATE running : [read lines notify] : Copying armadillo’s root password to installer
[INFO ] : SWUPDATE running : [read Llines notify] : Copying boot image

[INFO ] : SWUPDATE running : [read lines notify] : Installer will enable secure boot

[INFO ] : SWUPDATE running : [read Llines notify] : Copying rootfs

[INFO ] : SWUPDATE running : [read lines notify] : Copying /opt/firmware filesystem

[INFO ] : SWUPDATE running : [read Llines notify] : Copying appfs

[INFO ] : SWUPDATE running : [read lines notify] : At subvol app/snapshots/volumes

[INFO ] : SWUPDATE running : [read Lines notify] : At subvol app/snapshots/boot volumes

[INFO ] : SWUPDATE running : [read lines notify] : At subvol app/snapshots/boot containers_storage
[INFO ] : SWUPDATE running : [read lines notify] : Trying to shrink the installer partition...
[INFO ] : SWUPDATE running : [read lines notify] : Shrinking the installer partition..

[INFO ] : SWUPDATE running : [read lines notify] : Cleaning up and syncing changes to disk...
[INFO ] : SWUPDATE running : [read lines notify] : Computing verity hashes..

[INFO ] : SWUPDATE running : [read lines notify] : Installer updated successfully!

[INFO ] : SWUPDATE running [read lines notify] : -rw———-—- 1 root root 409. 1M Apr
2 16:49 /target/mnt/lnstaller img

[INFO ] : SWUPDATE running : [read lines notify] : Installer successfully created!

[INFO ] : SWUPDATE running : [install single image] : Installing post script

[INFO ] : SWUPDATE running : [read lines notify] : Removing unused containers

[INFO ] : SWUPDATE running : Installation in progress

[INFO ] : SWUPDATE successful ! SWUPDATE successful !

swupdate exited

4.4 secureboot_make installerswu 1 > XA k—JLEOOY

SET#. USB XEYZEIKWTLZETW, H L. TT7—IEHEEIE Armadillo DEREZBIRAL TP
DELTHTLEIL,

EEICERMNTT UIBE. USB XEY LEIT installer.img MMREFEINTWET, Z O installer.img
%Z microSD ILEZAD I ETA VAN I T A RV ZEHRT B2 ENTEXT,

4.1.3.1. ATDE NOEBERA VAN =ILTA RAI7AX=I DI~
USB XEVIC% 3 installerimg Z ATDE LIcOE—ULEY,

PC I USB XEUEEBAL TLEE W, VirtualBox DELEDRA VD [T/\A X] — [USB] 5.,
USB XEU%Z ATDE Ic¥O Y UET, CZTRIR—AF«4LZKNJICOAE—ULZET,

[ATDE ~1$ sudo cp /media/atmark/<USB XE U A<V hLE=T4L%F M)>/installer.img 7/

45 ATDE ICEERAA Y AN I T A RIAX—I%ZIE—F 3

EERAAYAN T A RATAA=ITHS installerimg %Z microSD [CEZALAERF 4.3 EE
BAYRAN=ILT 14 AT A4 X—=% microSD ICEZAD, 2BV,

A2 BERA VAN =T A RIAAXA=I% 1 hoEEAHE

A Armadillo DRRRBEZERETICEERAN VAN —ILT A RITAX—IZERT 2 5=
NULET,
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EEfR

CCTHNITHEERA VAN =T AVAX—=I%EERA Armadillo A1 A=)l B &, U
TOESBRBREZERTEET,

- EF AT T-IDEHEEhTNS

- rootfs . AVEZAHFH. 77—LTxT7H. 77V5—=YavAN—Ta a3 ryhBEstkan
TW5

- initial_setup.swu RO 77U —> 3V SWU 4 X—Y (fl& LT release.swu ) DBXFoHA1 >
Abh=llEnTW3

A21. BEBAYAN=IT a4 A4 X—=I DIERK
LUT TI& secureboot.sh setup &0 secureboot.sh build ZE{TEMA THBER T,

BEERAAVAN=ILT 4 R4 X—IDERICIZ build-rootfs #{#ER L £ 9, build-rootfs Ic&Fxh
27 714ILORBIBEEY =27 ILETSBLLIEE W,

- Armadillo-900 : TAlpine Linux L—h 7 71 LY X7 L% E)L KT % [https://manual.atmark-
techno.com/armadillo-900-development-kit/armadillo-900-development-
kit_product_manual_ja/ch10.html#sct.build-alpine-rootfs],

- Armadillo-loT &— k7 =« A9E : TAlpine Linux L— 7 71 ILY AT L%ZEILRT S SWU «
Yy X b =) [https://manual.atmark-techno.com/armadillo-iot-a9e/armadillo-iotg-
a9e_product_manual_ja/ch06.html#sct.build-alpine-rootfs],

linux 77—=JL® modules DANEZ
IEU&Ic. build-rootfs/a900/packages @ linux-at-x2 Z AX Y 7T RULET,

[ATDE ~/secureboot a900]$ code build-rootfs/a%00/packages
#f linux-at is not available on all arches

#f linux-at-x2@atmark ‘)
emmc-sref@atmark

#ft wifi firwmares
Linux-firmware—imx-wifi-iw612

#f encryped boot
cryptsetup
caam-decrypt

atmark-wwan-uti ls@atmark
modemmanager@atmark
atmark-power-utils@atmark
power-alertd@atmark

@ IXVRFYURNLET,

BHD Linux I—xXI)L1 X—3I'& modules B9 %78 IC. ./secureboot.sh linux 317U TK
k=Y AW

[ATDE ~/secureboot a900]$ ./secureboot.sh linux —-initrd-type none —-Llinux-update
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Logging build outputs to /home/atmark/secureboot a900/tmp/linux. Log

Downloading https://download. atmark-techno. com/armadi l Lo-iot-g4/baseos/linux-at-x2-latest. apk (1]

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 16.1M 100 16. 1M 0 0 3971k 0 0:00:04 0:00:04 —-:--:—— 3971k

Signing Llinux image...
Created /home/atmark/secureboot a900/out/Image. signed (2)

Q@ EHODlinuxapk /Ny T —INF Iy O—RENT tmp/linux_apk BMEERESNET,
(2] Image.signed DMER S NEITH. CESIFFERULEEADTERL T ZE L,

RIC. lib/modules % build-rootfs/a900/resources Ic IE—UL X9,

[ATDE ~/secureboot a900]$ rm -rf build-rootfs/a%00/resources/lib (1)
[ATDE ~/secureboot a900]$ cp -r tmp/linux_apk/lib build-rootfs/a900/resources/
[ATDE ~/secureboot a900]$ cp tmp/linux_apk/boot/armadillo 900.dtb ¥

build-rootfs/a%00/resources/boot/ (2)

(1) TWNN—=Y 3 YDEI2-ILHHZHE. BRICHIRLEX I,

(2] dtb 7 7 ILiIFEEICHBEINTWE R A, build-rootfs 3.22-at.1 FTICHEEF T v INH -
fel=spD A —TY, 3.22-at.2 UED/N—V 302 HBEDESIFIF—FETY,

SWU A X=J D1 YA KM=

initial_setup.swu PEAE L7 7V —2 3 & releaseswu R E. HER SWU 1 X =&
build-rootfs/a900/image_installer/installer_swus [CEEEL £,

SWUAAX=JE@FET7AINEDTILT 7Ry NBEICA VYA M=ILENFET, 1 VAM=ILZh3EE%
fREET B 7. 1_initial_setup.swu. 2_release.swu Ic &S ICEZFTIZZEL XY,

Z ZTl&. initial_setup.swu & /home/atmark/mkswu (Z. release.swu (& /home/atmark/
my_project ICHBDEULET,

[ATDE ~/secureboot a900]$ mkdir build-rootfs/a900/image installer/installer swus
[ATDE ~/secureboot a900]$ cp /home/atmark/mkswu/initial_setup.swu ¥

bui ld-rootfs/a900/image installer/installer_swus/1 initial_setup.swu
[ATDE ~/secureboot a900]$ cp /home/atmark/my project/release. swu ¥

bui ld-rootfs/a900/image installer/installer swus/2 release. swu

rootfs DEJL R
BHTD rootfs Z1ERRT B/, UTOATY REFEITLTL I L,

[ATDE ~/secureboot a900]$ cd build-rootfs
[ATDE ~/secureboot a900/build-rootfs]$ . /build rootfs.sh -b a%00

 (BBg)
Successfully built /home/atmark/secureboot a900/build-rootfs/baseos-900-[VERSION]. [DATE]. tar. zst
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AVAR=IWT A RTAX—TREARFIED e DF—_RTF DEEL

ET 214V ARN=ILT 4 RATAX—=I DRI ADHLIED (T openssl TYERR UTcF—R7 ZERK
LEY,

[ATDE ~/secureboot a900/build-rootfs]$ cd .
[ATDE ~/secureboot a900]$ openssl req -x509 -nodes -days 3650 -newkey ec ¥
-pkeyopt ec_paramgen_curve:prime256v1 ¥
-keyout verity key.pem ¥
-out verity cert.pem ¥
-subj /CN="secureboot installer”

Generating an EC private key
writing new private key to 'verity key.pem’

FBEEH Linux A—FRIL1 XA—IOER

E=1bld SoC NOHEZFERLET, ERDNR—RLUNTeMMC RDOT—5Z2ES L CHRAND I &
NHRBWKSICT B, BEEIic eMMC LINEEIT 5 2 EMTERRW Linux A—FRILA X —
VILEA U T Image.signed-mmc ZERR L £ 9,

[ATDE ~/secureboot a900]$ ./secureboot.sh linux ——initrd-type mmc
Logging build outputs to /home/atmark/secureboot a900/tmp/Llinux. log
Building initrd for mmc (first time is slow)

Signing Llinux image (mmc)...
Created /home/atmark/secureboot a900/out/Image. signed-mmc

Ric, AVAR=ILF 1 RIAA—IDRLABLADOBELER Linux H—ZIA X —ITH3
Image.signed-verity Z1ER L £,

[ATDE ~/secureboot a900]$ ./secureboot.sh Llinux ¥
-—initrd-type verity ¥
--verity /home/atmark/secureboot a900/verity cert.pem

Logging build outputs to /home/atmark/secureboot a900/tmp/linux. Log
Building initrd for verity (first time is slow)

Signing Linux image (verity)...
Created /home/atmark/secureboot a900/out/Image. signed-verity

WS AZIET B726IC. microSD (T Image.signed-verity ZEZ ZAH, 2D Linux A—FRJ)L1 X—
VZERAWT SD 7—hEZETLET,

Z DTz Ic. Image.signed-verity %Z build-rootfs/a900/image_installer/boot/Image & UL T3
to_ [J i—a-o

[ATDE ~/secureboot a900]$ mkdir build-rootfs/a%00/image installer/boot
[ATDE ~/secureboot a900]$ cp out/Image.signed-verity ¥
build-rootfs/a%900/image_installer/boot/Image
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BE2EH»T—NO—F—D1ER
EZEHT—NO—45—7T%H% imx-boot_armadillo-900.signed Z/ERL L £,

[ATDE ~/secureboot a900]$ ./secureboot.sh imxboot
Logging build outputs to /home/atmark/secureboot a900/tmp/imxboot. log

Building imx-boot (boot loader)...
Created /home/atmark/secureboot a900/out/imx-boot armadillo-900. signed

AVARN=IT 4 AT A X—I DR

AVAN=IT 4 RVAA=IZERT DRNICUT OV RZE{TL T, build_image.sh ®E1TIC
MBRIKENNYyT—I %1V A M=ILUET,

[ATDE ~/secureboot a900]$ sudo apt update && sudo apt upgrade
[ATDE ~/secureboot a900]$ sudo apt install cryptsetup-bin dosfstools gdisk xxhash btrfs-progs

eMMC ICEZIAD rootfs ZELA A —IZERTBHICUATODAY Y RZEETL TSI L,

[ATDE ~/secureboot a900]$ cd build-rootfs
[ATDE ~/secureboot a900/build-rootfs]$ . /build image.sh -b a900

use default(outdir=/home/atmark/secureboot a900/build-rootfs)

use default(output=baseos-900-[VERSION]. [DATE]. img)

(BBg)

Successfully built /home/atmark/secureboot a900/build-rootfs/baseos-900-[VERSION]. [DATE]. img

R, AVAR=IT A RATAX=I R LET,

ERRT DAY RARN=ILT 4 AT A4 X —I% microSD I[CEZAH. FD microSD T SD 7— K& =17
LET,

SD 7—hEETIDE. XSAMIERDODEZFH Linux h—RILA X—=IDEEIL. EIFEERL
TecA A=V EBLZFADT—NO—5—, BLFAFDESLICHIS U Linux H—X L1 X—3I% eMMC
[CEZAMAET,

ULTDINYYRTIE. eMMC ICEERAFENBZZNSDT7 7 A ILZSIHTEEL T, 1Y AM=ILT o
RATAARA=IZEHLET,

[ATDE ~/secureboot a900/build-rootfs]$ ./build image.sh -b a%00 ¥
—-srk $(cat /home/atmark/secureboot a900/tmp/srk_hash. txt) ¥
-—encrypt all ¥
--boot /home/atmark/secureboot a900/out/imx-boot armadillo-900. signed ¥
—-boot-Llinux /home/atmark/secureboot a900/out/Image. signed-mmc ¥
--verity /home/atmark/secureboot a900/verity cert.pem ¥

/home/atmark/secureboot a900/verity key.pem ¥

—-installer baseos-900-[VERSION]. [DATE]. img

use default(outdir=/home/atmark/secureboot a900/bui ld-rootfs)
use default(output=baseos-900-[VERSION]. [DATE]-installer. img)
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Successfully built /home/atmark/secureboot a900/build-rootfs/baseos-900-[VERSION]. [DATE]-
installer. img

baseos-900-[VERSION].[DATE]-installer.img »* microSD I[cEZERADEERM VA N—=ILT 1 XY
AX=IERDFET,

METHNIE, EERA VAN —ITARIAA=IZEZEBUPLPTWVWEZBIICEELTLEE W, &
Z Tl installerimg EWSZFITCR—ATFTs L7 MNYICOAE—-ULZET,

[ATDE ~/secureboot a900/bui ld-rootfs]$ cp baseos-900-[VERSION]. [DATE]-installer. img ~/installer. img

SEERAYVAN=ILT 1 A4 X—=ITH3 installer.img Z microSD ICEZADAHEIE T4.3. BE
BAYAN=ILT 1 R A X =% microSD [cEZIAEL, ZSBEI L,

43. EEAA VAN =ILT A4 RATAA—=I% microSD [CEZEA
R
T4.1. BEFE Armadillo DIRIBZER T S AE F£icld 4.2 EERBA VAN —=—ILTARAITA A=Y

=1 DeERAE TERUA YA N=ILT 1 AU 4 X— installer.img % microSD ICE A,
FFICFER L2 Armadillo UADEEKICA Y A R—ILUET,

A4 YA KN=)LFE®D Armadillo ® eMMC ADTF—F 3 LEXSNTHZS
fedh. UATDFT4 LI NIICHBDRERT—FIEFH/INV I 7y TZE->
THEWTLEE L,

- /var/app
- /var/log

- container image

BLIFoIY Y RZEETL T, installerimg Z microSD ICEZAATLES W,

installer.img Z microSD ICEZAOFIRIIEALLA Y A N=ILT ¢ RV DERAEERL T DT,
HmNZ a7 I)LOUTOEZESZEICLT LS W,

- Armadillo-900 : T#18#ikr > A b —=ILF7 « X 7 DERL [https://manual.atmark-techno.com/
armadillo-900-development-kit/armadillo-900-development-kit_product_manual_ja/
chO03.html#sct.make-install-disk-tutorial]

- Armadillo-loT 7— k7 =+ A9E : T#IHi{k1 > A h—ILT ¢« AT DIEBX [https://manual.atmark-
techno.com/armadillo-iot-a9e/armadillo-iotg-a9e_product_manual_ja/
chO03.html#sct.make-install-disk-tutorial]

FETER LA VYA N=ILT ¢ RV ZFAWTEER Armadillo ICEERA X =YY% VA N=ILT
B2FBEFEBYZ 27 IO TOEHZSZEICLTLEE W,
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- Armadillo-900 : T Y A M= I)LF7T v XV ZERAT % [https://manual.atmark-techno.com/
armadillo-900-development-kit/armadillo-900-development-kit_product_manual_ja/
chO03.html#sct.use-install-disk-tutorial]

- Armadillo-loT —hko x4 AQE : T/ Y AN —=I)LT« RV %Z{EAT % [https://manual.atmark-
techno.com/armadillo-iot-a9e/armadillo-iotg-a9e_product_manual_ja/ch03.html#sct.use-
install-disk-tutorial],

KEDOEBESEICEVWTIE. BHTAX—IESAHZRMET 2Mtblc. 7y =077 /HYRHET
%5 TBTOH—EX; @ TROM A X—TY&iAH) ZFAITBHEDLHDET ., FMICDODWVWTIE. T
R=IDBTO H—EANZ a7 )IO—ENSKREMD BTO U—EANZ a7 ZSRU TS,

- BTO —E X~ = 27l [https://armadillo.atmark-techno.com/bto/manual]

4.4. EERA Armadillo DENERESE

SR Armadillo ZEEE81LF T, REROOVIE 34 ¥ 17T — D EMITE> TWBI D DOHER
=BRES W,

Armadillo A4 &, UTOIAYY RER{TI 35 &. rootfs FB. AVESZAAA. 77—AL7T T
ZH. 77U —yavAN—FT 4 arvhEsS{tEInTWb I EERTEET,

[armadillo “J# Llsblk

NAME MAJ:MIN RM  SIZE RO TYPE MOUNTPOINTS
mmchb Lk0 179:0 0 3.6G 0 disk

F—mmcb Lk0p1 179:1 0 30IM 0 part

| L—rootfs 0 252:0 0 300M O crypt /live/rootfs (1)

F—mmcblkOp2  179:2 0 30IM 0 part

F—mmcblkOp3  179:3 0 50M 0 part

| L—mmcblk@p3 252:1 0 49M 0 crypt /var/log (2]

F—mmcblkOp4  179:4 0 100M O part

| L—mmcblk@p4 252:2 0 99M 0 crypt /opt/firmware ©

F—mmcblkOp5  179:5 0 2.86 0 part

| —mmcblk@p5 252:3 0 2.8G 0 crypt /var/tmp @

| /var/app/vo lumes

| /var/app/rol lback/volumes

| /var/lib/containers/storage readonly
1 (EE])

46 ARL—IDESLINTVD I EZHER

Type b' crypt IC7R> TWB T8, rootfs B/IX\—F 1 3 VHAES{EINTWET,

Type ' crypt B> TWB s, EZAHFAVEN—T 1 ¥ a VvhBES{EIhTWET,
Type DY crypt ICiE>TWBfeoh, 77—LTx7HN—T1 ¥ arhBEEInTVWET,
Type b crypt IC7R>TWBTH, 77V Tr—avBN—FT14 Y3 VhHES{EINTWET,

(R )
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r_lm

i

AVTFROF7Z IV T—23 207y 77—NEEy b7y 7ERERGL & ITEBXIEGR U
TEEEEDDAETTZ Y TIT—IDAETY, BREYZa 7L ZEEIC LTS,

- Armadillo-900 : TSWU -« > X kb — )L [https://manual.atmark-techno.com/armadillo-900-
development-kit/armadillo-900-development-kit_product_manual_ja/
ch10.html#sct.install-swu-with-abos-web]

- Armadillo-loT — k7 =4 AQE : TSWU -« > X k=)L [https://manual.atmark-techno.com/
armadillo-iot-a9e/armadillo-iotg-a9e_product_manual_ja/ch06.html#sct.install-swu-with-
abos-web] |

BELAEHT—MO—F—P Linux h—XRIZEFHIBHBEEUTOFIRICHKE > TS LS L,

5.1. BZFH7—hO—5Y —DEHAE

BLTOURLICEFS TTJ—hO—%— YV —2X (u-boot%H), "oEBFOT—hO—45—%2EELT
<fEE W,

BLTFTOURLAS MJ—hO—%— YV—X (u-bootZH), #EEBELTLLEZL,

- Armadillo-900 : " 7 — k @ — 4% — [https://armadillo.atmark-techno.com/resources/
software/armadillo-900/boot-loader]

- Armadillo-loT &— k7 x4 A9E : 7 —hkO—%— [https://armadillo.atmark-techno.com/
resources/software/armadillo-iot-a9e/boot-loader]

J—hO—5—0Y—21—KO7—N1TEZEBBLET. W&, ZOF—H1 TER—LF 1LY
NUICEBLIBE CHBLET,

[ATDE ~]$ tar xaf imx-boot-[VERSION]. tar.gz 0

H5.1 BHo7—hO—4%—0DY—XI1—REERTS
(1) 7—h+aT7EEBUET, [VERSION] Z/N—Y 3 vtk >TZLET,

secureboot_a900/imx-boot D>V RUw I ) VI TTERFDEHEDICDINZIET,

[ATDE ~J$ rm -rf secureboot a900/imx-boot (1)
[ATDE ~]$ Ln -s /home/atmark/imx-boot-[VERSION] /home/atmark/secureboot a900/imx-boot (2)

52 RV IV VI TERFDT—hO—F—ICEET S
(1) YUYy U ZHIBRLE T,

(2) imx-boot-[VERSION] Z> >R v o U > o i5e LT secureboot a900/imx-boot ® ¥ >R
Uy oI EERLEY,
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BMOT7—hO—5—ICBELZTVET,

[ATDE ~1$ cd imx-boot-[VERSION]
[ATDE ~/imx-boot-[VERSION]]$ . /secureboot.sh imxboot
Logging build outputs to /home/atmark/secureboot a900/tmp/imxboot. log

Building imx-boot (boot loader)...
Created /home/atmark/secureboot a900/out/imx-boot armadillo-900. signed (1)

B3IBHODT— NO—45—ICBLTS
QO EF0o7—rO—4%—XULTBLAULEZ7AILDERSINET,
BHOBLEHT—NO—F—%A VA N—ILTB=HD SWU 1 XA—IEERLET,

[ATDE ~/imx-boot-[VERSION]I$ cd ~/mkswu @

[ATDE ~/mkswul$ cp /usr/share/mkswu/examples/boot. desc . (2]
[ATDE ~/mkswul$ cat boot.desc

swdesc_boot ”/home/atmark/secureboot a900/out/imx-boot armadillo-900.signed” (3]
[ATDE ~/mkswul]$ mkswu boot. desc

Enter pass phrase for /home/atmark/mkswu/swupdate. key: (4]
boot.swu A{ERLZE L7, ©

[ATDE ~/mkswul$ mkswu --show boot. swu (6]
#f boot. swu

# Built with mkswu [mkswu D/N— 3 ]
#f signed by "atmark”

swdesc_boot --version boot [VERSION] /home/atmark/secureboot a900/out/imx-
boot armadillo-900. signed

54 &MOBREHT—rO—5—% SWU A XA —JITHHFAD

mkswu T« L7 MUICBELET,

f£F9 % desc 7 7 )L (bootdesc) Z mkswu F« LZ hUIlcaAE—UL% T,
swdesc_boot D5 |HERHDODEBZEFHT— R NO—F—DT7 71 ILIRRAICBERZ TS,
SWU A X =V ZERT BcHD/IKAT—RDAANZRDENET,

bootswu DALY ~Fo LI MJICERENET,

bootswu DHFEZFRRLET, [VERSION] BRI TH D I &% RIS,

Q0000 0O

ERL U 7z boot.swu & Armadillo (CA YA K=l 25 2ETT—NOA—5F—%T7 Vv ITF—rTEZXY,

5.2. BRFH Linux H—XILOEFAE

EBLZEH Linux H—RILEEHFHT S8 IC. secureboot.sh linux IV REFERALET,
—-linux-update 3| ZIBET 5 I & THRITD Linux T—FRIAX—=I %57V O—-RTEET,
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at-dtweb THRXYYA X UTz dtbo 771 J)L% Linux H—XILA X —IICHMAFTZWESIE.
secureboot.sh linux O<Y Y RETRIC --dtbo TF®D dtbo 7 7 A ILDI/IXZAZIBFEL TLIEE W\,

ANL—=YDOES{EET> TWBIHE(F —initrd-type mmc ZI8EL T 23 LY,

[ATDE ~1$ cd imx-boot-[VERSION]
[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh Llinux —-linux-update —-initrd-type mmc
Logging build outputs to /home/atmark/secureboot a900/tmp/linux. Log

Downloading https://download. atmark-techno. com/armadi l Lo-iot-g4/baseos/linux-at-x2-latest. apk (1]

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 16.1M 100 16. 1M 0 0 6582k 0 0:00:02 0:00:02 ——:—-:—- 6579k

Building initrd for mmc (first time is slow)
Signing Llinux image (mmc)...

Created /home/atmark/secureboot a900/out/Image. signed-mmc 9

5.5 &#F D Linux A—RILAA—=JIcBELT S

(1] B O Linux 1—=%JLD apk @ apk /Xy —I =B LET,
O ELFHOBEEAIED Linux H—RILA XA—IDMERSINET,

SWU A/ X—=I%ERMT D7D desc 771 ILEEBRLE T,

[ATDE ~/imx-boot-[VERSION]I$ cd ~/mkswu @
[ATDE ~/mkswul$ cp /usr/share/mkswu/examples/encrypted rootfs Llinux_update.desc . (2)

[ATDE ~/mkswul$ cat encrypted rootfs Llinux update. desc (3]
#f This example is intended for users with ENCRYPTED ROOTFS.
#f Ignore it if not using encryped rootfs.

#f version must be updated everytime Like normal updates
swdesc_option version=[LATEST VERSION] (4)

#f Image.signed is an a Llinux image with initrd built using
#f imx-boot/secureboot.sh Llinux

swdesc boot Linux ”/home/atmark/secureboot a900/out/Image. signed-mmc” (5]

5.6 BTDEBLAEH Linux I1—RILA A—I% SWU A XA —IcHHHAD desc 7 71 IL%=4E
K93
mkswu T+ L7 NUICBELE T,

ERR U BRAFEH Linux A—FRILA X—I% SWU A4 X—J([THHPASTZHD desc 771U
(encrypted_rootfs_linux_update.desc) Z mkswu 7« L7 KNUICcOE—UL&EY,

encrypted_rootfs_linux_update.desc DHFEZRRLET,
[LATEST_VERSION] (FE#H 9 2BEDRFTD/N—I 3 VICEZTWZ TLZEI L,

ERL U 1e B4R E M Linux H—FILA XA —IDJ/XA % swdesc_boot_linux D3|#IciEEL TL 1
=LY,

00 ©0
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SWU A X—=IZERLET,

[ATDE ~/mkswul$ mkswu encrypted rootfs linux update. desc
Enter pass phrase for /home/atmark/mkswu/swupdate. key: "
encrypted rootfs linux update.swu Z{ERK L & L 7=, (2]

[ATDE ~/mkswul$ mkswu --show encrypted rootfs linux_update.swu GD
#f encrypted rootfs linux update. swu

#f Built with mkswu [mkswu D/N—< 3 V]
#f signed by "atmark”

swdesc_boot Llinux --version boot Linux [LATEST VERSION] /home/atmark/secureboot a900/out/
Image. signed-mmc

5.7 RFTDERFH Linux h—RILA X —IDHMAENTc SWU A XA —IZERT S

SWU A A=V EERT BIHDINAT—RDAAZEKRDSNET,
encrypted_rootfs_linux_update.swu ALY c 7o LI NUICERESNE T,

encrypted_rootfs_linux_update.swu OFE%ZR/RL XTI, [LATEST_VERSION] h'&HFH TH
B L CHERLEE W,

00

YERL U = encrypted_rootfs_linux_update.swu % Armadillo (1~ X k—)LF % Z & T Linux 71—
KIWNAAX=I %7 TTF—KNTEZXT,
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