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RAMASHENE/RL, ZREEE AL v v v v

FWTwf 7 — MBIED ERR L, EEEEERL v v v
SERE RO W I at R

AL —SHBHEh B, EEESERL v v v v
EV e

AT U NRAERICHEUR-ITES v

AT U NRERKICIEEEETS v v v v v

® 3.3 ¥ U7+ KON/~ ZEH
34. EFIAI—RAT—X

Armadillo-loT 7'— k7 =1 G4/Armadillo-X2 [$RA RE G, RARBRRETHHEINS I ENEES
NEd, TNZENOI—RT—RAICL>TERBINRZERNEFELET, TNSDEBRZIEULSIEEDL
T, BURLEX1) T EilTEER, HAEDEEZENKTITT, HAEDLEOHE UL TUATOET
NWIA—RT—XA%ZRUXT,

- Ry NT— oS
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- U779 RY—EINDIERLES
- RBAIEDN T RE ARt RS
3.4.1. %y MO —U 3R

A—XT—RA XY KNIT—IRBRBADODKENS TNAXAZFRELLZRITNIEWVWFEREWT—X, 15—
XY NCERT 2B ERET DT —RALIFTTEHRL, HRRXY NT—IADEHRT
HOTHRNILHSDKED Y RV ZERBITZT—IAHHDEFT,

tFXxaUTa XY RNT—=TO AT —T 1 —ADSDEBAZHLS

DAt
- N\—=RT 7 NDODEZEKREFEELEZWV

T*xa21UF7«r Armadillo Base OS [CIZRERED Linux DtEF 1) T DEEADEHAA TN TL
AT 9, BYLBEEAEMI DI ETEF YT 1 DEEILEIRTEETT,

Fle. N—ROTTPANOEEREZEFIZELRWVWEIEWVWZ, Linux YV —ILADT7 72X JTAG H
BWRFELETIE. RTVTRFFTA4 EVWSEBECHEDPOKEBOWNRICED hREF A, Lf/BEEICIE
TINY JHEREHEENICT D EEZREHLET,

3.4.2. 7577 RY—EZANDIEHGESR

A—RT—RA V5O RY—ERETLARNIBEBREEDYD EDDP, FTINA RFBEEDTHD
BAIIAEZEESFD W — 2, Fleo TINARAETTHLFDEIcH DT —E T
W E2HEBELEET %,

EXa2UTFs - RYKNT—IA VI —T 1 —IDSDEAZRHELS

DAt
XY RNT—IRADEAZHFULUTET/NNA ANDEPIAE, BEREEITTS
- N\N=RIT T PNOEZEKZEIEE LRV

BREE(RBSULEPR)OHEVIRA Y N TFS

tXxaUr~a XY RNTD—OBBZOEX 1 T FHMTICATEINZ %,

AT
. F—Z KL —Y& LT Edgelock SEO50 %#FIET %

- 77 ANICRERRERTFLUTES 772 L — Y TRSLLE, ESLEZT
>

. CAAM ZFIHUTc OP-TEE TY 7 Nz 7 OETEREX R T 5
. HBE/BERICIE TNy SHBEE EMICT B

3.4.3. BN H A e as

A—RAT—R  REHERPZENICHEET 20ELRE, LBEZTSRESAZTFSRITINEWVFERL
T— 2o

t*alVT4 - RYKNT—IA2T—T—ADSDEAZHL
DF3Et
- XY MNT—URBBDOEAZFLULTHET /A AADRCIAE. BREEIITS

15



Armadillo-loT "=k 7 = G4/Armadillo-X2 €F a2 U F 1 A K tFXaUTrDEXAH

C FINA ANDBEERED 5 T/INA R%FE (2L, TRLANLOKEFEE LA
W)

tf\ilu T4 RYNT—IREOEFIUT A KMICUTZMZ %,
i - EdgelLock SEO50 Z#FIF U7 OP-TEE (38D X k L —2/(d EdgelLock SE050)
- CAAM IL&2EF277—hK (HAB) &EFz—YATRF X
- ARL—=Y DS
- XEVDOEEEF VY
- W /BRERETCIE TNy TSR BAICT D
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4. EDIRE

ZDETIE. Armadillo-loT &— k7 =+ G4/Armadillo-X2 & Armadillo Base OS #f|fEL T#E%
REITDIHEEFRESINBZFBITZ2AEICOVWTHBLET,

4.1. EdgelLock SEO50 ZzfIBLUfcF—A ML —Y

NXP @ EdgelLock SEO50 (& loT 77U =Yg vElTDEF a7 ILAYRNTT, 77v¥aXE
VZRBLTED. RESNLWEREZABICEL I D ER<BESLBICFHATEXRT, TR
Egelock SEO50 ZF+—X ML —Y & UTHABT 2 A EZHRBALET,

/ EdgelLock SEO50 DFFMICDOWTIEUATOT =5 > —hZ2ZRU T
Sy

SEO50 datasheet

https://www.nxp.com/docs/en/data-sheet/SE050-
DATASHEET.pdf

4.1.1. EdgelLock SEO5x Plug & Trust Middleware

EdgelLock SEO50 ZF#|AHT 27=pDYV 7Tz 7& LT, NXP 5 = R)LD = 77 EdgelLock SEO5x
Plug & Trust Middleware (X F. Plug & Trust Middleware) DMt TWE T, 72U, EILRFE
HINA TV FREEENBVWcHFARBICEDETEIL ROBRENHD XTI,

Armadillo Base OS <& Alpine Linux & Debian GNU/Linux A7 Ic Plug & Trust Middleware @
EILRFBEHICY =Y RBHULTWET, LUTIE Plug & Trust Middleware FiZDY 7 K0 27 R 5 v
JTY, BEFDOEIREFEHF/ Y T—JFRWHADTOY ZICKRDET,

i.MX 8M Plus
Container

| Application |

l se05x-tools ‘ lplug—and—trust-tools | |OpenSSL|
2 v v

plug-and-trust

Armadillo Base 0S T
podman |
Linux
imx_i2c

( Edgelock SE050 )

4.1 Plug & Trust Middleware OEADY 7 NIV 7 AT v
RHELTWB NNy T —IRBUTDERED T,
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Armadillo-loT '— k7 =4 G4/Armadillo-X2 €2 U7« H1 R

HOMRE

% 4.1 Plug & Trust Middle @/ 7 —

Ny g—

RE

plug-and-trust

Plug & Trust Middleware @ EJL RFEHZ A T 5 ) E,
OpenSSL engine &%,

plug-and-trust-dev

Plug & Trust Middleware OBZER7 7L, 77U —2 3
VHEREICFIATEERT,

plug-and-trust-tools

Plug & Trust Middleware IC&&EN 2> 77 TU o —2 3
Vo BR/INEDOENMERESEY —IL (se05x_Minimal) Yi&%eEvrEE
1EIRZ ST B Y — /L (se05x_GetInfo) % &,

se05x-tools

JERTRESHIT DROFTHAEEY —/l,

Armadillo Base OS "9 271 ANUE2—yayeEN—yayviEBUToEEDTY,

% 4.2 Plug & Trust Middleware ®H7R— k

FT14ANUE2—YaYy N—=Yg>
Alpine Linux 3.15

Alpine Linux 3.16

Debian GNU/Linux 10 (buster)
Debian GNU/Linux 11 (bullseye)

/ AAA REBRBFERTIEFABALEN=Y 3 VIEUTDEE D TY,
- Plug & Trust Middleware : 04.01.00

- plug-and-trust : 4.1.0

. seObx-tools : 1.0.0

4.1.2. EdgelLock SEO50 ZE#ICT B

EdgelLock SEO50 (& ENA EVH 7 —hahd EBMELESNE T,

Armadillo Base OS 3.18.5-at.7 (linux 5.10.205-r0) L& Tl Armadillo-loT &— ko 1 G4/
Armadillo-X2 @ EdgelLock SE050 (77 4 /)L N TEBMICEMLEI . R —TE—RPEFEMLS

NeLSEEB>TVWET,

FNLETO/N—Y 3 v DiFE(E EdgeLock SEO50 WEEICEMEEINAWEH., ENA EVEZF
g7t — bk LT Deep Power-down E— RZ BRI 20ENH D £,

% 4.3 SE050 ena pin

SE050 PIN i.MX8MP port

initial port status

ENA GPIO1_1012

GPIO input

gpioset A > REFALT GPIO1_I012 ZHAR—KMEEL T high IZ9 %,

[armadillo ~]# gpioset gpiochip@ 12=1

4.1.3. Plug & Trust Middleware 1 >~ X k—JL
Debian & Alpine Linux ICRE UL EIH. < ZTIE Alpine Linux THEE%ZEDHE T,




Armadillo-loT "=k 7 = G4/Armadillo-X2 EF a2 U T« A K BRORE

AT+ ZuUs5 EIFERT,

[armadillo ~]# podman run -it ——name=plug_and trust —-device=/dev/i2c-2 ¥
-v /etc/apk:/etc/apk:ro docker. io/alpine /bin/sh

B7Y "= T7 /IC K 2EEERAHDIRIETI, apt-get install =
FMBELTAYRAR=ILLTLIZE W,

BN Z 27 asEIc LTIV,

- Armadillo-loT =k o x4 G4: "7y h~NY—0F70 /HhRHT S
A AX—=I%FES [https://manual.atmark-techno.com/armadillo-
iot-g4/armadillo-iotg-g4_product_manual_ja-2.6.0/
ch06.html#sct.podman-use-at-debian-image].

- Armadillo-X2: "7y Y =0T 0 /DRHITZ2AX—I%ZES
[https://manual.atmark-techno.com/armadillo-x2/armadillo-
x2_product_manual_ja-2.6.0/ch06.html#sct.podman-use-at-
debian-image].

/ Debian #f|H9 %358 1d. at-debian OFIAZHEH L EFT, at-debian

Ny T—=I%AVAR—=ILULET,

[container ~1# apk add se@5x-tools plug-and-trust-tools

FADIEDICREE R ZREL XTI,

[container ~1# export OPENSSL CONF=/etc/plug-and-trust/openssl11 sss se050.cnf
[container ~1# export EX _SSS BOOT SSS PORT=/dev/i2c-2:0x48

AV ARN—)LEBBREIRD -5, se05x_Getinfo T EdgelLock SEO50 OEEREE AR L £
o PUVRBAICKRINTDEUTOLSBOTNEAINET,

[container ~]# se05x _GetInfo

App  :INFO :PlugAndTrust v04.01.01 20220112

App  :INFO :Running se@5x GetInfo

App  :INFO :Using PortName="/dev/i2c-2:0x48" (CLI)

D (EEg

LAY ST T V(R 3131313131318 81 018181818181 8181RIRIR213131319131818181818181818IIBIRIRIRIRI21319191913181818:8:8181814

App  :INFO :Applet Major = 3
App  :INFO :Applet Minor = 1
App  :INFO :Applet patch = 1
App  :INFO :AppletConfig = G6FFF

App  :INFO :With ECDAA

App  :INFO :With ECDSA_ECDH_ECDHE
App  :INFO :With EDDSA

App  :INFO :With DH_MONT

App  :INFO :With HMAC
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App  :INFO
App  :INFO
App  :INFO
App  :INFO
App  :INFO
App  :INFO
App  :INFO
App  :INFO
1 (&8)

:With
:With
:With
:With
:With
:With
:With
:With

RSA_PLAIN
RSA_CRT
AES

DES

PBKDF

TLS
MIFARE
I2CM

Bk Plug & Trust Middleware ZF|H 9 %7 DEfFZKOD £,

4.1.4. Plug & Trust Middleware =&Y %

Z IHS5IEERRIC Plug & Trust Middleware %z WL\ T Edgelock SEO50 = #AT 2 AEZ AL
TWEET,

4.1.4.1. EdgeLock SE050 OREFESIhicR=FIAT 2

plug-and-trust /v 4 —(C & OpenSSL engine DS 7S UMNEENTE D, OpenSSL % FIFE
LU CHE#EMIC Edgelock SE0S0 ZIRIET B ENTEFRT, I TEIHIE LT, EdgelLock SEO50
DF v TEERICEZAE N EFE > T OpenSSL TEL EERZDRIAZITVET,

F9. ROOAYVRTU I 7L Y RAF—2BEBULET,
- keyid = OxFOOO0100

- Cloud connection key O (prime256v1)

[container ~1# se@5x getkey OxF0000100 refkey.pem /dev/i2c-2:0x48

/
/

Fv TEERICEZEATNIRICOWVWT
f41.5.1. BpIEEAHSnfcige X509 FEAE, ZZRUL TS,

D77LYAF—ICDWT
'4152. Y77LYRXF—; =B LTLLZE W,

ROAVY RTEBAULET, message.txt EFED 7 7L ZEEBEL TS LIV, BELEY 7 7L
YAF—ZFMALET,

App
SSS

[container ~1#f openssl dgst -sha256 -sign refkey.pem -out sig.bin message. txt

ssse—flw: EmbSe Init(): Entry

:INFO :Using PortName="/dev/i2c-2:0x48" (ENV: EX _SSS BOOT SSS PORT=/dev/i2c-2:0x48)
:INFO :atr (Len=35)

00 A0 00 00 03 96 04 03 E8 00 FE 02 0B 03 E8 08

01 00 00 00 00 64 00 00 0A 4A 43 4F 50 34 20 41
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54 50 4F
SSs :WARN :Communication channel is Plain.
sss  :WARN :!1!INot recommended for production use.!!!

ssse-flw: Version: 1.0.5
ssse-flw: EmbSe Init(): Exit
ssse-flw: Control Command EMBSE LOG LEVEL; requested log level = 4

EEANELWHESHZHERT BcHDICERERIEL KT,

[container ~1# openssl dgst -sha256 -prverify refkey.pem -signature sig.bin message. txt
ssse-flw: EmbSe Init(): Entry
App  :INFO :Using PortName="/dev/i2c-2:0x48" (ENV: EX SSS BOOT SSS PORT=/dev/i2¢c-2:0x48)
sss  :INFO :atr (Len=35)

00 A0 00 00 03 96 04 03 E8 00 FE 02 0B 03 E8 08

01 00 00 00 00 64 00 00 0A 4A 43 4F 50 34 20 4

54 50 4F
SSS :WARN :Communication channel is Plain.
sss  :WARN :!!INot recommended for production use.!!!l

ssse-flw: Version: 1.0.5

ssse-flw: EmbSe Init(): Exit

ssse-flw: Control Command EMBSE LOG LEVEL; requested log level = 4
Verified OK

I RY—ERICERT DIcHICERESTAAS NI RS ZFIA
TETERIUTESRUTILES W,

EdgelLock SE050 Z{#R UL T AWS loT Core NiE#id %

https://armadillo.atmark-techno.com/howto/
connect_to_aws_iot_core_for_aiot_g4

Edgelock SEQ50 AL T Azure loT Hub N#E#t9 %

https://armadillo.atmark-techno.com/howto/
connect_azure_iot_hub_for_aiot_g4

4142 21— —-PERULERZHRELFIATS

EdgelLock SEO50 TlE1—H—HERUCBZREIT D IEHTEXRT, —ERESNLRIE. £D
FEBISUBICFHIATZIENTEDELSICRDET, 22 TEFFIE LT, 12— —#%ZFFL T openssl
cms THESLEESZEEITLTHAEXT,

F£9. ECC Oh#R prime256v] OHEZEMR UL EXT, AEHEOBRITBELLET,

[container ~1# openssl req -x509 -nodes -days 3650 -newkey ec ¥
-pkeyopt ec_paramgen curve:prime256v1l -keyout key.pem —out cert.pem

AR U2 & B2EEEAE = Edgelock SEO50 ICfREL £, keyid (& 1 M5 Ox7BFFFFFF O#iE
NHAEICHARENTWEY,
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[container ~1# se@5x setkey -f 0x10 key.pem /dev/i2c-2:0x48
[container ~1# se@5x setkey -f 0x11 cert.pem /dev/i2¢c-2:0x48

/ Secure Object ICDWTODEL WBRIFUTESRBL T I,

SEO50A/B/C/D/F APDU Specification

https://www.nxp.com/search?keyword=AN12413

Edgelock SEQS0 IC 77 ERT B &ICIEDET, D, 771
VAT LLED key.pem FEAMICDHDEHD XA, EF21UT+ £, HI
BRIZBCEZHEMHLET,

W H% Edgelock SEO50 ICRTFICEINLIcH &id. AT BERIC

V77LYAF—ZBRLET,

[container ~]#f se@5x getkey 0x10 refkey.pem /dev/i2c-2:0x48

/ V7 7LYAF—IEDOWVT
4152 V77L2YR%F—; ZZRLTILI W,

BCBREICEEFN 2 ARZFE> THESILULET, messagetxt FEED 7 7 ILZzBEBELTLE
LY

[container ~1#f openssl cms -encrypt -binary -aes256 -in message. txt ¥
-out message.enc cert.pem

UTEHLETHTID, BSLehic 7 7MILBUTOLSBRBICEDTT,

[container ~]#f cat message.enc

MIME-Version: 1.0

Content-Disposition: attachment; filename="smime.p7m”

Content-Type: application/pkcs7-mime; smime-type=enveloped-data; name="smime.p7m”
Content-Transfer—-Encoding: base64

MIIBmQYJKoZIhvcNAQcDoIIBi jCCAYYCAQIxggERoYIBDAIBAGBRoUSWCQYHK0ZI
z jOCAQNCAARdx2h5MMEEe0e7MgYHg179QPxxJvuLTOPONMINF 10V7/3AjgxE1D2XS
Figt/btA17HU9L13F6NVRFbZzNVHtxX2MBgGCSuBBRCGSD8AA jALBg LghkgBZQME
ASOwgZowgZcwazBTMQswCQYDVQQGEwJKUDEMMAoGATUECAWDT i 9BMQwwCgYDVQQH
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DANOLOExDDAKBgNVBAoMAQ4vQTEaMBgGATUEAWWRYXRtYXJ r IHR LY2hubyxpbmMC
FA2ES6jQVjVESTvIKjfD4QaM5hrLBChc/Z1uAT Ls1ox L6aPyYcaf1tns3pR41gko
sturG2/iRRj jQNbwaa2gMGwGCSqGSIb3DQEHATAABY LghkgBZAMEASOEEM L596FU
hh1Rs4sHBcqwmTyAQPyYZLgHHSr 1np9CnCxtzcRztheo@gtkC+8e LS97GPzKchpU
gWoOECWNNwyOpTRGXEJOMx+C4yW7J7Jiz/XvgDs=

EdgelLock SEO50 OF—A KL —VIcH2MEREZHFE-> TESLET,

[container ~1#f openssl cms -decrypt -in message.enc -out message.dec ¥
-inkey refkey. pem

4.1.5. fiE A
415.1. EREETAH S hic@E X509 AHE

Edgelock SEO50 @7 5w Y a XEVICETF v TRHERICESATNLTF v TEIBREE NXP &
ZEnfc X509 SAEZRFLTVWEY, NS ORVIAEIE Armadillo-loT ¥ —ho =1 G4/
Armadillo-X2 ZBARICIT CICZDXRXDRETI SV RY—EXRED PKI ICFATEEXT, FAl
ICEZAADSINIRETEZRERHDDT. I—F—DRVCIAEZEMIT S EHARETT,

<122V, FIAEABER keyid, BOBEE. BEI SHAEIEHNTUVX
ER

R&. Armadillo-loT =k U x4 G4/Armadillo-X2 [CEEH T\
Edgelock SEO50 (& Variant C T9,

/ ERMESAASNIRETBREICOVWTEUTORF XY RN ZSRLT

SEO50 configuration
https://www.nxp.com/search?keyword=AN12436

4152 V772V RAF—

EdgelLock SEO50 (FMZEMNAIMICEE UEEA. Thid. WoTzASE% Edgelock SE050 (C&
ZRADEMERZIRETHI I ENTER HIERPE SRR IFTEE) ELWSHEKRTERINTVWET, K
BENTFTYIORIcH D, ETH DY A bOFIAERREZE T 2EAARELRSHICE. HEMICTF v
TEERHEREEVNWS ZEICR>TEFET,

MEREZIRZETHIT ENTERWERT, EDOLSICWERZFAITZIhEVWDSE, VT FLYRF—
EMEENBDHHBR T 7AITRALVLEZT, Y7 7L Y AF—EMBEOT7 A -y N TRESINXITHN
NARIBAPDOHFEMT. ZNUADBIFEEBYY I —DBERICE>TWET, VI7LYRAF—%ZT 7
AV AT LICEWTEWT, EdgelLock SEO50 ZFAT 2FICZD T 7ML ZMERDO K SITHED
&, Plug & Trust Middleware IC& %1% OpenSSL @ engine >4 7'M 7 v %o LT EdgelLock
SEO50 77 EAULEXT,

4.1.5.3. se05x-tools

se05x-tools & EdgelLock SEO50 Z*¥—XA KL —Y & UTHIBT %/HDY—ILTT, 7V hY—
777 /Hh5 Armadillo Base OS mIFICU U —XEINTWVWET, seO0bx-tools DAFETI Plug & Trust
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Middleware ZFIFHLTWE Y, /\—Y 3> 1.0.0 TIEHYR— k33 Secure Object (FIETITEESHED
HTI,

XY BIEIRESROBREIIUTDOEED TY,
se05x-tools THR—k&h 3 ECC h—7

- prime192v1, secp224r1, prime256v1, secp384r1, secpb21ri
se0bx-tools THR—k &h 3 RSA &R

- 1024bit, 2048bit, 3072bit, 4096bit

/ Secure Object ICDWTDFHLWEIRIFUTESHBL T EE W,

SEO50A/B/C/D/F APDU Specification
https://www.nxp.com/search?keyword=AN12413
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5. X277 —h

CHDETIHEFAT7 TN EEMCTEIHELCODWTHALET, £/, EF2 77— ER—Z|C
LW DO DEMITDOVWTHBNULET,

5.1. €Fa77—hEeFz—VATFIAbE

HAAHTINA ANDODHB(IRLABABEANSITONE T, H2ABEDEF 1) 74 MKV BERIZS.
WEEIEEARERFDOARNEVWOMERLE T, KBEEDI— RZASHDAETT /N1 RITHHM
AL TIRERZLEES 2DH, BITINEMLAETL & 30 loT FNNARERY NT—U LD —EX
ETF—HFDPOED ETVWEYT, BEROES{E. T—N—FN\A AOHEEFIMREDRKREHZ 2
thB 0T FINAALICHBYV TRV 7ICHBED I— RZHAAD I ETHERZEEREL TR T

LITBASNDHEENHZDTT,

X177 —NIE BEYVINI I TPDTAIIINEBEZEZRWTERY IND 7 THD T & EHEDR
ULTHhSEETINEDIETY, KBEEICL > TESNIEARERLRI—REZERTRIICRET 22 ENT
2FET, X277 —hEFz—2ATKNSZZXbN (chain of trust) ERE—KICEEINFET, Fr—
VATRSAKNER, ZFOEZDED., EEZEVWTWKEEDZ EZIELE T, LI—hATRSAKE
@inégwtﬁéhﬁﬁbﬁ%ngLi#ht%ﬁ%mibTM< ET, Bhnfc@Ec 0y iR—
IVNECH TRV RATLAZEBETEDHDICLTNET, EFXFaT77—ME, EKICY I MY
FHEIBEEICRIMTEZIETERBERICENTVWEDTY, EXa 77— MNOEEZE X TICTEIHIC
SO FEIH, EBEEFICRIESNLY 78D 2 7 THOBRERIEEINIE. Fr—VATRSANEZZRTS
TWZENTEEXT, Fle 0T TNRARETTIRY—EZADSEREIND LS BEABEEIC KRRV X
TOSFICEEINEICRDET, EETESEX2 VT EBEZBEITILHICIE. BRI DY T
D T7HDERDV ) —AYTH B BRI D ENBEICRDET, Fx—VAT X NERA
FTB5CETEIDERBRTES loT VAT LERDEZDTY,

.1 Fx—YAT RS Ak

TlE. ESVWD eI —ATEFaT7T—MEEBITBZIRETLELOD, EFa2T7T7—MEEF2T74R
HAARTINA XA EZERIRT B ETRIDDATY JICTINEEMTT, LU, BATZOTHNIED
ANEICHBRBIT DI EDNDETLL S, £9. BHEROEBMIARNRETY, BEZEZTIADTE
PREICRD ET, LEEZTADIXIWVWDITTIEIARL, TBRNH > TEWIFRWD TYIEMNLRFRERR E
TX 2 FICESADRENGDE T, AVFFVRICHEMDIARX DR ETY, YVIhTT7O) ) —
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ABITIEY IR TDELNIREICERDET, 26556, YIENLGREHSEDRE. BHFRUENDE
[CEDFET, £feo ECEXTPLEINCTKDFEITH, TEHNREDOEFH., 1TV MNPEGBERICLS
BOVUR—T =23 VRBREDAVTFIYRAAANDYREILHR>TEXT, ERANMREZRTLTHSD
BAZREISDHLET,

5.2. HAB & (&

HAB (High Assurance Booting) (&. NXP "2t 2+ 2177 —hDEETT, iMX 8M Plus
D BootROM (Tld HABv4 DMEARAENE T, T 7 4L N TIIFERIRIREICH > TWEITH., —FE.
eFuse ICBHRZEZAD I ETEF 27T —MDEMICED, ZNLE. BURREO X FEEATHE
ICIZD ET, HABv4 TRET 2K TIEFRDIBERZ 7 —O—5—+1 X—JITEBMNT S Z & T BootROM
MEERICT—NO—5—OFEETVET,

- CSF (Command Sequence File). IVT (Image Vector Table)

- SRK (Super Root Key). CSF. IMG E&HeR#

CAX—=IDEL

NXP (#Z%&Y—I)L& LT CST (Code Signing Tool) #J U —ZALTWET, A¥, BEZHEERE L
RIBICEK > TRARBREENRINZIRELOTERZRY —ILEKICIEZFDEAD DAEFENEEFNE A, 7T—
NO—%—DEEMLRRICHKEL £9 ., Armadillo Base OS TIRAZI NS uboot-imx DtEF 1 77—k~
AIBTIE. Trusted Firmware-A (ATF). OP-TEE OS. Linux 1—XILA X—=IF THRIEDRICAK
DET, BRICEAITZIHMEIFIUTOEED T,

. BLEZFAOEIE X509 SEREICHIGT D

. EZI3 RSA/ECC lcind %

- RSA 1024, 2048, 3072, 4096 bits
- ECC NIST P-256, NIST P-384, NIST P-521

- BADY A Y A KMFE SHA256 D H

p7 HAB DL WMERRIIUI T ZSR U T L,

i.MX Secure Boot on HABv4 Supported Devices
https://www.nxp.com/search?keyword=AN4581
Encrypted Boot on HABv4 and CAAM Enabled Devices

https://www.nxp.com/search?keyword=AN12056

5.3. BEAREZEET S

I, EF2 7T Z2EY N YT I BHICBHEBERBIREZEEL TVWEEXT,
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5.3.1. BRTEEICDWT

ZZTHATZBLBEOBRIRUTOEED T,
®5.1 BaBE

R

A

ATDE(Atmark Techno Development Environment)

BT . 7y hY—0F70/
Armadillo ¥Y —XDRFEEESE LT VMware 1 X—J &L
TEHINET

CST(Code Signing Tool)

RMIT : NXP
HAB OEEZZTSV—ILPREEHI DYV —ILEEHET

mkswu /Sy r—3Y

BT . 7y bY—0F70/

Armadillo Base OS O 7 7 —LT 77 v 77—~ DLEH»
T#%H3 SWUpdate BO7 Y 77— N7 71 I ZEHT Y —
N ZzEaHhFEYT

build-rootfs-[VERSION].tar.gz

BT 7y hY—070/

Armadillo Base OS DIL— k7 7 ALY AT LZERT Y —
WZEaHET

Alpine Linux ZR—X L7y hN—0FT 7 /DIy 7 —I %
ZICHERICRDES

imx-boot-[VERSION].tar.gz

R 7y hN—0F70/
T—=hO—9—0DY—RA—RP, EFa2F77—rHD1X—
VEDLBAIVV TN ZEHET

baseos-[VERSION].tar.zst

BT . 7y hY—0F70/
Armadillo Base OS DIL— k771 IILY RAFLDE )L RiFEH
SAFY

70— DB DHET,

/

5.3.2. ATDE Z##{§9 5%
BRY a7 ) E2SEI/EEZ LTI,
- Armadillo-loT “— k7o 4 G4:

EILROEAENGZTOEXAT70—CDWTIE 5.114. EILRO7OER

TEEREOE Y M7 v 7 [https://manual.atmark-

techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja-2.6.0/

ch03.html#sct.setup-environment]

- Armadillo-X2:

TREBEEDO Y b7 v 7 [https://manual.atmark-techno.com/armadillo-x2/

armadillo-x2_product_manual_ja-2.6.0/ch03.html#sct.setup-environment]

533. B&Y—IJL (CST) 2#/®3 %
NXP MEBEZY—LESYIYO—RULET
UFOYA k55 ya—RULET,

CST D&HTHR

https://www.nxp.com/search?keyword=IMX_CST_TOOL_NEW
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https://manual.atmark-techno.com/armadillo-x2/armadillo-x2_product_manual_ja-2.6.0/ch03.html#sct.setup-environment
https://manual.atmark-techno.com/armadillo-x2/armadillo-x2_product_manual_ja-2.6.0/ch03.html#sct.setup-environment
https://manual.atmark-techno.com/armadillo-x2/armadillo-x2_product_manual_ja-2.6.0/ch03.html#sct.setup-environment
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Armadillo-loT =k 7 = G4/Armadillo-X2 €F a2 UF 1 A K TFaF7T—hk

/ - FOYA—RIZIE NXP U hADI—HY—EFDVHBEICEDTT
- AEFRRRTIE v3.3.1 ZFALE L, 2023 F 6 BRRTHM

D v332 Tl 7—bO—5—DOBSEHIFBEHELEFELADT, &
BLRBESIEYR— N EHK LW,

V=ILERRALET,

[ATDE ~J$ tar -xaf cst-3.3.1.tgz

534. 7Yy 7T7—KNT7 7L ILERY —IL (mkswu) ZZERHT

mkswu (& SWUpdate [CRS L7y 77— N7 74 IV 2ERT SV —ILTY, RN Z1T7I)IL%ES
ZICATDE ZEy b7y 7L TLIEE L,

- Armadillo-loT ¥— k7o x4 G4 THEREOtEvY L7 v 7 [https://manual.atmark-
techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja-2.6.0/
ch03.html#sct.setup-environment],

- Armadillo-X2: TR&EEEO v k7 v 7 [https://manual.atmark-techno.com/armadillo-x2/
armadillo-x2_product_manual_ja-2.6.0/ch03.html#sct.setup-environment]

/ X217 T —MNIHIET S mkswu (F 4.0-1 BLEICRDET,

Q SWU 1 X =Y DigE1E
SWU AA=VRTTAILINRETIRBSLEShEEA, BERKIETLS T
S5NTH. 77MILTRESNTVNS EEITIFFEXBRDT SWU A X —
P\] CHBDEEBRINTRT DRAREMEDHD XTI, SWU A A—VITFE
IEEMEOHDEREEZEDHDESICIFIBITESLTEINETT,

Armadillo-loT '— kU =4 G4/Armadillo-X2 DRBEY =2 7LD &
TITORE) =FRKMEIT D& EICiE. UTOEB TR Yy &EBFEZTLIZE,

P TITF—hAA=—IZBELLLEIN? (N/y)

N=Y 3 VDEZAEIUTDOEED T,

[ATDE 1% dpkg -l mkswu
ii  mkswu 4.0-1
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5.3.5. Armadillo Base OS 1 X—3Y OEUS

EBAVPESEONRTHZ 7—hO—F—P Linux (&, 7YY= T T /DSEILRBEHA A=Y
DEHEEINTVWET, PYRY—IT 7 /DYAMDESRFAA—IZTTVO—RULTLLIRE,

Armadillo-loT — kU =1 G4/Armadillo-X2 [} Armadillo Base OS 0> 57>V DEI
RFEHINAFY

TArmadillo Base OS 7—H4 71 ZEEB LTS W,

Armadillo-loT ¥— ko =1 G4
https://armadillo.atmark-techno.com/resources/software/armadillo-iot-g4/baseos
Armadillo-X2
https://armadillo.atmark-techno.com/resources/software/armadillo-x2/baseos
Armadillo-loT '— kD =1 G4/Armadillo-X2 7—hkO—%—

7—h0O—%—Y—2X (u-bootZF); ZERBLTLEE W,

Armadillo-loT ¥— kD 1 G4
https://armadillo.atmark-techno.com/resources/software/armadillo-iot-g4/boot-loader
Armadillo-X2
https://armadillo.atmark-techno.com/resources/software/armadillo-x2/boot-loader
Armadillo-loT '— k™ =1 G4/Armadillo-X2 BEFAY —IL

TAlpine Linux L— Kk 7 7MLV AT LEILRY =)L) ZERLTLZE L,

Armadillo-loT =k 1 G4
https://armadillo.atmark-techno.com/resources/software/armadillo-iot-g4/tools
Armadillo-X2

https://armadillo.atmark-techno.com/resources/software/armadillo-x2/tools

/ AEERFSTHRUL /Ny T EUTDEED T,
- imx-boot-2020.04-at8.tar.gz
.- baseos-x2-3.15.4-at.7 tar.zst

- build-rootfs-v3.15-at.7.tar.gz

Armadillo Base OS #ERHUZ 9,
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[ATDE ~J$ mkdir -p baseos
[ATDE ~]$ tar xaf baseos-x2-[VERSION]. tar.zst -C baseos (1)

(1) [VERSION] [F/N\—=Y 3 Vit &> TEILLET

J—hO—5—zRELFT,

[ATDE ~]$ tar xaf imx-boot-[VERSION]. tar.gz 0

(1] [VERSION] (F/NX\—=Yavic&>TEMULET

EILRY—ILZRALE T,

[ATDE ~1$ tar xaf build-rootfs-[VERSION]. tar.gz (1)

(1] [VERSION] (FN\—Yavic&>TEMULET

53.6. BAREDOT ALV MUY U —HEK
1LY N EBRO—BRBEUTOEED TT,

—— baseos
—— build-rootfs-[VERSION] @
—— cst 3.3.1

| F— crts (2]

| F—— keys (3]

| —— Llinux64/bin @
—— imx-boot-[VERSION] @
F—— mkswu (6

L secureboot @

[VERSION] lFZ#N2NnD/N\—I 3 VICL>TEILET

J7—hO—5—ICHHAACECARSEHIEEEND
BOERY —IL. EHRSNREIEEIND
EILREHEBEZY—ILHEESIND

swu fERRICFIB S %,

EILRERNEESI NS, EILRFICIEFBEVWT LI KNY

53.7. BRRZEMT S
£F2 77— hAD PKltree > TWEET, £RT2REZOIFHBEUTOEHD T,

QOO0 0
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K52 E¥aF7—NHORELAHE

name description file name

CA $#ERY JL—bk CA CA1_sha256_[alg]_v3_ca_crt

SRK g~ 7 Super Root Key FAD#E~RT SRKI[n]_sha256_[alg]_v3_ca_key

CSF $#~R7 CSF FHD#ERT CSF[n]_sha256_[alg]_v3_usr_key

IMG g7 AAXA—IFHDHERT IMG[n]_sha256_[alg]_v3_usr_key

SRK EERRZE CA Blc &k > TE&A Iz SRK NFE#HE SRK[n]_sha256_[alg]_v3_ca_crt
EENICEIRFE

CSF sERZE SRK [T & > TE& SN CSF AFE%E CSF[n]_sha256_[alg]_v3_usr_crt
EATEERE

IMG ZEERZE SRK lc &> TE& I IMG NFR#E%E IMGI[n]_sha256_[alg]_v3_usr_crt
SATIZEERE

< [algl: 73U XL (RSA: 1024/2048/3072/4096, ECC: prime256v1/secp384r1/
secpb21rl)

- [nN:n=1234

32 EDERTEIE imx-boot/secureboot.conf ICH D FT ., TEI BEHERIE

ELBEDTT 4 )L NREF ECC secp521rl &> TWEYT, BOEE
'5.11.1. secureboot.conf DEKEAEI ZZRLTLIES W,

53.7.1. ERRDER

ERICEBGEEZERLTVWEEXT, T TIIEEED CA SIBEEAFATIICEBEERLET, UTD
ANV RZEEITLTLIEE L,

[ATDE ~]$ ./imx-boot/secureboot.sh init_srk

MEBRD/INRAT—REZRDOENEZDTAANL TS,

Passphrase used for key generation (will be written in plain text on filesystem)

CEREET W,

/ CST D MDIBERIZ cst WD docs T« L7 hUIcdH % CST_UG.pdf %=

53.7.2. £ ENcERROHER

T7ANNDBEDNEDHTERIER SN EZERULTLIEE W, UTRT7AIRERETH S ECC
secpb21rl DRZEER U ICZEEDRERICKED XTI,

cst-3.3.1
F—— crts
| F—— CA1 _sha256 secp521r1 v3 ca crt.der
| —— CA1 sha256 secp521r1 v3 ca crt.pem
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F—— CSF1 1 sha256 secp521r1 v3 usr crt.
—— CSF1 1 sha256 secp521r1 v3 usr crt.
—— CSF2 1 sha256 secp521r1 v3 usr crt.
—— CSF2 1 sha256 secp521r1 v3 usr crt.
—— CSF3 1 sha256 secp521r1 v3 usr crt.
—— CSF3 1 sha256 secp521r1 v3 usr crt.
—— CSF4 1 sha256 secp521r1 v3 usr crt.
—— CSF4 1 sha256 secp521r1 v3 usr crt.
F—— IMG1 1 sha256 secp521r1 v3 usr crt.
F—— IMG1 1 sha256 secp521r1 v3 usr crt.
F—— IMG2 1 sha256 secp521r1 v3 usr crt.
F—— IMG2 1 sha256 secp521r1 v3 usr crt.
F—— IMG3 1 sha256 secp521r1 v3 usr crt.
—— IMG3 1 sha256 secp521r1 v3 usr crt.
F—— IMG4 1 sha256 secp521r1 v3 usr crt.
—— IMG4 1 sha256 secp521r1 v3 usr crt.

—— SRK1 sha256 secp521r1 v3 ca crt.de
F—— SRK1 sha256 secp521r1 v3 ca crt.pe
—— SRK2 sha256 secpb521r1 v3 ca crt.de
F—— SRK2 sha256 secp521r1 v3 ca crt.pe
—— SRK3 sha256 secpb21r1 v3 ca crt.de
—— SRK3 sha256 secp521r1 v3 ca crt.pe
—— SRK4 sha256 secpb521r1 v3 ca crt.de
—— SRK4 sha256 secp521r1 v3 ca crt.pe

L—— keys

—— CA1 _sha256 secp521r1_v3 ca key. der

—— CA1 sha256 secp521r1 v3 ca key. pem

F—— CSF1 1 sha256 secp521r1 v3 usr_key.
F—— CSF1 1 sha256 secp521r1 v3 usr_ key.
F—— CSF2 1 sha256 secp521r1 v3 usr_key.
F—— CSF2 1 sha256 secp521r1 v3 usr_ key.
—— CSF3 1 sha256 secp521r1 v3 usr_key.
—— CSF3 1 sha256 secp521r1 v3 usr key.
—— CSF4 1 sha256 secp521r1 v3 usr_key.
—— CSF4 1 sha256 secp521r1 v3 usr key.
IMG1 1 sha?56 secpb521r1 v3 usr key.
IMG1 1 sha256 secp521r1 v3 usr key.
IMG2 1 sha256 secpb521r1 v3 usr key.
IMG2 1 sha256 secp521r1 v3 usr key.
IMG3 1 sha256 secp521r1 v3 usr_key.
IMG3 1 sha256 secp521r1 v3 usr key.
IMG4 1 sha256 secp521r1 v3 usr_key.
IMG4 1 sha256 secp521r1 v3 usr key.
—— SRK1 sha256 secp521r1 v3 ca key. der
F—— SRK1 sha256 secp521r1 v3 ca key. pem
—— SRK2 sha256 secp521r1 v3 ca key. der
—— SRK2 sha256 secp521r1 v3 ca key. pem
—— SRK3 sha256 secp521r1 v3 ca key. der
—— SRK3 sha256 secp521r1 v3 ca key. pem
—— SRK4 sha256 secp521r1 v3 ca key.der
L—— SRK4 sha256 secpb521r1 v3 ca key.pem

TTTTTTTT

der
pem
der
pem
der
pem
der
pem
der
pem
der
pem
der
pem
der
pem
r
m
r
m
r
m
r
m

der
pem
der
pem
der
pem
der
pem
der
pem
der
pem
der
pem
der
pem
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AR UICRIESRBFAISZDHDTY, BhIc< W EFa7AML—
JIEAE-L TR ZHKEBDHLET,

BOEHIIEHEYZF > TITo>TLEEW, EZSHAEROAFAT S
. ERFICHAT 2RBEEWNDITD, o, BIIEHNICERNINLET
T UTESEICLTLLIEE W,

BlueKrypt Cryptographic Key Length Recommendation

https://www.keylength.com/

53.7.3. BD/\v ¥ 1{EDHE

RIS, ROOAYY REETUTRED/N\NY V1 EZERLU T, BREZIZEZTEVWTTIL,
BIFETINA R ET efuse ZEZLLBRICHALET,

[ATDE ~J$ ./imx-boot-[VERSION]/secureboot.sh print_srk_fuse

BLTO&SICERTREINET, BLETHT/I\Y Y 2 BREBESNIERBEBICRLGDET, COXEFIAB
LBEWTLIEEW,

Use the following commands in uboot to set root key hash in OTP:
fuse prog -y 6 0 0xCO4FA990 0x6C4BCFCC 0x90DAC78E 0x6C6CED49
fuse prog -y 7 0 0x535C7B3E 0x2695B4D4 0x9B3D0O28E Ox9FF5EFFB
fuse prog -y 0 0 0x200

For testing it is possible to temporarily override fuses instead,
but this only validates the last part of the boot:

fuse override 6 0 0xCO4FA990 0x6C4BCFCC 0x90DAC78E 0x6C6CED49
fuse override 7 0 0x535C7B3E 0x2695B4D4 0x9B3D028E 0Ox9FF5EFFB

BET, EEMEERDD £,
5.4. ¥ 177 — MEREDZER

ERICEY NPy TIBHIICEF 27 T—hDA T3 VICDWTHAL T,

X177 NEFRITEZEICES>T, EFXFa2a 77— MNDODFz—VATRNTARNER—RE UIRA
BHEgEE ANSND &SI D EFT, Armadillo-loT "— ko = G4/Armadillo-X2 & Armadillo Base
OS ZzFIFT 32T UTDESBEF2 VT #EEEEIRITZIENTEEXFT, EFXFa VT DEH
[cEDhETHREZEIRL TS,
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& 53 X277 — b~ DiRERRE

HeE BEE WEEIh 2R
X1 77—h (EX) 7 —hkO—%—& Linux kernel D&% 7—hkO—%—& Linux Kernel OER
55 X277 —hDty N7y 7, i ERETDIIENTEET, Ffeo B

BEZDORIAEICEL->T, ERY 7 b
T DHDEEZBHSEDIENTEX

3_0
Ee{texa77—h EFXa177—h J—hO—45—DNT7S5vIaXEY IR
5.6. 7—hO—%—DEESICE L +7—hO—%—0DBES1t ﬁéntm5ﬁm§%mm$917—
frexa7I—rOEY N7V, FO—%—RICH D IEREEDRKER®.

BIFTH SRETZIENTEEY, &
AT—hO—F—ICBREEIEHVWTY
M. BREEZTRHODHEZEHDFE
M HBZDT. F5WVWoT—XTDRE

ANEZSNET,
ZNL—YDREE t¥a277—h TFADT Ty AXEY LREESN
57. ANL—YDBESEDEY R 7 v +7—hO—5—0ES1L TWBEE>ESICL>T 771k
7J +7D“/77“/\"f7\0)ﬂ*§%1|3 T%?Eéhi?o Eﬁ‘i?j'}’]—_‘yﬂ

VPTF=IREFRTFAILELTRES
nNa07T, Z5Woc 7 7AILICER
BENEEND T —ATOFERANEZS
UEED

bbh. txa77—hrDEY TPV
CITREEF2 7T BT ZHEZHALET,
5.5.1. uboot-imx Ot F 1 77— N DEEMLE

tH 17T —hDEEF uboot-imx DAL RICEML TVWET, FUWMHRIEBUTZSRL TS
Wo BIGUIY—AYU—RICRF2 XY IDBHDET,

i.MX8M, i.MX8MM Secure Boot guide using HABv4

imx-boot/uboot-imx/doc/imx/habv4/guides/mx8m_secure_boot.txt

txa77—bh0O70—F 5.113. Exa77—bh070—, Z#ZBUL
TLEEW,

= AX=IDFHFELWITA—T Y NERBRELICDOWVWTIE 5.11.2. BZEHT
X—YEREHE ZSBLTLIEIWN,

)

Y ITF—RNOT7O—0OFMIcOWTIE 5115 J7—Lox 77y
F—hD70—; ZSBULTLEZ L,

55.2. vy h7v7DFiNn
EF¥a7T—hOEY N7y 7OFNEUTOERDTY,
PC Eofs

ERIZE(R
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1. 5.3 ERREZHEET 3,

2. 537 BELRZENT 2,

EILR

3. 653. EZEHT—~O—5—DER,

4. 554 BZEH Linux H—FRILA X—I DIER,

5. 555 IL—=hT77AMINIATLDEILR,

6. 5.56.tFXxa77—ktv 7y 7H SD boot T« X DIERK
Armadillo-loT ¥"— k™ =4 G4/Armadillo-X2 ED1EZ

8. 15.8. Armadillo-loT & — k7 = G4/Armadillo-X2 ED1EZ,
9. 584. 77—LVTT7DEZAHZIFUHD)

10. 15.10. €Yy N7 Y TRETEDT v 77—~ DERICDOWT,

EILROLEMNZZ7O0EA70—c2W Tk 5.114. EJLRo7OEX
7|:|_J L:bQ% D ig—o

55.3. ERFHT—bO—F —DER

txa77—MNIRIHEULET7T—hO—45—%Z2EILRULET, BRAYZ2T7ILESEICEILRLTLE
=LY,

- Armadillo-loT ¥—h7 x4 G4 T7—kO—%—%EJL RIS [https://manual.atmark-
techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja-2.6.0/
ch06.html#sct.build-imx-boot]

- Armadillo-X2: T7—hkO—%—% )L RT3 [https://manual.atmark-techno.com/armadillo-
x2/armadillo-x2_product_manual_ja-2.6.0/ch06.html#sct.build-imx-boot]

UTDZ7 74 IDMESNTWNIE, EILRICEIILTVWET,

[ATDE ~]$ Lls imx-boot-[VERSION]
imx-boot armadillo x2

KT, EINRUIEAA—IEZEBZL T, I A—VICEBLEZANMULTWEZT, X277 — M
F5i0ic. FBIREERIDESDF'A, PYRIY—0FT0 / D5V Y—ZNTWET—hO—%—
EZFDFFFHETEZET, BicE/ILREShfc7—hO—4%—%ZFABHLZET,

A7 —NO—49Y—AXA—=JICAMLTVWEZET,

[ATDE ~1$ cd imx-boot-[VERSION]
[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh imxboot
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EILRBICLITD 2 DDA X—IDMESNNIEHII T,

[ATDE ~/imx-boot-[VERSION]]$ Lls ../secureboot
secureboot/imx-boot armadillo x2.signed

imx-boot_armadillo_x2.sign (& SRK D& ZR— RNICIEYHDEITY
DNHATEFREA, B> TEZIAFRVWLS EELCLEE L,

5.5.4. ZZ4EH Linux 1—RILA X—I DERL
secureboot.conf ZHAEREICEDLETEHRL TLEXT,

[ATDE ~1$ vi imx-boot-[VERSION]/secureboot. conf

Linux A—RILETNARY V=T OTHH25MeSRIBLSICERELET,

LINUX IMAGE="$SCRIPT DIR/../baseos/boot/Image”
LINUX DTB="$SCRIPT DIR/../baseos/boot/armadillo iotg g4.dtb”

HMTEDFMICDOWTIE T5.11.1. secureboot.conf OBEHE, =R
LTLEEWL,

B#IC, Linux A—XRILAX—I%EDFT,

[ATDE ~]$ cd imx-boot-[VERSION]
[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh Linux

EILRBICUTOA X—=IDB NIRRT

[ATDE ~/imx-boot-[VERSION]]$ Lls ../secureboot
Image. signed

555. =7 7AW RAFTLDEILR

T W—hrT7 7MY RT LAICHEBPRAT eI, BRASN Linux A—XILDAX—J%ZEIL KA
DIYV—=AT« LI KMVICEEELET,

[ATDE ~J$ mkdir -p build-rootfs-[VERSION]/ax2/resources/boot
[ATDE ~]$ cp secureboot/Image.signed build-rootfs-[VERSION]/ax2/resources/boot/Image
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HAAT T 7AILOERDEDL DT, RICI—KTFAILIATLZEILRULET,

[ATDE ~]$ cd build-rootfs-[VERSION]
[ATDE ~/build-rootfs-[VERSION]]$ sudo ./build rootfs.sh

UTO77A4IUDBNIEIN—RT7AILIRTFTLDOEI RIFEEIHILTWE S, UTEREIBZOT, 77
AINBREFIN—=V3yPRMICE>TEILULET,

[ATDE ~/build-rootfs-[VERSION]I$ Ls
baseos-[VERSION]. [DATE]. tar. zst

556. Exa77—hrhtyv b7 v 7H SD boot T« XU DIERK
SD boot T3/ DEEN1 XA —IEED X,

[ATDE ~/build-rootfs-[VERSION]]$ sudo ./build image. sh

UTDT77A I TETVWNIERINTT . 77 MILICEEFNZBEMPN=I 3 VEELET,

[ATDE ~/bui ld-rootfs-[VERSION]]$ Ls
baseos-[VERSION]. [DATE]. img

Ric, LEDEB)A X— % £ > T SD boot THIRIBERAHZITSILOHDT 4 AT A X—IZERL
9, LELDAA—ITSDboot LT, INMHEDLBAMA—I%Z eMMC ICEZRAATVWEXT,

AUV REFESTSIHELZDIETHHRETY, —installer [CIF ELEDA X—IZIBELE T, -
boot ICIFER L7 —hO—4Y—%EELET,

[ATDE ~/build-rootfs-[VERSION]]$ sudo ./build image.sh ¥
—-installer baseos—-[VERSION]. [DATE]. img ¥
--boot ../secureboot/imx-boot armadillo x2.signed

UTDT77AIBNTETWVWNIERINTT . 77 MILICEEFNZBEMPN=Y 3V EBELET,

[ATDE ~/build-rootfs-[VERSION]]$ Ls
baseos-[VERSION]. [DATE]-installer. img

FEETERR U SDboot 1 X—V%, BRENZ 27 I ESEICLTSD A—RICEZRAATLIES L,

- Armadillo-loT &=k x4 G4: T7—kF« XU DIERK [https://manual.atmark-techno.com/
armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja-2.6.0/ch06.html#sct.make-
bootdisk],

- Armadillo-X2: "7 — k7«4 X7 DERL [https://manual.atmark-techno.com/armadillo-x2/
armadillo-x2_product_manual_ja-2.6.0/ch06.html#sct.make-bootdisk]
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SD boot FHD SD 71— RDERI b > 5. XA S IFERRIC 75.8. Armadillo-loT ¥— ko 1
G4/Armadillo-X2 ED1EZE; Z#TWE T,

5.6. 7—hO—%—0OBES{ticHicbictxa 77— Dty ~
w7
CCTIRES{tEENT—hO—49Y—lc&kd X2 77— N EBRCTDAEEZHRBELET,

T, "EsbtF¥ar77—h CRBSEEn7—hO—F—lcLdtEFa 7/ —hDZEZEL
£95

5.6.1. uboot-imx OES{ttEF 17T — M DRELK

St F 277 — k& uboot-imx @ Encrypted boot TRIBEL TWET, REMHK(IE uboot-imx
0)7]’(!\ [CEML TWET, FUWERIFUTZESRLUTLTEESW, BBLEY—XAYU—RICRFa
AV RDHDET,

i.MX8M family Encrypted Boot guide using HABv4

imx-boot/uboot-imx/doc/imx/habv4/guides/mx8m_encrypted_boot.txt

X2 77—b0O70—F 5113 X2 77— 70—;, ESRL
TLEaw,

= AX=IDFHFELWITA—TY NERRELICOWVWTIE 15.11.2. BZEHT
A=Y EERE) Z=BLTLESIW,

Y ITF—RNOT7O—0OFMIcOWTIE 5115 J7—L9x 77V
F—ho70—; Z2BLTLIESIV,

5.6.2. Ev N7 v 7Diih
EESbEF a7 7 —hDEY N Y TORNIELITOER D T,
PC LDz
E YRS
1. 53 ZERRBEZEBET 3,
2. 537 BRABZENT D,
EJLR
3. "5.6.3. BAFHDES{T—O—5—DER
4. T56.4. BZEH Linux I—RILA X—I DER,
5. T5.6.5. lBS{ktEF177— MMt swu OFERL
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E¥a177—h

6. ™5.66. L—cT77AMINIATLDEILR,

7. "56.7.BE{tExaF7I—rty b7 v 7H SD boot 7« XU DYERL
Armadillo-loT 4'— k7 = G4/Armadillo-X2 ED ez

8. T15.8. Armadillo-loT & — k7 =4 G4/Armadillo-X2 ED1E%,

9. 584 77—LVzT7DEZTAHZIFELH B,

10. 15.10. €y R 7V IRTHRD 7 v 77— KM DERICDWT,

/ EILROEAENGZTZ7OEXT70—CDOWTE 5.114. EILRO7OEXR

JH—1 ICEDB D KT,

5.6.3. B2 EADES{LT—O—5—D1ERK

X277 —hEBSHICHGLET—hO—F—ZEILRLET, BRYZa2T7ILZSEICELR

LTLEEL,

- Armadillo-loT ¥—hk7o x4 G4: T7—khO—%—%EJL RIS [https://manual.atmark-

techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja-2.6.0/

ch06.html#sct.build-imx-boot]

- Armadillo-X2: '7—hkO—%—%EJL RT3 [https://manual.atmark-techno.com/armadillo-

x2/armadillo-x2_product_manual_ja-2.6.0/ch06.html#sct.build-imx-boot]

UToZ771ILMEsnTuWhE, EJLRICERIILTWETD,

[ATDE ~J$ Lls imx-boot-[VERSION]
imx-boot armadillo x2

EIWRUIcAAXA—IHEEBEZL T, A A—VICEZEZEMMULTWEXT, EXFa 77 —MNIHIET B/
Hic, FHREERIHRESDEFEA, PYNIY—TT I/ BV —XEhTWbdJ—hO—45Y—%%

DEFHHATEET, BHlicEIL RS- bO—45—%FBULET,
27 —NO—49—A XA—=JICAMLTVWEZET,

[ATDE “1$ cd ./imx-boot-[VERSION]
[ATDE ~/imx-boot-[VERSION]]$ . /secureboot.sh imxboot
[ATDE ~/imx-boot-[VERSION]II$ ./secureboot.sh imxboot enc

EILRBICUTOA X—=IDMES NNIEINTT,

[ATDE ~/imx-boot-[VERSION]]$ Ls ../secureboot
secureboot/imx-boot armadillo x2.enc
secureboot/imx-boot armadillo x2.signed
secureboot/imx-boot armadillo x2.dek offsets
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imx-boot_armadillo_x2.enc [EES{tEFx2 77— NERICKD ET,
COFIELUATIEERWICIEFIATEEZFBA. BoTEZTAFTHVELS S
ARSIV,

Ffz. imx-boot_armadillo_x2.sign I& SRK QD&% ZR— RICIEFHD
HICINFIATEX A, R TEZTRAFXRBVLSTERLLEE L,

5.6.4. EZ4FH Linux h—RILA X—I DERL

secureboot.conf ZHFEBREBICEDLETEFRLTVLWEET,

[ATDE ~J$ vi imx-boot-[VERSION]/secureboot. conf

Linux A—XILETNAAVY —J O H 25 xSRIT5L5CEBELET,

LINUX IMAGE="/home/atmark/baseos/boot/Image”
LINUX DTB="/home/atmark/baseos/boot/armadillo iotg g4.dtb”

HBEDFMICcDOWVWTIE T5.11.1. secureboot.conf DERTEHE, =S
LT<Ealy,

Linux A—XILA X—I%EDFT,

[ATDE ~1$ cd imx-boot-[VERSION]
[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh Linux

EILRBICUTOA X —=IDBNIERITY

[ATDE ~/imx-boot-[VERSION]]$ Lls ../secureboot
Image. signed

5.6.5. St EF 277 — b swu DIERL
ES4# (dek.blob) DEHAMMEEITS SWU A X —IZERLET,

9. dek.blob OEAAANIEEZEZIR U desc 77 A IDODAELET, desc 77T ILELEET S
el 770z E—UFE T,

[ATDE ~J$ cp /usr/share/mkswu/examples/encrypted imxboot update.desc ./mkswu

ULFD&SICEBELTLES L,
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[ATDE ~1$ vi mkswu/encrypted imxboot update. desc

swdesc boot enc ”../secureboot/imx-boot armadillo x2.enc” ¥
”../secureboot/armadillo x2.dek offsets”

desc 771l

SWUpdate Tlg7 7—LD 77y 77— NMUBRICI—F—-E&RDIE

= I ZITS Z ENFEET T, I—H—FEXDENMLIEIL desc 77 1)L
ICEBIRUEYT, desc 77AMIIEHBDY VY VIR %ZEHDT7Y AN —7
T /&Y —)L (mkswu) BORX VY 7K~NT774)LTY9, Armadillo Base
OS ICEBE{LENTWET, mkswu /ST —I D+ > X ~—)L5kIC desc
T77A4ILDBEINGBD XTI,

desc 771 ILDEEHFEFERBNY 27 I Z2SRBU T I L,

- Armadillo-loT #— k2 - G4: "mkswu @ desc 7 7 1 L= iRE
g 5 [https://manual.atmark-techno.com/armadillo-iot-g4/
armadillo-iotg-g4_product_manual_ja-2.6.0/
ch06.html#sct.mkswu-desc]

- Armadillo-X2: Tmkswu @ desc 7 71 IL=#RET % [https://

manual.atmark-techno.com/armadillo-x2/armadillo-
x2_product_manual_ja-2.6.0/ch06.html#sct.mkswu-desc]

LTFOOY Y RTSWU A X—IZERULET,

[ATDE ~J$ cd mkswu
[ATDE ~/mkswul$ mkswu initial setup.desc encrypted imxboot update.desc ¥
-0 initial setup enchoot. swu

ULTD7 74 I TETVWNIERITY,

[ATDE ~/mkswul$ Ls
initial _setup enchoot. swu

DFIEUATREAWICEFATEXR B, B> TESTRAXBWVLSTE

initial_setup_encboot.swu (St ¥ 2177 —NERICKED FT, &
BEEW,
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566. L— N7 7AWV RATLDEILR

9. =T 7AMILV AT LAICHFAD IO, BEIN Linux H—XILDA A= %)L KA
DIVY—XFT4 LI MNJICEEEUX Y,

[ATDE ~]$ mkdir -p build-rootfs-[VERSION]/ax2/resources/boot
[ATDE ~1$ cp secureboot/Image.signed build-rootfs-[VERSION]/ax2/resources/boot/Image

SRR UIEEStEx 27 7 — bW swu ZEBEE UL X9,

[ATDE ~]$ cp mkswu/initial setup encboot.swu build-rootfs-[VERSION]/ax2/installer

HAAT T 7 1 ILDE IO STcD T, RICI—FT 7MY ATLZEILRULET,

[ATDE ~J$ cd build-rootfs-[VERSION]
[ATDE ~/build-rootfs-[VERSION]]$ sudo ./build rootfs.sh

UTo774IWDBNIEIN—KT7AILYRXTLADOEI RIZERTHLTWET, LUTIRFAILZDT, 77
ANBREIN=YayPEMICE>TEILET,

[ATDE ~/bui ld-rootfs-[VERSION]]$ Ls
baseos-[VERSION]. [DATE]. tar. zst

5.6.7. B5{ttxa177—rtv 7 v 7H SD boot T« X DIERK
SD boot § 37 DIEN A X —JZED XY,

[ATDE ~/build-rootfs-[VERSION]]$ sudo ./build image. sh

UTD7 74BN TETCVWNIIEINTY,, 771 IICEEFNDHMPNN—Y 3 VEEHLLEXT,

[ATDE ~/build-rootfs-[VERSION]I$ Ls
baseos-[VERSION]. [DATE]. img

R, LEEDEEA X —T%ZE>T SD boot THIEESAHZTICHDT 1 AT A X—IZEHL
9, LELDAA—ITSDboot LT, INMHEDLBAMA—I%Z eMMC ICEZRAATVWEXT,

AUV Y REHES> T H%EZEZ S ETHRETY, —installer ICIF EEEDA A=V ZIEBEELE T, —
boot IClFER L7 —hO—45—%EELXT,

[ATDE ~/build-rootfs-[VERSION]]$ sudo ./build image.sh ¥
—-installer baseos—-[VERSION]. [DATE]. img ¥
—-boot ../secureboot/imx-boot armadillo x2.signed

UTD7 74BN TETCVWNIREINTY,, 77 ILICEENDHMPNN—Y 3 VEEHLLET,
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[ATDE ~/build-rootfs-[VERSION]I$ Ls
baseos-[VERSION]. [DATE]-installer. img

FETHER LI SDboot 1 X—Y %, BBRENY =27 Z5EICLTSD h—RIZEZAATLIEE W,
- Armadillo-loT Z— kD x4 G4: 77—k 7«4 X7 DER [https://manual.atmark-techno.com/
armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja-2.6.0/ch06.html#sct.make-
bootdisk],

- Armadillo-X2: "7 — k7«4 X7 DER [https://manual.atmark-techno.com/armadillo-x2/
armadillo-x2_product_manual_ja-2.6.0/ch06.html#sct.make-bootdisk],

SD boot FH®D SD 71— RDEMIN Kb > 5, RASIFERIC T5.8. Armadillo-loT ¥— kD A
G4/Armadillo-X2 FDEZE, #=1TWET,

7. ANL—YDlEE{ktDEY N7y
CCTRRANL=YZBEEST 2 HEZFHBELET,

O—4— WG L eF 27 T— R THD. AN L—IDORESHLE IEKE
ENEY,

/ BT, BAEOEHRELT TBESbEX2 77— FES{LINT—K
5.7.1. ERAKRDBE

Armadiilo Base OS Tl&. A b L—YDEESLIc LUKS2 (Linux Unified Key Setup)Z##BA UL XL
fco CAAM ZBWAEBH D FIH. CAAM [E AES XTS E—REHR—KMULTE ST, AES CBC/
ECB E—RODHYR—KENTWVWET, /KT A—T Y ADBIHICEND T, CAAM ZF|AEE T (C LUKS2
T ARM Cryptographicextension ZFf|JHLTWX 9,

LUKS2 [c5 Z % ##l& CAAM O Black key #iffic & > TIRES N E I, Black key & 7/\1 XEH
DREEFBULTIZ7AINEBESITZIENTEET, TN ABEEFORERZFHELTVWSD T, Black
key ZRIOR—KcOAE—ULTH, BEFEBEIT S &FTEXE A, Black key = 7 )LEEETHIAT 2
feoicld, X277 —MDRERDOT, Bt 77— EFBLET,

Armadillo Base OS TIdA KL —I D 2 DOEEBOES{tETR—NUET,

1. 77V —=2a3>ZBYTSAVTFTDT7AILY AT A
2. Armadioo Base OS DIL— N7 7MLV AT A

build-rootfs ® X~ YU 7~ (build_image.sh) Tl&. 1 (USERFS) H 1+2 (ALL) DREMFIEETI,
X2 77—b0O70—F 5113 X2 77—t 70O—, SRL
TLrEaw,

= AX=IDFELWITA—T Y NEBRELICDOWTIE T5.11.2. BEEHT
X—=YEERS) ZZ=BLTLESIW,
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Py I7TF—hO7O-0OFMICOVWTIE 5115 77—L0z 77y
TF—hoT7O—; ZZRLTILES W,

57.2. €Yy b7y 7DiiN
ANL—=YBESOEY 7y 7ORNIBUATOEED T,
PC Loz
ERIEER
1. 5.3 BRAREZHEET 3,
2. 537 BRABZENT )
EILR
3. 5.7.3. BAFHDES{T—O—5—DER
4. 574, A L—YBSENLDOELEH Linux I—XIL1X—I DIER
5. 575, ANL—YBESILELVPESILEF 277 — MW swu OFERL
6. 5.76. ANL—YBEBMEWNEDIL—KT7AILY AT LDEI R,
7. T5.7.7. A L—YBSNIGOESEEF 277 — 2y 7 v 7H SD boot 7« XU DYERL
Armadillo-loT 4°— k7 =« G4/Armadillo-X2 EDE%
8. 15.8. Armadillo-loT — k2 = G4/Armadillo-X2 ED1EZE)
9. 584 77—LVzT7DEZTAHZIEILH B,
10. '5.10. €y R PV 7RTHRD 7 v 77— KN DERICDWT,

EILRDO2FENZZOEXT7O0—IC2WTE 5114 EJLRO7OEX
JH—1 ICEDBDERT,

5.7.3. BRAFHDES{LT— ~O—5F— DK

X277 —bMEBESICHIELET - O—5—%ZEILRULET, BRY_27ILZ2SEICEILR
LTLEE,

- Armadillo-loT ¥—hk7o x4 G4: T7—kO—%—%EJL RIS [https://manual.atmark-
techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja-2.6.0/
chO6.html#sct.build-imx-boot]

- Armadillo-X2: T7—hkO—%—%EJL RT3 [https://manual.atmark-techno.com/armadillo-
x2/armadillo-x2_product_manual_ja-2.6.0/chO6.html#sct.build-imx-boot]

UTDZ7 74 ILDMEShTWNIE, EILRICEIILTVWET,
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[ATDE ~1$ Lls imx-boot-[VERSION]
imx-boot armadillo x2

R, EIRUIEAAXA—IVEEBLZLT, 1 A—VICEBLEZNMMULTWEZXT, TFXx 177 —MHIE
F5oic. BIBEERIRESDFEA, PYRIY—ITFT0 /55U Y—ZNTWET—hO—4%—
HEZOFEFFBTEEXT, BlcEILRSNcT—bO—45—%FBLZET,

B2z —hO—F—AX=JICMAMLTVEZXT,

[ATDE ~J$ cd ./imx-boot-[VERSION]
[ATDE ~/imx-boot-[VERSION]]$ . /secureboot.sh imxboot
[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh imxboot enc

EILRBICUTD 3 207 7 ILHMESNNIFEINTY,

[ATDE ~/imx-boot-[VERSION]I$ Lls ../secureboot
secureboot/imx-boot armadillo x2.enc
secureboot/imx-boot armadillo x2.signed
secureboot/imx-boot armadillo x2.dek offsets

imx-boot_armadillo_x2.enc EES{tEF*x 277 —NERBICKD EFI,
CDFIEUATIEERWICITFIETEZFEA, BoTEZTAFHRVWES T
EELEEV,

Ffz. imx-boot_armadillo_x2.sigh I& SRK ODELRZR— RICIEHibh
HICINFATEER A, RO TEZTAXLBVWLSTERLLLES W,

B5.74. A b L —IBESLRIGDERFH Linux A—RILA X— DIERK
9. initrd BOL— k7 7 ALY RFLELILRUET,

[ATDE ~1$ cd build-rootfs-[VERSION]
[ATDE ~/build-rootfs-[VERSION]]$ sudo ./build rootfs. sh

UTDT77AUDBENREIN—RT7AILY AT LDOEILRIFHEIILTWERT, UTRAIGOT, 77
TINBRBRERN=Y 3y PANICE> TELELET,

[ATDE ~/bui ld-rootfs-[VERSIONI]$ Ls
baseos-[VERSION]. [DATE]. tar. zst

R, initrd DEERLE T, A ML —YBBLICHIGT BcoHiciE. BED Armadillo Base OS Il
RV, BERBLREDEKREETOLHD initrd NBEICHEDET,

[ATDE “/bui ld-rootfs-[VERSION]]$ sudo ./build_initrd.sh --lock
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build-rootfs /\—3 3> 3.19-at.2 LIETIX —-lock ZESHFEICID
initrd TLTOHIRNAD ET -

- T —DHFEICT shell ZHREL AW,
- eMMC DUIATIFRENTE AR,
ES 1IN TWS rootfs IS TIREBITE 0\,
SD h—RARETHESHEICOYIETICEIL R LTLIEE L,

LTDO77A4IIH&HNE initrd DEILRIZEIHL TWET, UATRBIBDT, 77AILEZREF/IN—
YarvPAMICE->TELMLET,

[ATDE ~/bui ld-rootfs-[VERSION]I$ Ls
initrd-baseos-[VERSION]. [DATE]. zst

RIT. secureboot.conf ZHRRBICEDE TEHRL TVLWEXT,

[ATDE ~]$ vi imx-boot/secureboot. conf

Linux A—RILETNARY ) =T OTHH25MeERIBLSICERELET,

LINUX IMAGE="/home/atmark/baseos/boot/Image”
LINUX DTB="/home/atmark/baseos/boot/armadillo iotg g4.dtb”

ERRETEo o initrd Z8RBIBL S ICREZEELE T,

LINUX INITRD="../build-rootfs-[VERSION]/initrd-baseos-[VERSION]. [DATE]. zst”

W
B

BREDSFMICDOWTIE T5.11.1. secureboot.conf DEREAE %
LT<Ealy,

=EIC. Linux A—XRILAX—=I%EDET,

[ATDE ~]$ cd imx-boot-[VERSION]
[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh Llinux

EILRBRICUTOA X —IDEHFSNTVWNIETHIATT,

[ATDE ~/imx-boot-[VERSION]]$ Lls ../secureboot
Image. signed
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5.75. AN L—YBES{tE L VESLEF 27 7 — MG swu DERK
AML—=YDBStELVOESEEF 27 7 — MEED SWUpdate BD 7 7 1)L (swu) Z1ERRULE T,
9. RET77MILDERUET, swu Z1ERT BIcDICRER T 71 IV %ZEHET, desc 771

Wid swu Z1ERT 27y hN—7 7 /8Y—)L mkswu DANERDRET 7ML T, EIEDTHIC
774 IE—UL&ET,

[ATDE ~]$ cp /usr/share/mkswu/examples/enable disk encryption.desc ./mkswu
[ATDE ~1$ cp /usr/share/mkswu/examples/encrypted imxboot update.desc ./mkswu

LTDXSICEELTLZE W,

[ATDE ~]$ vi mkswu/encrypted imxboot update.desc

”

swdesc_boot_enc ”../secureboot/imx-boot armadillo x2.enc” ¥
”../secureboot/armadillo x2.dek offsets”

desc 771l

SWUpdate Tl&7 7—LD 77y 77— NLUEBRICI—-HF—EFE&RDE

= INAEBZITS S ENARET Y, I——EZDEBINNEIL desc 771U
ICERUET, desc Z7AMIISMBDY VI Vv IR ZHD7 Yy hN—7
T /&Y —)L (mkswu) DRV YU 7N T7 74J)LTY9, Armadillo Base
OS ICEELENTWVWET, mkswu /ST —I D+ > X ~—)L5kIC desc
T77A4ILDEINGBD XTI,

desc 77 M ILDEEAEFSHBY 27 ILZ2SBUTLEE L,

. Armadillo-loT '— ko =1 G4: "mkswu @ desc 7 7 1 L& fRE
3 %  [https://manual.atmark-techno.com/armadillo-iot-g4/
armadillo-iotg-g4_product_manual_ja-2.6.0/
ch06.html#sct.mkswu-desc]

. Armadillo-X2: Tmkswu @ desc 7 7 1L = RET % [https://

manual.atmark-techno.com/armadillo-x2/armadillo-
x2_product_manual_ja-2.6.0/ch06.html#sct.mkswu-desc],

LTFTOOYYRTSWU A X—IZERULET,

[ATDE ~J$ cd mkswu
[ATDE ~/mkswul$ mkswu initial setup.desc enable disk encryption.desc ¥
encrypted imxboot update.desc -o initial setup encryption. swu

UTD7 74 I TETVWNIERITY,
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[ATDE ~/mkswul$ Ls
initial setup encryption. swu

initial_setup_encryption.swu (FX b L —VBES{EERICEDE£I, <D
FIEBUATIEERWICIIFBETEEZE Ao RO TEZIAFLRVLS TERE
=1 AN

576. AL —YBESEMIGDIL—KTFALILI AT LDEILR

I IIW—rT7 7MLV ZATLICHEMPADEHIC, BELSIN Linux I—XILDAA—IZEILRA
DIY—=RAT« LI MIICERELET,

[ATDE ~J$ mkdir -p build-rootfs—-[VERSION]/ax2/resources/boot
[ATDE ~1$ cp secureboot/Image. signed build-rootfs—-[VERSION]/ax2/resources/boot/Image

AR UA ML —IVBSEXIG swu HREL X T,

[ATDE ~1$ cp mkswu/initial setup encryption.swu build-rootfs-[VERSION]/ax2/installer

HAAD T 7AILOERDE DD T, RICI—KTF7AILIATLZEILRULET,

[ATDE ~J$ cd build-rootfs-[VERSION]
[ATDE ~/build-rootfs-[VERSION]]$ sudo ./build rootfs.sh

UTDT77AUDBENREIN—R T 7MLV AT LDOEILRIFHEIILTWERT, UTREAGOT, 77
MINBRBRERN=Y 3y PAMICE> TELLET,

[ATDE ~/build-rootfs-[VERSION]I$ Ls
baseos-[VERSION]. [DATE]. tar. zst

57.7. ANL—YBEE{MEDOES{kEFX2 77—ty N7 v 7H SD boot
T4 A7 DIERK

SD boot 37z DIEEN1 X—I%EED XY,

[ATDE ~/build-rootfs-[VERSION]]$ sudo ./build image. sh

UTD77A I TETVWNIERINTT . 77MILICEEFNZBEMPN=Y 3 VEFELET,

[ATDE ~/build-rootfs-[VERSION]I$ Ls
baseos-[VERSION]. [DATE]. img
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Rlc, LELDEEA X —T%E>T SD boot THIEEERAHZITICHDT 1« AT A XA —JZ R L
FJo LEEDAA—=ITSDboot LT, INH5DLBAMX—I%Z eMMC [CEZAATNEXT,

ECIANVNY REFESTEIHEZEZ DI ETHBETY, —installer [ICIEEEEDA X—IEIBELET, -
boot ICIFER L7 —hO—4Y—%EELET,

[ATDE ~/build-rootfs-[VERSION]]$ sudo ./build image.sh ¥
--encrypt all ¥

—-installer baseos—[VERSION]. [DATE]. img ¥

—-boot ../secureboot/imx-boot armadillo x2.signed

/ ARL—Y DS LETS>EHHEIE 2 B RIRAETT,
—encrypt A 7> 3>
. userfs: 7 U — 3 v

<all: 7704 —> 3 ViEEE Linux rootfs 1815

UTD7 74BN TETCVWNIIEINTY,, 77 ILICEENDZEMPNN—=Y 3 Y EEHLEXT,

[ATDE ~/build-rootfs-[VERSION]I$ Ls
baseos-[VERSION]. [DATE]-installer. img

FEETHER LT SD boot 1 X—Y %, M@mYZa7I)LZEEICLTSD A—RICESIAA TS,

- Armadillo-loT &=k x4 G4: T7—kF« XU DIERK [https://manual.atmark-techno.com/
armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja-2.6.0/ch06.html#sct.make-
bootdisk],

- Armadillo-X2: "7 — k7«4 X7 DER [https://manual.atmark-techno.com/armadillo-x2/
armadillo-x2_product_manual_ja-2.6.0/ch06.html#sct.make-bootdisk],

SD boot FHD SD 71— RDEMIN Kb > 25, RHSIFERRIC T5.8. Armadillo-loT ¥ — kD A
G4/Armadillo-X2 ED1EZE, #TWET,

5.8. Armadillo-loT &— bk 7 = G4/Armadillo-X2 ED{EZ

LUTIREEDORNTY, EXxa2a77—h BESkExa277—r ANL—YODOEBS{LTHEDIEE
[ICIZD XTI,

1. 15.8.1. Armadillo-loT '— ko = G4/Armadillo-X2 D %f,
2. 582 . SRK/N\Y¥Y1DEEZAH)

3. ™584. 77—LUzT7DEEAAZIFILHB)

D37y 77— MNLEICK > TEBNICEY b7y THMThh XTI,
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5.8.1. Armadillo-loT '— ; VU =1 G4/Armadillo-X2 ®#Efis
Armadillo [oT G4/Armadillo-X2 DERZHRAT Bl UTDIEEZIT> TSI,
- CONI(SD 1% —T7 2 —R)ItE>1c SD h—RZHEAT S
- JP1 Iy =% 3—KSD T—hCRE)LET,

Ffc. minicom REDIVUFIIBEYV 7 bz 7 ZREL T, TNy T ABAZZIHTSNE LS
lCLTEWTL S,

58.2. SRK/\Y ¥ 1 DEZRAH

BREZB/RAT D ETCICUTOLSIC uboot ST /NNy THAENET, TORICT U7 ILERY 7
ROz P ETRAISHOF—ZHUL T, uboot ® 7OV T MCA> TS,

Hit any key to stop autoboot: 2
u-boot=>

uboot 7OV 7 hANDEBREICEICEDLAI >IEBEIX. TDOEXEFEFDIREE
(SD H—R%Z#EULIcEF X, JP1 23— KN TERZY > THRARICEH
HITUTT I,

X177 EEMCTSIOHICIE. iMX 8M Plus @ eFuse I SRK D/\v ¥ 1 [BEZEL HEN
HPDET, iMX 8M Plus @ OCOTP (On-chip One-Time Programmable Element Controller) @ L
VZIBRATEZTAD T EICHRDET, uboot-imx ik OCOTPA NDF7 VXA %&{TS fuse IVY R
MHDEI,

BUTFIEFIEDIE U & ICHTE Tz secureboot.sh print_srk_fuse OfERTYT, HL ETHHRDT/I\Y
YVABEREBEINRBICELRDEFET, TOFXAALABWTLLIEI W,

u-boot=> fuse prog -y 6 0 0xCO4FA990 0x6C4BCFCC 0x90DAC78E 0x6C6CED49
u-boot=> fuse prog -y 7 0 0x535C7B3E 0x2695B4D4 0x9B3D028E 0Ox9FF5EFFB
u-boot=> fuse prog -y 0 0 0x200

eFuse (& OTP O T—EEX£%Z1TS> LRI TEXFA. FELU TEE
LTLEEL,

Q INY Y2 BIFERSNIEBEICCERDET, FIOEZZFDEREREN RV
TTREL,

R, INFTTOEI PEEPEIE EDOIFEZHBICHERE T 57cHic. HAB DREZHEBLET, X
DAT v T THB close WEBZTSEF a7 T—MIHIGLLT7—LT 7 TUNEE TERLLR
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NEI, L. close WEENTWRWRETREF 277 —~ORENBZVDOT, BEOEFTHSLLT
CBRDET,

9. BEBLEY,

u-boot=> reset

uboot 7OV 7R TUTOOAYY RTHERLTLEZW, UTREEROOJICAEDEY,

u-boot=> hab status
Secure boot enabled

HAB Configuration: Oxcc, HAB State: 0x99
No HAB Events Found!

p7 FENRELHE

[RIBHERREET> TWBT —ATIMEEARBICAI L S DREIENSH B A
BEMENHDEFT, OV TSETOEERTZREEL TSIV, BETA
VIRETRIUEEZEDRL TWET —ATIIBERREELBWITTY
M. AERRBOBITDLDICI I TF v ITEZEE2BEHLET,

5.8.3. close i3

SRK N\ 21 Z2FWLEIFTRIRERERICKRL THEBBRKITMESNE T, close NBZITS T
ETERBERICKRRT 2 EBBICKRRT DL SICBD T,

R T7 T —XRETEF 27T NUIBZERT 2555E. D close &
BHEAX Y TIIT2EHTEEE=RBHOLET,

N58E. close BEULBWETANBOENMELDNE T, TANEBED
BIITNA ABETHERH, TFOEETIIHBEICESTETTCLEVNE
T, close MBETSTET. TNARICEELBEEZFRT I LSICHED
EJCIN

/ i.MX 8M plus AIC &% % SNVS (Secure Non-Volatile Storage) THIFZ

close SLBFUTDO AV Y RT efuse £EZ AL T & TITVWET,

u-boot=> fuse prog -y 1 3 0x2000000
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584. 77 =LV T7DEEAHZIILH B
RIT, Py 7F—MEEERUDHBLHICUEY FULET, SEOFELELTEBNICTONET,

u-boot=> reset

LToOosnRranics, ERNBASTERET JP1 Y+ /X—%Y3—K(SD 7— NCERTE) %R
BRUTLSEE L,

mkfs. fat 4.2 (2021-01-31)
Finished writing mmc. powering off now

BT Linux OOY 1 Y TOY T MAERCE L SEEEET TT .
- PAEARAE L THEEA I L 1B (5.8.5. (EEA M LIcBa, £8BLTKREN
- BEROA Y TOY T IIRRTELS 5.0, BERER, EATLZEW

Yy I7I7F—hDOT7O—DOFMICcOWTIE 515 J7—L0xzT77v 7
F—ho70O—; 2B LTLLEEV,

5.8.5. (FEELFHHTLIIHS
Fhi—. BIRKIE TIEENFIT L T U E > BBICERERT ST A OWTHHELET,

9. BREVI-REET 15.8.1. Armadillo-loT '— k7 =+ G4/Armadillo-X2 D¥Efig, HYiERS
SNTWBCEZERLULTLLIESI W, ZDOSZX T, WRICIHU TUTOEEZT> TSV,

- SRK\w Y2 Z2ZWNTWAEWESIE, 5.82.SRK/\Yv Y 1DEZAH NSEEEPLHELET
. close IBEZT U TWEWESIE, SRK/\Y Y 1DEZAHAZEAFXF v L TLIEETWN

T 7—=LAT T DEZAHADTET UL TVWRWEEIE. SRK/N\Y Y1 DEETIAHE close EE X
FyvIUET, EFRNLFIEE UTE. EBRERALULER (W WERE) ICERIA - F2IREE
TJIP1 v yI—Dya—hE@BBRLULT, WENTETITE20%2F > TLREIWV

BRMIICIE ENN > TES. ROBFHERICSEA TS L,

5.9. BERERR

59.1. AN L —YIES{LDHER

AL =Y OBESIEAEIIL M E S hIE. Armadillo IoT G4/Armadillo-X2 ETUTOIOYY R%
RITITZIETHERTEEI, TYPE M cerypt B> TWBN—F 1 ¥ a3 VHBBESEINTWET,

[armadillo "] # Llsblk
NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINTS
mmcb Lk2 179:0 0 14.86 0 disk
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|-mmeblk2p1  179:1 0 301M 0 part
| “-rootfs @ 253:0 0 300M O crypt /live/rootfs
|-mmeblk2p2  179:2 0 301M 0 part
|-mmcblk2p3  179:3 0 50M 0 part
| “-mmcblk2p3 253:1 0 49M O crypt /var/log
|-mmcblk2p4  179:4 0 200M 0 part
| ~-mmcblk2p4 253:2 0 199M 0 crypt /opt/firmware
“—-mmcb Lk2p5 179:5 0 14G 0 part

“—mmcb Lk2p5 253:3 0 146G 0 crypt /var/tmp

/var/app/vo lumes
/var/app/rollback/volumes
/var/lib/containers/storage readonly

59.2. E¥a177— MDHER

Linux h—XILDILE ENBZC EZFERLTLIEET W, Linux —XRILE TS EASHBWEAR.
uboot-imx @AY Y KT HAB DIREXERT D ENTEEXT,

Linux (& CIEEAEsH DY

D (&B8)

Booting from mmc ...

#t# Checking Image at 40480000 ...
Unknown image format!

53522 bytes read in 22 ms (2.3 MiB/s)

Authenticate image from DDR location 0x40480000. .

Secure boot enabled "

HAB Configuration: Oxcc, HAB State: 0x99
No HAB Events Found! (2]

it Flattened Device Tree blob at 45000000
Booting using the fdt blob at 0x45000000
Using Device Tree in place at 0000000045000000, end 0000000045010111

Starting kernel ...

(1)

Q tEFarFT-—rIEYBBRICRRENET
O HENBWERRANRY EDIRREINIFTA

TJ—hO—%—ICH@EDNH BIHEDRE DT

1 (&B8)

spl: ERROR: image authentication unsuccessful
fit ERROR ##if Please RESET the board #it#t

D (&)

Linux A—XILA X =Y ICEENH Di5E DRSO Y
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D (&)

Authenticate image from DDR location 0x40480000. ..
bad magic magic=0x14 length=0xal version=0x0

bad length magic=0x14 length=0xal version=0x0

bad version magic=0x14 length=0xal version=0x0
Error: Invalid IVT structure

Allowed IVT structure:

IVT HDR = Qx4X2000D1

IVT ENTRY = QxXXXXXXXX

IVT RSV1 = 0x0

IVT DCD = 0x0

IVT BOOT DATA = OxXXXXXXXX

IVT SELF = QxXXXXXXXX

IVT CSF = QxXXXXXXXX

IVT RSV2 = 0x0

Authenticate Image Fail, Please check ‘)
1 (&B8)

Q@ FERCEKBUTWET
u-boot ¥ K® hab_status

LIJ=VAVANRS: ey

u-boot=> hab status
Secure boot enabled

HAB Configuration: Oxcc, HAB State: 0x99
No HAB Events Found!

Linux A—XIA X—Y DELZEZITHRENH D5HE

u-boot=> hab status
Secure boot disabled

HAB Configuration: 0xf0, HAB State: 0x66

————————— HAB Event 1
event data:
O0xdb 0x00 0x14 0x45 0x33 0x0c 0xad 0x00
0x00 0x00 0x00 0x00 0x40 0x1f Oxdd 0xc0
0x00 0x00 0x00 0x20

STS = HAB_FAILURE (0x33)

RSN = HAB_INV ASSERTION (0x0C)
CTX = HAB CTX ASSERT (0xA0)
ENG = HAB_ENG ANY (0x00)
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5.10. By N FPYTIRTEDOTY ITTF—MNDOERICDOWT
AVFFROF ZUT—2aYDFy I7F—hEty b7y 7E@EREL, & ITHBIBIEAE L
TEREEERDOAETTZ Y ITF—RMPEETY, ERY_a7ILESEICLTLIEEL,

- Armadillo-loT =k 7 4 G4: "TSWU -« > X k—)L [https://manual.atmark-techno.com/
armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja-2.6.0/ch06.html#sct.install-swu-
with-abos-web]

- Armadillo-X2: TSWU -« > X k — )L [https://manual.atmark-techno.com/armadillo-x2/
armadillo-x2_product_manual_ja-2.6.0/ch06.html#sct.install-swu-with-abos-web] s

T7—hO—=%—% Linux h—RILEZEBFHIZDEETDEVNDHDET, UTOAT>av%EDF5
ENREICRED T,

7—hO—%—DFEFH (encrypted_imxboot_update.desc)

[ATDE ~/mkswul$ mkswu encrypted imxboot update.desc -o update boot. swu

Linux 1—XJLDEH (encrypted_rootfs_linux_update.desc)

[ATDE ~/mkswul$ mkswu encrypted rootfs Llinux update.desc -o update Llinux.swu

5.11. ER®

5.11.1. secureboot.conf DREH =

secureboot.conf FEF 27T —h A XA—=I 4R ) 7K secureboot.sh DFRET 71 ILTT,
FEaA>y 747 D—ETI,

CST_ECC D CALREZMNEI BN E SN ZRET
- y:EC ZFHT 3
- n: RSA ZFIAI %

CST_KEYLEN, BRZRET S

CST_KEYTYPE
£54 X277 - NRORDESR

Algorithm CST_KEYLEN CST_KEYTYPE

RSA 1024 1024 1024_65537

RSA 2048 2048 2048_65537

RSA 3072 3072 3072_65537

RSA 4096 4096 4096_65537

EC NIST P-256 p256 prime256v1

EC NIST P-384 p384 secp384r1

EC NIST P-521 p521 secp521rl

CST_SOURCE_INDEX SRK FBRRK 4 AXTHROIENTEEXRT, CORETIFED SRK

ZHRAITZONRELET, REMEBIE O FZLEDHT, OB TT7 A
T,
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CST _UNLOCK_SRK SRK DUR—VRICFIALE T, T 74 MRETIIHEYLPERD
BlEDfSHlc, YR—IDNTEBRWREICA> TWET,
#CST_UNLOCK_SRK=y O OX Y h&EHNT Z & TYUR—I D AJEE
RIRREICRD £ T,

LINUX_IMAGE,LINUX_DTB  FIT A X —=J(THMAT e D Linux kernel X =T & 7T/ XY
U—707 (DTB) Di#xt/ (R,

LINUX_DTB_OVERLAYS Linux M3 ®D Device tree A—/\—LARB7 71 L= HHFAL T2
ICFAT %, WolzA. Linux @ device mapper ZFAL TIL—
N77AILVATLAZBESIELTLUES E, 7—O—%—TlIE
DEWET7AIZT LI ENTERN, ZDEHICFIT A X=Y
ICHEARAATHEL DA T 3>, /boot/overlays.conf [TH[E
BROMEBEZMZATLIEEI W, UTIEATT, HARAKRT=WT 71U
EEBIMULTLEEE L,

LINUX DTB_OVERLAYS=(
armadillo_iotg g4-nousb. dtbo
armadillo iotg g4-swl-wakeup.dtbo

LINUX_INITRD ESEENI— KT F7FAINI R T LZEST B2HDIIBZITSI=HD initrd
DHexd/N X, encrypted boot ZFIB LR WESRICIFHREIFAETT,

511.2. BZFEHA AXA—Y BRI

LUFICT7—hO—4F—DEBZBEHANA—IVEBREICOVWTOAZERULET, FKEDIEDH BootROM
IC&k > TELRIFSNDIED. BEDEDE SPL ICL > TELARIFSNIZBAICHEDET,

File (imx-boot_armadillo_x2.signed) DRAM
e ———
s 0x4020 0000
SPL
(u—lg)[;);sgw in) u-boot-imx
(Ipddré. xocbin) (u-boot-nodtb.bin)
CSF
(cst_spl.bin)
FIT header Flattened Device tree
- (evk.dtb)
’ CSF .
(csf_fit.bin) 0x5600 0000
OP-TEE 0S8
(tee.bin)
u-boot-imx
(u-boot-nodtb.bin) load and verify signature O —
Flattened Device tree / _—Oﬂ__
(evk.dtb)
Trusted Firmware-A b SIPL o) 0x0092 0000
. U-DOOL-spl.bIN|
(bl31.bin) DDA FW
(Ipddr4._xxx.bin)
OP-TEE OS
(l=e k) Trusted Firmware-A 0x0097 0000
(bl31.bin)
L —— 1
SPL SLD
ERER EhiEHA

52 7—hO—5—DEZFHAA—Y
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File (imx-boot_armadillo_x2.enc) DRAM

VT 0x4020 0000
SPL
(u—tg)g;sg&.vbln) u-boot-imx
(Ipddra ocbin) (u-boot-nodtb.bin)
CSF
(csf_spl.bin)
DEK blob Flattened Device tree
(armadillo_x2.dek_spl.bin) (evk.dtb)
FIT header ’
VT
0x5600 0000
CSF
(csf_fitbin) OP-TEE OS
/ (tee.bin)
DEK blob
(armadillo_x2.dek_fit.bin) load and verify signature S —
— ]
. OCRAM
DESEHIE e ——
(u-boot-nodtb.bin)
SPL 0x0092 0000
(u-boot-spl.bin)
Flattened Device tree (Ipdaaﬁxz‘fbm)
(evk.dtb)
Trust?:I;rg;:)are—A Trusted Firmware-A 0x0097 0000
: (bl31.bin)
OP-TEE OS _
(tee.bin)
SPL SLD
ERERE FEREAE

K53 BES{t7—bO—5—DELEFHAAA—Y

Linux DEZEFHM A—IVEBREDHIZLUITOEE D TY, KEDED X u-boot Ic & > TERZIREE
SNEERICHEDET,

DRAM
‘tﬁ}"
0x4048 0000
FIT header
File (Image.sign)
FIT header (g
(Compressed
Linux kernel)
Image.zst
(C.)ompressed Device tree blob
Linux kernel) (compressed)
Device tree blob boad Al
(compressed) CSF
VT
~ =
CSF

0x4500 0000

Device tree blob

"th"

0x8008 0000,

EREE

Linux kernel image
Qgﬁh

K 5.4 Linux h—XRILDEBLFHA X—Y
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DRAM
§f§
eMMC boot area X 2 —— 0x4048 0000
0x00 0000
Image.zst
imx-boot_armadillo_x2.enc (If?ompliessel()j
inux kernel
Device tree blob
(compressed)
File (Image.sign) initrd
0x50 0000
FIT header
VT
Image.zst CSF
(Compressed Load
Linux kernel) . L
S
0x4300 0000
Device tree blob Device tree blob
(compressed)
- L
initrd =
VT initrd
ol th
0x8008 0000
Linux kernel image
0x200 0000 I

55 Z b L —IBSLITHIEL 2 Linux h—RILOBZFHA X —Y
5113. EFar77—r070—

LBUFIT SPL (Secondary Program Loader) @7 —hk 7O—DOHEZRLE T, MR TH> TWBE
PEEF 27 TN TENCRINETT,
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initialize DDR

serial boot

(BootROM API) ———————NO
YES
o S .

no signal YES load u-boot

NO @
load dtb
YES

load and parse
FIT header

load op-tee

CONFIG_IMX_HAB=y

authenticate
(BootROM API)

o< Siooeedesi > |

B TN | = D

l hang l jump to ATF

K56 SPLtEF+277—bhD70O—

u-boot DT -k 7O0—DOFEEFUTOEE D TI, SPL EEKICHETHE > TWBEEtxa 7
T—NTHEMICKRZNETT,
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load dib
—

| —
Y
B ——

load linux kernel

CONFIG_IMX_HAB=y

; authenticate 5
; {BootROM API) '

jump to Linux hang

5.7 u-boot ¥ a1 77—k 70O—
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X177 —h

b.114. EJRO7O0tAXA 70—

downlop

A

secureboot.conf

code signing tool secureboot.sh

singed bootloader

imx-boot.signed

imx-boot tar.gz imx-boot

toolchain secureboot.sh
enc bootloader

imx-boot.enc
mkswu package

dek offset

build-rootfs.tar.gz

swupdate
desc files

baseos.tar.zst

Build rootfs

di-¢dn.alpinelinux.prg

secureboot.conf

2 b L= OISR

rootfs for initrd
build_initrd.sh initrd-baseos.zst
baseos.tar.zst -

build_rootfs.sh }»

singed bootioader,

imx-boot.signed

SWU file

initial_setup.swu

. rootfs Installer image
Build rootfs

build_image.sh

signed linux (FIT) baseos.tar.zst baseos.img

Image.signed

M58 a7 7—rDEILRTO—

ES#te*a77— . XL —VHESEKET

SWU file
mkswu
initial_setup.swu

ssecureboot.sh

signed linux (FIT)

Image signed

Goal

build_image.sh

D boot image

baseos-
installer.i
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5115, 77—LVx77yv77F—bDO70—

swupdate ORIC J1 ZF—T~IT B

| leMMC OB EAK | idek blob DEE =k
Normal boot Secure boot
SD boot 4118 SD boot 42

i(sd installer)
H Secure boot
SD boot 42

ISRKA Y & 2 BERH

Normal boot
SD boot 412
SRKN Y ¥ 2 DBEAS

Secure boot

eMMC boot J132
(boot 01> £24)

v 0
II II I S I D
(mmcblk2boot1)

v

partition config F&E
->boot 1

II

II II I - I

’ ‘ install ‘ ‘ ’ ‘ firstooot ‘ ‘ ’ ‘ SWupdate ‘ ‘ ag%u;g;;&;f— b
partition {ER% partition {FAY Bg%ﬁ;;zg,: 80 B
(mmcblk2p1) Z Bk e

(to 1)
¢ . ¢ ¢ 21— —8E
‘ rootfs # 1A ‘ partition 7+ —% b LUKS Dkey file %

(to mmcblk2p1)

(+cryptsetup) (+cryptsetup) black key TH# &A%

v v

appfs D7+ =% b

bootloader & A% - rootfs & =A%

(to mmcblk2boot0) t(fc r; p:s; m’p )7 (to mmcblk2p2)
Linux + initrd 8 &A% firmware partiion Linux + initrd 8 %A%
(to 0) (to mmblk2boot1)
(+eryptsetup

" . encrypted_update_available
T4 a SR GP partiion 7+ —=< v o

panilif::;:&ﬁg%"zi ’ version DEF ‘

’ mmcblk2boot1

bootloader & %A%
(to mmcblk2boot0)

I firstboot I

K59 J7—LOx 77y 7F—hO70O—

5.11.6. SRK O#EZh{b &b & X

ASHDA VI Ty MEINIC K 2BEH. £, BROTHEFH B ENDERIZE., TORRTHAL
TWBEEEMNELL T, AIORICYDEZ DI ENARETT, fcfEL. ZDHBEIFEL (i.MX 8M Plus
DiZE. mK 4 D) D SRKMBEMNMTWB I ENRHRERD FT,
5.11.6.1. SRK 0%t (revocation)

Z Z Tl SRKT1 (index 0) 5 SRK2 (index 1) ICEE I 541%Z=5RBAL X9,

1. secureboot.conf @ revocation DO ¥ =R T DR EEZEFMNCLET
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T7 AL B TIE eFuse @D revoke LY RAZIEAY I ESNTWEDTEZTIAHATEFZF A, OV
713 HAB DRETHBIRIT B ENTEEXT, BICAV I ZRIRT 5 EHBEICERINS A6
ENGHDOTEEIEIOY I INDERETY,

imx-boot-[VERSION}/secureboot.conf ZfW T, CST_UNLOCK_SRK=y ®OX> ~hZHU
TLZE W, secureboot.conf DEMAICDWTIE T5.11.1. secureboot.conf DFREAE %
SHBRULTLEI W,

[ATDE ~J$ vi imx-boot-[VERSION]/secureboot. conf

2. BRABHAA—IZESAD

RIBICEDET, BRAHD. BSL+BREADAAX—IZERLT, AA-IZEEIAAT
<IEEWN,

3. BEE
4. Unlock #HEsR9 %

BEHFO uboot-imx D7OV IR EZNLE EIFTLYRYEZERLET, ATOOAYY R%E
ETLTLEETW, bitl (SRK_ REVOKE_LOCK) &5 TW5 & Unlock RREETY,

u-boot=> md 0x30350050 1
30350050: 00007dbc @

@ 7dbc @ bit 1 HEBETLSDT unlock IREE
5. SRK =#Eikd %

EYrT7—=)LRREYRMEIORULEDT, BOESE 1 EUED (1,234) ICBRD XTI, bit0
A SRKT1. bitl A SRK2. bit2 »* SRK3. bit3 »* SRK4 TT,

Q BFoIXYY RIEHLXTHBDT, ZOXRXETULBWVWT TS,

SRK1 Z#EML T 25 IEUT DIV RZERTLTLLLEE W, RESIBNEMNLT 2RORE
ETT,

u-boot=> fuse prog 9 3 1

5.11.6.2. SRK D10 & X
Z 2Tk SRK1 (index 0) »5 SRK2 (index 1) IKEE Y 2B HBALE T,

1. SRK OZFE
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secureboot.conf @ CST SOURCE INDEX % O 5 1 IKZEBLTLEI W,
secureboot.conf ®FFMHICDWTIE 5.11.1. secureboot.conf OFREHE ZSBLTLLE
=LY,

[ATDE ~]1$ vi imx-boot-[VERSION]/secureboot.conf

2. BEXITD
RIBICEDLET, BRAFHD. BEEL+BRZBEHDAA—IZER LT, A1 X—IZEZFTAAT
e W,
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6. VI hNDU T 7ETREDORE

COETREY IRV 7RIRBEZTZ2 X2V T KT ZBAI A FZHALET, HBEIT L
FaUTARMEATDEED T,

- OP-TEE
- CAAM Z#F U7z OP-TEE

- SEO50 Z#|A UL fc OP-TEE

6.1. OP-TEE
6.1.1. Arm TrustZone & TEE DJEHA

Linux ZFHI 22 AT LTIE. BHEAFKLEY 7 8D 27T TRIERD OSS BASNZ T —
Zb\%biﬁ'o CDOESBRAT TR BHRARLLY RV EIFTRLS AKIC 0SS 0)91’773‘%?‘?&“
N3 LB, YATLDEINCEEDH S I—RHBEENZDOD. ZOAEMEZHRI 2 &
HEETI, RICTNTD OSS PMEHETEHHDTH e LTH, Z:EAb‘\@L\Zé:%1%§E3_%>CtH
FIERTETHD., BROEZZEDY TRz PHIBEHFEDE > MFITBRDZDEADSEVNDTT,

Z5WoEEENS Arm (& TrustZone HEifiZzEA LT U, VY —RT7 7 AHIRIC K o THOSH
BYTRIIT7HSY TNz 7RTREZRKEIZIENTEZXT, TrustZone DEAICK > T, B
HERLUADY 78I 2 PHLHEMET ZIRTICEVWTH, BEEEF 127 T7—ILRICFOEENKRD
Xt A, TrustZone ZFRBELEH D E U T, GlobalPlatform @ TEE (Trusted Execution
Environment) 2RI 23V 7N Tz 7AW DONEELXT, TEE ZEHT % & secure world IZH
WTEBTZEZY 7MYz 7RI EERTIESZ I ENAEETT,

Tld. ES5Wo e —XTTEE AT EINZEETULLOID. —HRICIFEZXETAD. BIREELEZFD
BEZWBIT LA TIURERZTEDTIRET DT —ATHRITIZICENEZSNET, BEFEBICIE.
B RFNIE, SIBHEONE, BRIV TV Y ONE, FAABROULERETHHEITZT—INEZS
nxd,

6.1.2. OP-TEE & &

. OSS @ TEE R E WK DHD TEE EEMNEFEL FJ . Armadillo Base OS Tld& OP-TEE Z#%
BHUZE9, OSS T8 OP-TEE (& Arm O7 M TEE E%ED 1 DT9, Arm TrustZone 77 ./ 03—
CE>TBEREELEZFDUEBZEFXF 277 —I)LRICIHEEEL THENSHEEL XTI, OP-TEE &
GlobalPlatform lc & > TEZE 115 TEE Client APl 4> TEE Core APl & W - = GlobalPlatformAPI
ICEMU S T2V ZRHEUTWET, InS5D APl ZFIBT 2 & TCA—Y—3hRILT TV r—
VaVERRETDIENFRETY, imx-optee-xxx (& NXP (L&D iMX R— kDY R—MEEHAEEN
% OP-TEE OR&E7OY YV K TY,

/ OP-TEE O U WBHRIIARDRF 2 XV M ESBLTLIEE L,
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OP-TEE documentation

https://optee.readthedocs.io/en/latest/

6.2. OP-TEE DR
OP-TEE Z#H I 2FERIURINVRBHUTOELED T,
- imx-optee-o0s
- EF 27 T—ILRTEET D TEE, optee-os D&k
- imx-optee-client

- TEE Z VT 2D/ vEFa2 7. X2 77—=ILRAITD APl 24735, optee-client
DA

- imx-optee-test

- OP-TEE OEXFEDT A, T A=V RAEZITS, optee-test DikE, NXP HED T
A MHEME N3

- optee_examples
BTN T3y

D55, imx- EWSTL 70 v I ANEMENZYRINIIE, PYTRANI—=LDYRIKNYI(C
XU TNXP ek iMX YU —=X@EIFORIENA->TZURI NI ICEDET, OP-TEE 2FIFEI 376
IC & imx-optee-0s =7 —hO—% —ICEEEY 27T Th<. Linux ETEMES 202/ ZA VIRE (imx-
optee-client) WAETT, Fxfc. TEE ZFIB I 57z Iic CA (Client Application), TA (Trusted
Application) %Z. imx-optee-os & imx-optee-client ZFHWTEILRUE T, HEICHUTT A MR
B (imx-optee-test) HEBIML T L\,

FUWOP-TEE DY XAFLBERICDOWTIE T6.7.1. V7 b Uz 728
ZZRUL TS,

/ OP-TEE git [cBIT 25 ULWERIBAKD R F 2 XY 2SR UL T IZE L,

OP-TEE gits

https://optee.readthedocs.io/en/latest/building/gits/
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6.2.1. Armadillo Base OS N\ D #H A A &

IS TEBA L 7z OP-TEE OFERQUMRY Y ZEBRIC Armdillo BaseOS (CEAEY %5354, Armadillo
Base OS & ED K S ICEART 2DNEMEERZHALET,

LUTHY Armadillo Base OS & 0BG AR U 25,

Normal world : Secure world
- o 3 |
' (imx-optee-test, optee_examples) (imx-optee-client) i | (imx-optee-os) (imx-optee-test, optee-examples)
User CAs tee-supplicant ] TAs User TAs
(imx-optee-client) 111 (imx-optee-client) A
Container TEE Client API : TEE Internal Core API
User applications | L
Armadillo BaseO3 | Podman
Linux N [ N[ ) , ;
/deviteepriv0 | | /devitee0 | | openssl | | swupdate : (imx-optee-o0s)
' J L J L J y ' Trusted Execution Environment
................................................................. .
Trusted Firmware-A
| Atmark techno | User/Atmark techno [ User-installed component

6.1 Armadillo Base OS & OP-TEE 03H:Y4#5FH
- BEOEDIE Armadillo Base OS & > TH/N—Z N2 &H
- IREDOESE OP-TEE ZHARALcHICAR LT NI SRV
- REOLHE 77 4L KT Armadillo Base OS ICHAAFENTWVWSHEHH DB LRI
imx-optee-os ZHAADEEISEBEBMTT, I—HF—DFE=EA < f2sHIc Armadillo Base OS ([ZIFH
IC imx-optee-os NAF+UNT—rO—F—ICHAAD LS ICERINTWET, THHAREA A —

IPRIET Y FF— KA Armadillo Base OS ¥ X—YcHEaFENFET, LML, EFaUT0 OB
25 OP-TEE AFIHTEZZRETHMAFZFN TWEF A, FULKIE T6.3.1. OEH, THBEAULEI,

6.3. OP-TEE ZFIRY %AIIC

OP-TEE Z AR ) DEFETNET,
6.3.1. BOEH

imx-optee-os URI N ICIE TA ZBEZT2HDT 7 AL N OMEFEINEEINTVWE T, ZOH
BRIEEBETTARPHTOILDOEDTY, ZOXXERUMBRZFEWRITDE, WEBEENT 7 4
IWNOWERTEALL TADBEITIREICA>TLEVWET, F1I—F—DIFHULWEZHRET 24
ENBDET,

1. V=RAOA—RZEEIIRB/Y_2 7 E2SEICLTEI RBBEOEEE, J—-NO—5—0DY —
AO—ROEBZIT>TLEE L,

- Armadillo-loT =k x4 G4 "T7—hO—%—%ZEJL RT3 [https://manual.atmark-
techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja-2.6.0/
ch06.html#sct.build-imx-boot],
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- Armadillo-X2: T7—hO—%—%EJL K9 % [https://manual.atmark-techno.com/
armadillo-x2/armadillo-x2_product_manual_ja-2.6.0/ch06.ntml#sct.build-imx-boot],

2. RSAEBRFZEERULET,
ROOAYY REE{TULET, RSA/ECC #REIRTEFET,

[PC ~J% cd imx-boot/imx-optee-os/keys
[PC ~/imx-boot/imx-optee-os/keys]$ openssl genrsa -out rsa4096.pem 4096
[PC ~/imx-boot/imx-optee-os/keys]$ openssl rsa —in rsa4096. pem -pubout -out rsa4096 pub. pem

UM ERE (ELD rsa4096.pem) & TA ZEFLTWL feddic. &
BHEFNAEITZHDTY, IV, EFa27BRAML—YCOAE—-ULT
RLZEzHBBOHLFET,

#. ERARICHAYTRZEVND TS, e, BIFEBNICERIVLHET

@ BOFEHIIEHEUYZF > TIToTLIEE W, LEZSHAEROAFAT S
T, UTZSEICLTLEE L,

BlueKrypt Cryptographic Key Length Recommendation
https://www.keylength.com/

/ BOEHICETZFHFULWBRIEIAKXDRF 2 XAV M ZZRUTILE W,

Offline Signing of TAs

https://optee.readthedocs.io/en/latest/building/
trusted_applications.html#offline-signing-of-tas

6.4. CAAM ZER UTc TEE Z1EE£T %

i.MX 8M Plus Zi& CAAM (Cryptographic Acceleration and Assurance Module) & XN 25
KBERS 777 L —9BHINTWET, CAAM (& SoC REBICH btz 1 T7hDERICES
WIBHEITS Z ENHEETT,

6.4.1. EIL RDfiin

OP-TEE i*&&End7/—hO—4%—ZEILRLTVWEZX T, Armadillo Base OS Z#]A L 7z OP-TEE
DEILRDFANIEAUTDEED T,
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1. 7—hAO—%—%ZEILRTS

2. imx-optee-client ZEJL KT 3

3. TA.CA%ZEIRTS

4. EILRERZED D
ANZaT7ITHBEIZEILRRETOT LI N UBROBMBIEIUTOELED T,
optee_examples F1—H—7 7V —> 3V ZRET DHHATI. AY =17 JLTIF Linaro H'iE

HIZ7TVT—a >0 7ILT7OT 5 L THS optee_examples & UFE Ufco AREFERI—H—
D7 T7IVT—23 > ZRET DHFAICBRDET,

F—— imx-boot

| F—— imx-atf

| F—— imx-mkimage
| F—— imx-optee-os
| L—— uboot-imx
F—— imx-optee-client
F—— imx-optee-test
—— optee examples
L—— out

6.42. I FRIEZBEIT S

BENZa7 I ESEICLTEIRREOHEEL, 7—hO—5—0DY—XI—ROEE. EILRZ
FHNCIT> TLIEE W,

- Armadillo-loT ¥—hk7o x4 G4: T7—kO—%—%EJL RIS [https://manual.atmark-
techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja-2.6.0/
chO06.html#sct.build-imx-boot],

- Armadillo-X2: T7—kO—%—%EJL RT3 [https://manual.atmark-techno.com/armadillo-
x2/armadillo-x2_product_manual_ja-2.6.0/ch06.html#sct.build-imx-boot]

imx-optee-test Z EJL RT B/ ICREICTRD £,

[PC ~1$ sudo apt install g++-aarch64-Linux-gnu

6.43. 7—rA—5—ZBEILRTS
HUWREMDALHICT— A5 —ZBEILRTZUENBDET,

/ uboot-imx @ localversion I[CDWT

Armadillo-loT “—~ho x4 G4 X2 UF s HA4 R 1.1.0 LURITIZ
localversion ZFBULEN—Y a3 VvEF#RZHPAL TWLWEL D,
SWUpdate D7 7 1)L (desc) ZFIBULIcAEZHELE I,
localversion & DHEBIFEIEETY, I TIHEBRFDAIXFFDEFSFIBW
el £9,
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1. 7—hO—%—%EILRTS

ROAXY RERTUET, T7AINNDERETIET7AILNDEEFALTULES DT make
B TROINRAEZEITDENHDEFT, 163.1. BOFEH, THEBULBD/INAELTY
TA_SIGN_KEY T‘;‘Ebi@“o I TIEEE%E rsad096 ELE LD, E1——DBEBICED
BIeBRBEFTHABEZTLIEEI N,

[PC ~1$ make CFG CC OPT LEVEL=2 ¥
TA _SIGN KEY="${PWD}/imx-boot/imx-optee-os/keys/rsa4096. pem” ¥
-C imx-boot imx-boot armadillo x2

5% TA_SIGN_KEY TW&E#EZDLIcI & T, EIL I\H%LC TA @
EBRICAAZNE T, Kfc. RITHOZERERDIHICITAREZ
O UTEITNAFUICEDIAHAFTT,

EILRERZIE-LTHEEXT,

[PC "1$ install -D -t ${PWD}/out/usr/lib/optee armtz ¥
-m644 ${PWD}/imx-boot/imx-optee-os/out/export-ta_armb4/ta/*

6.4.4. imx-optee-client #EJL RT3

imx-optee-client & TA, CA BFI|HT 25175V, 77U —avzE)ILRTBRIICEI RRE
AN SR

imx-optee-client (& imx-optee-os DEJL RIEREZSELTWDDT, =
Fllc7—hO—%—ZEILRTZRENHD XTI,

1. imx-optee-client Z7O0—>9 %

imx-boot D7« L7~ EMHICEREB N2 LS IC imx-optee-client #270—> LT, BHEIC
IGCTEYBR TSV FREEF VI TIRLTLEEN,

[PC ~]$ git clone https://github.com/nxp—imx/imx-optee—client.git ¥
-b 1f-5.10.72.2.2.0

2. imx-optee-client ZzEJL KT 3

EANLBIERESTT 5720IC TADEV KIT DR #ELET, 7AIL MDY~y hTIVR
h—L 6B ETITS>DTDESTDR £ELET, P 7Ur—2avEEILRT BHIC APl 54
7SV EUVTHIBENE T,

[PC ~1% make -C imx-optee-client ¥
DESTDIR="${PWD} /out” ¥
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CROSS COMPILE="aarch64-linux-gnu-" ¥
TA DEV KIT DIR="${PWD}/imx-boot/imx-optee-os/out/export-ta arm64”

6.45. 77V r—>3>vzEILRT S

ARFI—HY—DPMBICE 7TV —23VZE)LRULETH. SITESELTIRY Y IILT
74— 3> optee_examples ZEILRUET, 77UV T —2 3 VHRODSEICL TSI,

client DI RERZSBLTWBED T, —EIE imx-boot, imx-

/ - PV —=3 % EI)LRT BHICiE imx-optee-os, imx-optee-
optee-client ZEIIL RTZRENHBD T

. optee_examples ICIE1 > A ~—JLF % make ¥ —o v RHEWLD
T, ENRRICFETEDDEENDENHDET

1. optee_examples Z70—>9 %

imx-boot > imx-optee-client 7« L ¥ b U EWMFICEEE I N5 KL S IC optee_examples %= 7
A—>U7T, BREBEEIGUTCEYIBR T ZVFREEZF VI TIRULTLLLES WL,

[PC ~]$ git clone https://github.com/linaro-swg/optee examples.git ¥
-b 3.15.0

2. optee_examples ZEJL RT3

EAXNGBERZSRI 5Hic TA DEV KIT DIR, TA ZE&F 5fcolc TA_SIGN_KEY, 5
175 VERORHIC TEEC EXPORT ZELE T, 1 Y AR—ILIT =Ty DB VDTRIFE
FHTEIFERZNET Z2LENHD KT,

[PC ~1% make -C optee examples ¥
TA CROSS COMPILE="aarch64-Llinux-gnu-" ¥
HOST_CROSS_COMPILE="aarch64-linux-gnu-" ¥
TA DEV KIT DIR="${PWD}/imx-boot/imx-optee-os/out/export-ta arme4” ¥
TEEC_EXPORT="${PWD}/out/usr” ¥
TA SIGN KEY="$PWD/imx-boot/imx—-optee-os/keys/rsa4096. pem”

EILRERZIE-—LTHEEXT,

[PC "1$ install -D -t ${PWD}/out/usr/Lib/optee armtz -m644 ${PWD}/optee examples/out/ta/*
[PC ~1$ install -D -t ${PWD}/out/usr/bin -m755 ${PWD} /optee examples/out/ca/*

6.4.6. imx-optee-test #EJLRT 3

imx-optee-test [FT UHMETIEH D EF A, FIFERIFIRENEIH. OP-TEE OEXREMEZHE
RI B, NNTA—TVA%ZFHT B80T imx-optee-test ZFIHIT B ENTEET, HARADH
ESHDHMTIFHRELELET,
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DEIIRFERZSBLTWSD T, —EX imx-boot, imx-optee-client

/ 77— 3% EI)LRT BHICIE imx-optee-0s, imx-optee-client
ZEILRITZRENHDET,

1. imx-optee-test z7/ O0—>9 3%

imx-boot ¥ imx-optee-client 7« L 7 kYU EAFICELE S 115 K 5 I imx-optee-client &7
A—>UT, BB TEYR T ZVFREZF v ITFTIRLTLES W,

[PC "1% git clone https://github.com/nxp-imx/imx-optee-test.git ¥
-b Lf-5.10.72 2.2.0

2. imx-optee-test ZEJL RT3

HEARWLREBEREZSEBIT 5/ TA DEV KIT DIR. TA #EZZ9 57/ lc TA SIGN_KEY. <
172 VSBOHIC TEEC EXPORT ZEULE T, EILREA YA N—ILIFRIDY —45" Y MR
DTEFNZN make ZETITI2RENH D T,

[PC ~1$ CFLAGS=-02 make -R -C imx-optee-test ¥
CROSS_COMPILE="aarch64-linux-gnu-" ¥
TA DEV KIT DIR="${PWD}/imx-boot/imx-optee-os/out/export-ta arme4” ¥
OPTEE_CLIENT EXPORT="${PWD}/out/usr” ¥
TA SIGN KEY="${PWD}/imx-boot/imx-optee-os/keys/rsa4096. pem”

AVAN=ILLET,

[PC "1$ find imx-optee-test/ -name "*,ta” -exec cp —a {} out/usr/lib/optee armtz/ ¥;

[PC “1% install -D -t out/usr/bin/ imx-optee-test/out/xtest/xtest

[PC ~J$ install -D -t out/usr/lib/tee-supplicant/plugins/ ¥
imx-optee-test/out/supp_plugin/*.plugin

KUY —RBFETIE xtest 1014 ICTTT—ICRDBEEIHDET, ZD

/ TeHIREZE T CFLAGS=-02 ZJELTWXY, make 5| TEIT &Y
T 74D include JBEMNRLHBEDEFT, 7—hO—5—DEILREF
I 02 ELTWBDOHEKOERTY .

NXP LS Platforms: pkcs_1014 test is failing #4909https://
github.com/OP-TEE/optee_os/issues/4909

6.4.7. EJL RIEROMESE L R DOINE

imx-optee-os, imx-optee-client DR/IVER TIEULTDELRD TI,
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V7 bz PRITERORHE

out/

[-- Lib

| -- optee armtz @

[ |-- 023f8f1a-292a-432b-8fc4-de8471358067. ta
| |-- f04a0fe7-1f5d-4b9b-abf7-619b85b4ce8c. ta
[ “-- fd02c9da-306c-48c7-a49c-bbd827ae86ee. ta

-- usr
|-- include
|  |-- ck_debug.h
| |-- optee client config.mk
| |-- pkes1l.h
| |-- pkes11 ta.h
|  |-- tee bench.h
| |-- tee client api.h
| |-- tee client api extensions.h
| |-- tee plugin method.h
| °-- teec trace.h
|-- Lib @

| |-- libckteec.a

| |-- Llibckteec.so -> libckteec. so. 0

|  |-- libckteec.so.@ -> Llibckteec. so.0. 1

| |-- libckteec.so0.0.1 -> libckteec.s0.0.1.0

| |-- libckteec.so0.0.1.0

| |-- libteec.a

| |-- libteec.so -> libteec.so.1

| |-- libteec.so.1 -> libteec.so0.1.0.0

| |-- libteec.so0.1.0 -> libteec.so0.1.0.0

| "—- Llibteec.s0.1.0.0

-- shin GD

“—- tee-supplicant

@ Dynamic TA, Linux D7 71 ILY AT LICRESIND
(2) TEE client API, TEE, internal core API
(3) Linux ETEIMET % OP-TEE D#EBIRIASHEREZ © D

imx-optee-test, optee_examples Z&H )L RERIFUTDEED T,

| |-- optee example acipher

| |-- optee example aes
| |-- optee example hello world
| |-- optee example hotp
| |-- optee example plugins
| |-- optee example random
| |-- optee example secure storage
|  ~-- xtest
|-- include

|  |-- ck_debug.h

| |-- optee client config.mk
| |-- pkesll.h

|  |-- pkes11 ta.h

| |-- tee bench.h
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“—- shin

T-- tee-

T-- tee-

|-- tee client api.h

|-- tee client api extensions.h
|-- tee plugin method.h

“-- teec _trace.h

|-- Llibckteec.a

|-- Llibckteec.so -> Llibckteec.so.0

|-- Llibckteec.so.0 -> libckteec.so.0. 1

|-- Llibckteec.so0.0.1 -> libckteec.so0.0.1.0
|-- libckteec.so0.0.1.0

|-- libteec.a

|-- libteec.so -> libteec. so. 1

|-- Llibteec.so.1 -> libteec.s0.1.0.0

|-- libteec.so.1.0 -> libteec.so0.1.0.0

|-- libteec.so0.1.0.0

|-- optee armtz
023f8f1a-292a-432b-8fc4-de8471358067.
2a287631-de1b-4fdd-ab5c-b9312e40769a.
380231ac-th99-47ad-a689-9e017ebbe78a.
484d4143-2d53-4841-3120-4a6F636b6542.
528938ce-fc59-11e8-8eb2-12801f1b9fd1.
5b9e0e40-2636-11e1-ad9e-0002a5d5¢c51b.
5ce0c432-0ab0-40e5-a056-782caldebaba?.
5dbac793-f574-4871-8ad3-04331ec17124.
614789f2-39c0-4ebf-b235-92b32ac107ed.
690d2100-dbe5-11e6-bf26-cec0c932ce01
731e279e-aafb-4575-a771-38caabf0ccab.
873bcd08-c2c3-11e6-a937-d0bf9c45cb1c.
8aaaf200-2450-11e4-abe2-0002ab5dbchH1b.
a4c04d50-f180-11e8-8eb2-2801f1b9fd1.
a734eed9-d6al-4244-aab0-7c99719e7b7b.
b3091a65-9751-4784-abf7-0298a7cc35ba.
b689f2a7-8adf-477a-9f99-32e90c0ad0a?2.
b6cb3aba-9669-4668-a7f2-205629d00f86.
c3f6e2c0-3548-11e1-b86¢c-0800200c9a66.
cb3eb5bal-adf1-11e0-998b-0002a5d5¢c51b.
d17f73a0-36ef-11e1-984a-0002a5d5¢chH1b.
€13010e0-2ae1-11e5-896a-0002a5d5¢c51b.
€626662e-c0e2-485¢c-b8c8-09fbcebedf3d.
e6a33ed4-562b-463a-bb7e-ff5e15a493¢8.
f04a0fe7-1f5d-4b9b-abf7-619b85b4ce8c.
f157¢cda0-550c-11e5-a6fa-0002a5d5¢51b.
T4e750bb-1437-4fbf-8785-8d3580c34994,
fd02¢c9da-306¢c-48c7-a49c-bbd827ae86ee.
ffd2bded-ab7d-4988-95ee-e4962f {7154,

supplicant
plugins

“—- f07bfc66-958c-4a15-99c0-260e4e7375dd. plugin

supplicant

ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta

5—2y hEDAVFFICEET B0, tarball TEBHET .

[PC “1$ tar -caf optee.tar.gz -C out .
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MENZ a7 ESEICLTIAYTHEROREICHAAD ZE 2 HBEND L
EJCIN

=

6.4.8. OP-TEE Z#HMAD

SWUpdate BDO 7 71D D, =Y RNTFNARADT—rO—5—%2BHULET, BFEIC
debian A>T+ %#£&8 LT OP-TEEBEE 7 71 ILZEBREL X I,

Tty N7 Y T7ORTHEEITANTIOY S L (xtest) sy 7)IL707 3 A
(optee_example_hello_world) #&ifE= %9,

1. ATDE #3565 LT3
2. imx-boot_update.desc 771 )LZxD<K %

SWUpdate @R 7 71 )L (desc) ED2< D ETJ, desc Z7MIIET7Yy h~—0F 0 /B
® SWUpdate Z#HliEIT57HDT7 71 ILTT,

[ATDE ~J$ vi imx-boot update.desc

LIToflESEIC, path REEZFL TN,

#f version
swdesc_option version=1

#f swdesc _boot <bootfile>
swdesc_boot /path/imx-boot/imx-boot armadillo x2

#f swdesc files [-—basedir <basedir>] [--dest <dest>] <filed> [<more files>]
swdesc_files --dest optee /path/optee. tar.gz

swdesc_option version=<version>

FULWY IR PON-Y 3V EEBELET, T/NAREDY 7T

= ROz FPDN—=Y 3V EDKREEZRETDET Y TT— DX
TENET, OP-TEE ZEHI 2/ PIT/NN—Ya vz EIF TS
LW Z D option Zf#E> & uboot-imx @ localversion ZFAT %
REFHDEEA

<version>: /\—3 3 V[T xx.yy.zz ¥ yyyymmdd D7 # —< v
AROFIETEE T,

swdesc_option <bootfile>
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3. swu 77

J—hNAO—45—DBFHDHICFHBLET,
bootfile: EZIAL 7 —hO—45—%EBELX I,

swdesc_files [--basedir <basedir>] [--dest <dest>] <file>
[«xmore files>]

= Linux 77 ALY RTLEDT7 74 IVEEHT 2 HICHIAL T T,

dest: 77 M ILDBAHFGEZIBELE T, EZIAHSEIE. /var/app/
rollback/volumes U TICHIRE N £,

file: ESRAL T 7ML EZEELX T,

IV ERT %

TFoavx>YRTswu Z71ILEED X,

[ATDE ~
Enter pass phrase for /home/atmark/mkswu/swupdate.key: (password % A1)
Successfully generated update imx-boot. swu

1$ mkswu /path/imx-boot_update.desc -o ./update imx-boot.swu

4. SWUpdate #%179 %

usb memory % £ IC update_imx-boot.swu ZAE—ULTH—4 v k7/\« X £ T SWUpdate
ZEITLEY,

BTD&SIc armadillo £T swupdate ZETLUTLKEEW, PYTTF—IDETITDE. ¥
AT LIIEESLET,

549

549

over

[armadillo ~]# swupdate -i /path/update_imx-boot. swu
Licensed under GPLv2. See source distribution for detailed copyright notices.

LINFO ] : SWUPDATE running : [main] : Running on iot-g4-es2 Revision atl
[INFO ] : SWUPDATE started : Software Update started !

.345329] exFAT-fs (mmcblk2p2): invalid boot record signature

549,
549,
549,
549,
549,
.476739] exFAT-fs (mmcblk2p2): failed to read boot sector
549,
549,
549,
[INFO ] : SWUPDATE running : [read Lines notify] : No base os update: copying current os

[INFO ] : SWUPDATE running : [read Lines notify] : Waiting for btrfs to flush deleted
subvo lumes

[INFO ] : SWUPDATE running : [read lines notify] : Removing unused containers

[INFO ] : SWUPDATE running : [read lines notify] : swupdate triggering reboot!

351277] exFAT-fs (mmcblk2p2): failed to read boot sector

3569561 exFAT-fs (mmcblk2p2): failed to recognize exfat type

384407] F2FS-fs (mmcblk2p2): Can’t find valid F2FS filesystem in 1th superblock
392313] F2FS-fs (mmcblk2p2): Can’t find valid F2FS filesystem in 2th superblock
470793] exFAT-fs (mmcblk2p2): invalid boot record signature

482478] exFAT-fs (mmcblk2p2): failed to recognize exfat type
509020] F2FS-fs (mmcblk2p2): Can’t find valid F2FS filesystem in 1th superblock
517000] F2FS-fs (mmcblk2p2): Can’t find valid F2FS filesystem in 2th superblock
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5.

usb memory ® root I swu 7 71 ILEBWLWTE &, usb ik
K. B ULLIE. Y AT LEERICENIC swupdate BED X9,
PYITIT—RMDRETIBEVRATALIIBEFHULEXT,

swupdate HIC swupdate = _ERBITEE B, 7Y TT—
RREFEFLELLIZE 0,

EILRERZIVTHICEHET S

/var/app/rollback/volumes/ W FIcE & 67z tarball NOE—ahExzd, ELDFITIE /var/
app/rollback/volumes/optee ICEBE SN TWEXT,

BEFSHRICIOVTFHFEZEHULUC tarball 23V T FHICERULE T,

AV TF=RBULEY, /dev/tee0 & /dev/teeprivO ZFIHT B UNSERDHRE THESH D
FtA.

[armadillo ~]# podman run -it -—name=dev_optee --device=/dev/teed ¥
——device=/dev/teeprivd -v "$(pwd)”:/mnt docker. io/debian /bin/bash

AV T 2kEBLIcs 77 MILVERBALE T,

[container ~1#f tar xavf /path/optee.tar.gz -C /

./

./ lib/

./lib/optee armtz/
./lib/optee_armtz/b3091a65-9751-4784-abf7-0298a7cc3bba. ta
./lib/optee armtz/731e279¢-aafb-4575-a771-38caabflccab. ta
./lib/optee_armtz/873bcd08-c2¢c3-11e6-a937-d0bf9c45ch1c. ta
./Llib/optee armtz/5b9e0e40-2636-11e1-ad9e-0002a5d5c51b. ta
./lib/optee_armtz/690d2100-dbe5-11e6-bf26-cec0c932ced]1. ta
./lib/optee armtz/528938ce-fc59-11e8-8eb2-f2801f1b9fd1. ta
./lib/optee_armtz/f157cda0d-550c-11e5-a6fa-0002a5d5c51b. ta
./lib/optee armtz/d17f73a0-36ef-11e1-984a-0002a5d5c51b. ta
./lib/optee_armtz/8aaaf200-2450-11e4-abe2-0002a5d5c51b. ta
./lib/optee armtz/c3f6e2c0-3548-11e1-b86c-0800200c9a66. ta
./lib/optee_armtz/f04a0fe7-1f5d-4b9b-abf7-619b85b4ce8c. ta
./lib/optee armtz/b6cb3aba-9669-4668-a7f2-205629d0086. ta
./lib/optee_armtz/a734eed9-d6al-4244-aab0-7¢99719e7b7b. ta
./lib/optee armtz/380231ac-fb99-47ad-a689-9e¢017¢b6e78a. ta
./lib/optee_armtz/a4c04d50-f180-11e8-8eb2-f2801f1b9fd1. ta
./lib/optee armtz/5dbac793-f574-4871-8ad3-04331ec1724. ta
./lib/optee_armtz/023f8f1a-292a-432b-8fc4-de8471358067. ta
./lib/optee armtz/5ce@c432-0ab0-40e5-a056-782calebaba?2. ta
./lib/optee_armtz/cb3ebbad-adf1-11e0-998b-0002a5d5c51b. ta
./lib/optee armtz/fd02c9da-306c-48c7-a49c-bbdB827ae86¢ee. ta
./lib/optee_armtz/484d4143-2d53-4841-3120-4a6F636b6542. ta
./lib/optee armtz/f4e750bb-1437-4fbf-8785-8d3580c34994. ta
./lib/optee_armtz/e6a33ed4-562b-463a-bb7e-ff5e15a493c8. ta
./lib/optee armtz/e13010e0-2ae1-11e5-896a-0002a5d5c51b. ta
./lib/optee_armtz/614789f2-39c0-4ebf-b235-92b32ac107ed. ta
./lib/optee armtz/25497083-a58a-4fc5-8a72-1ad7b69b8562. ta
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./lib/optee armtz/b689f2a7-8adf-477a-9f99-32e90c0ad0a?2. ta
./lib/optee_armtz/2a287631-de1b-4fdd-ab5¢c-b9312e40769a. ta

./lib/optee armtz/ffd2bded-ab7d-4988-95ee-e4962fff7154. ta

./lib/optee armtz/e626662e-c0e2-485c-b8c8-09fhcebedf3d. ta

./bin/

./bin/xtest

./usr/

./usr/Llib/

./usr/Llib/libteec.s0.1.0.0

./usr/lib/tee-supplicant/

./usr/lib/tee-supplicant/plugins/
./usr/lib/tee-supplicant/plugins/f07bfc66-958c-4a15-99¢c0-260e4e7375dd. plugin
./usr/Llib/libteec.a
./usr/Llib/libteec. so
./usr/Lib/libteec. so.1
./usr/Llib/libckteec. a
./usr/Lib/libteec.so0.1.0
./usr/Llib/libckteec. so
./usr/Llib/libckteec.so0.0.1.
./usr/Llib/libckteec. so.0
./usr/Llib/libckteec. so.0.
./usr/bin/
./usr/bin/optee example hello world
./usr/bin/optee_example acipher
./usr/bin/optee example secure storage
./usr/bin/optee_example aes
./usr/bin/optee _example hotp
./usr/bin/optee_example plugins
./usr/bin/optee _example random
./usr/include/

./usr/include/pkcs11 ta.h
./usr/include/tee plugin method.h
./usr/include/tee client api.h
./usr/include/pkcs11. h

./usr/include/tee bench.h
./usr/include/tee client api_extensions.h
./usr/include/ck_debug. h
./usr/include/optee client config.mk
./usr/include/teec trace.h

./usr/sbin/

./usr/sbin/tee-supplicant

6. tee-supplicant Z&&T 3

[container ~1# tee-supplicant -d

7. xtest TENMEZMERRT B
xtest T OP-TEE OEFEZHERLEI. UTOOVIBETAMZ2/NALEOY T,

[container “]#f xtest
Run test suite with level=0

TEE test application started over default TEE instance

R A A
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i

#f regressiontpkcsli+regression nxp

i

OB IR R RT3 13191910 118181818 B B BRI GBI R IR IR R IR1919191818 18181 IB BRI R BIRIR IR IR IR RIR1819131)

* regression 1001 Core self tests
regression 1001 0K

: (EH8)

33939 subtests of which 0 failed
114 test cases of which 0 failed
0 test cases were skipped
TEE test application done!

xtest DET AR Z/NATERWSHFREBENSREL WL Z
EEBBOLET, AEIBRTERVL S THNIFTR— KT TERL
2E W,

1. 77V —2avziE#dsd

EILRERZEALICCETCAS TABRESNEF U, BMO CAZEBHLTLLZEIW, &
Z Tld optee_examples D optee_example_hello_world Z3£17U %7,

[container ~]# optee example hello world

D/TA: TA CreateEntryPoint:39 has been called
D/TA: TA OpenSessionEntryPoint:68 has been called
I/TA: Hello World!

D/TA: inc value:105 has been called

I/TA: Got value: 42 from NW

I/TA: Increase value to: 43

I/TA: Goodbye!

Invoking TA to increment 42

TA incremented value to 43

D/TA: TA DestroyEntryPoint:50 has been called

D/TA: ¥ I/TA: £EWofc OP-TEE OO HASNIGEWT —X

OP-TEE OS & vart ZE#ZMNMWTX Y, Linux OEEATIEEALTW
= BWfes, ssh ¥ syslog B EZFMALTHAVZHETE £ A,

tee-supplicant (& OP-TEE @ linux BEO IV /=AY 7O AT,
OP-TEE Z#FEI 27=HICIFR TEIBRESEBRWVWEDTY, BEEENIT S

L EEBEDHULET, FUKEBERBYZ A7 ESEICLTLLEEL,
- Armadillo-loT — ko x4 G4 TAVFFEBEZET 7 1ILEE
B 9 % [https://manual.atmark-techno.com/armadillo-iot-g4/
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armadillo-iotg-g4_product_manual_ja-2.6.0/
chO6.html#sct.container-auto-launch],

- Armadillo-X2: TaAYTFFEERE T 71 ILZEKRT % [https://
manual.atmark-techno.com/armadillo-x2/armadillo-

x2_product_manual_ja-2.6.0/ch06.html#sct.container-auto-
launch]

6.5. NT7A—XVAZHET S

xtest ZF|FAT S & T AES, SHA Z)LTU XL®D OP-TEE OS DX T7 4 —Y YV RAZRET S &N
TEXT,

AES D/ T A4 —X V2B TBcHICRODAVY REEITLET, COFERIEIHICHEDET,

[container ~]# xtest —-aes-perf
min=113. 753us max=191.881us mean=116.426us stddev=4.10202us (cv 3.5233%) (8.38786MiB/s)

SHA O/IRT7 A=YV AZEATBcHDIV VY REETUET, TOERBAICEDZEFT,

[container ~]# xtest --sha-perf
min=50, 876us max=123. 003us mean=52, 8036us stddev=2.4365us (cv 4.61427%) (18.494

6.6. Edgelock SEO50 Z&R U TEE Z8ET %

NXP Semiconductors ® EdgelLock SEO50 (& lIoT 7 7V —>a>ymAiFDEFa 7T LAV KT
o MARTZILTV XLICHIGULIEBE I YV, tF¥a7ANL— VHEEHUET, GlobalPlatform

lc &k > TE#E(L ST T3 Secure Channel Protocol 03 [CE#MLL., /XX LARILEESIL (AES). RX k
tt RDOMEEIEE (CMAC R—X) ZITWET,

OP-TEE T SE050 ZRAAWA1—XT—X &L TR, loT 77U T—Y 3 vmAFIcE b SN EELRHE

EARUICET, RAMIOMEZSTD e WEEICHIRT S ENEZS5NEY, OP-TEE ZHA5G

PE3I&TSEOS0 NPTV ERTZED. RESNBEREEZIND HU TERICAIET 280 Z5F
B5ENTEET,

d1—H—NH SEOB0 Ic 77 X9 31FEEldE. OP-TEE @ TEE Client API
> TEE Core APl &L 1z GIobalPlatformAPl HEHEOHIT CEICHEDE
T TINARADEEREDIKR TLEBNEZ ICBENAIREICEZD £I,

SEO50 DEEMRIC DWW TIZLAT D NXP Semiconductors OR—I M 5%
RUT. CTHEFRLLEIL,
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SEO50 datasheethttps://www.nxp.com/docs/en/data-sheet/
SEO50-DATASHEET .pdf

6.6.1. OP-TEE M+ plug-and-trust 51 75V

NXP Semiconductors h\BF 9 35S0 75 plug-and-trust ZFJFB L T SEO50 Ic7 7 tALZE
9, OP-TEE ND#HEld Foundries.io I & > T{TPoh. Github ICTAEENTWER T, IR, SEOS0
DETOHEEEZFEZZ2DITTIEHD FEA,. EICESEBENFBVRERERNMEM LI N TLET,

RRTHIGT B AE:
- RSA 2048, 4096 encrypt/decrypt/sign/verify
- ECC sign/verify
- AES CTR
- RNG
- SCPO3 (i2c communications between the processor and the device are encrypted)
- DielD generation

- cryptoki integration

OP-TEE ¥ plug-and-trust OFHOERISUTZSRU T LI L,

~ OP-TEE Enabled Plug and Trust Libraryhttps://github.com/
foundriesio/plug-and-trust

AKAARTHRALEN=Y3a Y EUTOEED TY,
- plug-and-trust: 0.0.2
- imx-optee: If-5.10.72_2.2.0 (3.15.0 X—X)

- trusted-firmware-a: If v2.4 (2.4 X—X)

6.6.2. EJL RDFin
HEAWICIF CAAM DIFE ERKRDORNICE D,
1. 7—hO—%—%EILRTS
2. imx-optee-client ZEJL KT 3

81


https://www.nxp.com/docs/en/data-sheet/SE050-DATASHEET.pdf
https://www.nxp.com/docs/en/data-sheet/SE050-DATASHEET.pdf
https://github.com/foundriesio/plug-and-trust
https://github.com/foundriesio/plug-and-trust

Armadillo-loT "=k 7 = G4/Armadillo-X2 £F a2 U F 1 A R V7 MUz FERITREORE

3. TAA/CAZEILRTS
4. ELRERZEDS
T4 L7 N UBROBRRIEUTOEE D TY,

F—— imx-boot

| F— imx-atf

| F—— imx-mkimage
| F—— imx-optee-os
| L—— uboot-imx
—— imx-optee—client
F—— imx-optee-test
F—— optee examples
F—— plug-and-trust

L—— out

6.6.3. EIL RIRIEZBET S
OP-TEE M7} plug-and-trust ZEJL R B cDITHEBRNY T —I %21 VA M=ILULET,

[PC “1$ sudo apt install cmake

6.6.4. OP-TEE M7 plug-and-trust ZEJLR T %
1. OP-TEE |} plug-and-trust #7 0—>9 3%

imx-boot ¥ imx-optee-client 7« L 7 kU &M FICEEE S 15 & S I OP-TEE MIF plug-and-
trust €7 0—> LT, BERIGSUTEYB TSV FREZFzvITIRLTILEE N,

[PC ~J$ git clone https://github. com/foundriesio/plug-and-trust.git -b optee Llib

2. OP-TEE @l plug-and-trust ZEJL K9 3%

[PC "1$ mkdir -p plug-and-trust/optee Llib/build

[PC "1$ cd plug-and-trust/optee Lib/build

[PC "/plug-and-trust/optee Llib/build]$ cmake ¥
-DCMAKE_C _FLAGS="-mstrict-align -mgeneral-regs-only” ¥
-DCMAKE_C COMPILER=aarch64-linux-gnu-gcc ¥
-DOPTEE TREE="${PWD}/../../../imx-boot/imx-optee-os” ..

-— The C compiler identification is GNU 10.2.1

-— The CXX compiler identification is GNU 10.2.1

1 (&B])

-— Generating done

—-- Build files have been written to: /path/plug-and-trust/optee Llib/build

[PC ~/plug-and-trust/optee Llib/build]$ make
make
Consolidate compiler generated dependencies of target se050
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[ 4%] Building C object CMakeFiles/se050.dir/path/plug-and-trust/hostlib/hostLib/
LibCommon/infra/global platf.c.o

[ 8%] Building C object CMakeFiles/se050.dir/path/plug-and-trust/hostlib/hostLib/
LibCommon/infra/sm_apdu.c. o

: (HB8)

[100%] Linking C static Llibrary libse050.a

[100%] Built target se050

6.6.5. imx-optee-os DAY 7 « 7 DIEIE
SEO50 % crypto driver & UK 2/HICAV T 1« T ZIEIET %,
SEO050 |IFICEIL KT Bf=slc imx-boot/Makefile ZEINT %,

$(OPTEE) /out/tee. bin: $(OPTEE)/.git FORCE
$(MAKE) -C $(OPTEE) O=out ARCH=arm PLATFORM=imx CFG WERROR=y ¥
PLATFORM FLAVOR=mx8mpevk ¥
CFG NXP SE@5X=y ¥ @
CFG IMX I2C=y ¥ @
CFG CORE SE@5X I12C BUS=2 ¥
CFG CORE SE@5X BAUDRATE=400000 ¥
CFG_CORE_SE@5X OEFID=0xA200 ¥

CFG IMX CAAM=n ¥ ©
CFG _NXP CAAM=n ¥

CFG CRYPTO WITH CE=y ¥ @

CFG_STACK THREAD EXTRA=8192 ¥ @
CFG STACK TMP_EXTRA=8192 ¥

CFG_NUM_THREADS=1 ¥ @
CFG_WITH SOFTWARE PRNG=n ¥ @

CFG_NXP_ SE@5X PLUG AND TRUST LIB="/plug-and-trust/optee lib/build/libse050.a ¥ (8
CFG_NXP_SE@5X PLUG AND TRUST="/plug-and-trust/

A7« DEIEICEY D5

SEO50 ZFAIT 2 1HICERICT S

imx-i2c RZ0/\ ZBHICT S

CAAM (383t T %

AES  SHA [F&&R% Arm CE ZFIE9 %

AV EBELDEEHETDIDICAI VI EBET S

ALY RICEBEBDAVTHFAMIHBHULTWRWHALY RZ 1 D2EF 3
N=RU T PEBAEEREZHAITDDICEMICTS

SE050 D KR Z 1 /XDEE(E OP-TEE MF plug-and-trust 241 72 YRICEFET S

000000 0Q

i.MX 8M Plus @ i2c DEAREREIZ 400kHz D7csh. EVEEER

/ - SE050 O host #Zitf 12C ld&XK 3.2 MHz (high speed) TY A,
ETRESNTVETY
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- CAAM & SEO50 DO##Fid. SEOS0 ZB#MIcT BT &lick>T
CAAM DERID B Z A INDIRFEBRNREICR D2, RITRICT
TR BEENHDXT

6.6.6. uboot-imx DEIE

Armadillo (ZTHBEHDHIBD b AR REFIC SEO50 % Deep Power-down E— RICEREL T
NRT—T—F 427 LTWET, SEOS0 % Linux DEENFT. 82 \L\iE Linux B ZARY RARICFIFET
SHiciE. iMX 8M Plus IC#EfiiENTWS SEOS0 @ ENA E>Z 7Y -3 20ENHBD X,
ENA E>Z7HY—K~d9%& SEOB0 [F—ERFEDRICEENT DD T SEO50 ZFAIT o ITIFET DR
S5RENMDEERD £F, OP-TEE OS IFEERFIC R T /NDELFEZTOIEEICHKE>TVWET, 20D
fzs. OP-TEE OS 2@ 9 %aillc&£E L TW% SPL (Secondary Program Loader) T Deep Power-
down Z#fR9 % & THRHBRKEZHRVLTVWEY,

UTFY X7 LDk & SEOS0 DEfRZERLicy—T > XK,

Boot
i.MX 8M plus| ROM ,
SpL Bo?tng

i TE-A . Booting _

! SEOUS0 :

' OP-TEE initializing |

i ! ! i I

E : | uboot__Booting \

; . ' 1 [

: : | Linuxl__Booting ¥

E : | tee—supplicaml_

,'%Wi igcpgg, S i SE050 OF|H i

HIRTE 23 TIBHRE iopTeE IckBI2C | LinuxiZE)# I3 Linux @ 12C !

twikpa D' D03 RS NTRAETD ESANERIBTS
SESOENAL [ typd > ; : !

. Authentication -
SEos0|Power down|  Booting Idle cequence SCPO03 session

K 6.2 SEO50 @i OP-TEE D& > ——7 >~ XK
ENA Z7H— T BRDICUATOLSICEET S

diff -—git a/board/atmark-techno/armadillo x2/spl.c b/board/atmark-techno/armadillo x2/spl.c
index fd8869701805. .3aed04ccf2b2 100644
—-—— a/board/atmark-techno/armadillo x2/spl.c
+++ b/board/atmark-techno/armadillo x2/spl.c
@ -111,6 +111,11 @@ static struct fsl esdhc cfg usdhc cfg[2] = {
{USDHC3 BASE_ADDR, 0, 8},

};
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+#fdefine SE_RST N IMX GPIO NR(1, 12)
+static iomux v3 cfg t const se rst n pads[] = {

+ MX8MP_PAD GPIO1 I012 GPIO1 I012 | MUX PAD CTRL(NO PAD CTRL),
t};
.+.
int board mmc_init(bd t *bis)
{
int i, ret;

@@ -254,6 +259,11 @@ void spl board init(void)
clock enable(CCGR GIC, 1);
fendif

imx_iomux_v3 setup multiple pads(se rst n_pads,

ARRAY SIZE(se rst n pads));
gpio request(SE RST N, "se rst n”);
gpio direction output(SE RST N, 1);

+ + + + +

puts(”Normal Boot¥n”);

F7z. Linux T suspend Z{#AT %55 1E suspend Bl SEO50 MEMEINBWLSICT Bk
® se en ®dtbh /—RZEZEMELLET (linux 5.10.205-r0 L&),

diff --git a/arch/arm64/boot/dts/freescale/armadillo_iotg gd4-customize.dts b/arch/arm64/boot/dts/
freescale/armadillo_iotg g4-customize.dts

index dbf416b532b3. .b36adb8b13d8 100644

-—— a/arch/arm64/boot/dts/freescale/armadillo_iotg g4-customize. dts

+++ b/arch/arm64/boot/dts/freescale/armadillo_iotg gd4-customize. dts

@@ -12,5 +12,6 @@

#include ”imx8mp-pinfunc.h”

-// Replace this empty section by your configuration
-&{/} {};

+8&se_en {

+ status = "broken”;

t};

6.6.7. imx-optee-os @ imx-i2c RS /NDIEIE

imx-optee-os @ imx-i2c R Z - /N(CiF iMX 8M Plus DXIGHA > TWERWes, LI RTEDE
EZBINYT 2ENH D, imx-optee-os ICiF If-5.10.y_2.0.0 h'5 SE050 RS /\HAEXDAEN T WS,

LUTD&SICEBIEYT S,

diff --git a/core/arch/arm/plat-imx/conf.mk b/core/arch/arm/plat-imx/conf.mk
index b4fbfedb..3f6388f3 100644

—-—— a/core/arch/arm/plat-imx/conf. mk

+++ b/core/arch/arm/plat-imx/conf. mk

@@ -555,7 +555,7 @@ endif

else

-$(call force, CFG_CRYPTO_DRIVER, n)
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-$(call force, CFG WITH SOFTWARE PRNG, y)
+$(call force, CFG CRYPTO DRIVER,n) @
+#$(call force, CFG WITH SOFTWARE PRNG,y) @

ifneq (,$(filter y, $(CFG _MX6) $(CFG MX7) $(CFG MX7ULP)))
diff -—git a/core/arch/arm/plat-imx/registers/imx8m.h b/core/arch/arm/plat-imx/registers/imx8m. h
index 9b6ablee. .59fcea88 100644
-—- a/core/arch/arm/plat-imx/registers/imx8m. h
+++ b/core/arch/arm/plat-imx/registers/imx8m. h
@@ -42,6 +42,17 @@

ftdefine IOMUXC I2C1 SDA CFG OFF 0x480
ftdefine IOMUXC I2C1 SCL MUX OFF 0x214
ftdefine IOMUXC I2C1 SDA MUX OFF 0x218
+Helif defined(CFG MXSWP)
+#define 12C1 BASE 0x30a20000
+fdefine 12C2 BASE 0x30a30000
+#define 12C3 BASE 0x30a40000
.+.
+#define IOMUXC I2C1 SCL CFG OFF 0x460
+#idefine IOMUXC I2C1 SDA CFG OFF 0x464
+#tdefine IOMUXC I2C1 SCL MUX_OFF 0x200
+#define IOMUXC I2C1 SDA MUX OFF 0x204
+#define IOMUXC I2C1 SCL INP OFF 0x5A4
+#define IOMUXC I2C1 SDA INP OFF 0x5A8
fendif

ftendif /%  IMX8M H =%/
diff --git a/core/drivers/imx_i2c.c b/core/drivers/imx_i2c.c
index a318c32c. .a%9%dab31c 100644
-—— a/core/drivers/imx_i2c.c
+++ b/core/drivers/imx_i2c.c
@@ -34,6 +34,16 @@

/% Clock */
ftdefine I2C CLK CGRBM(_ _x) 0 /x Not implemented */
fidefine 12C CLK CGR( x) CCM _CCRG_I2CH# «x

thelif defined(CFG_MX8MP)
+/% IOMUX */

idefine 12C INP SCL(  x) (IOMUXC_I2C1 SCL INP OFF + ((_ x) - 1) % 0x8)
+#define I12C INP SDA( x) (IOMUXC I2C1 SDA INP OFF + ((_x) - 1) x 0x8)
tidefine 12C INP VAL( x) ((C %) ==1[] (_x)==2)70x2 : 0x4)
+iidefine 12C MUX VAL( x) 0x010

+#fdefine I12C CFG_VAL(_x) 0x1c6b

+/% Clock */
+ftdefine 12C CLK CGRBM( x) 0 /* Not implemented */

+iidefine 12C CLK CGR( x) CCM CCRG_I2CH# «x

ftelif defined(CFG_MXGULL)

/% TOMUX */

ftdefine I2C INP_SCL( x) (IOMUXC _I2C1 SCL_INP OFF + ((_x) - 1) % 0x8)

@@ -182,7 +192,7 @@ static void i2c set bus speed(uint8 t bid, int bps)
vaddr_t addr = i2c clk. base.va;
uint32 t val = 0;

-#if defined(CFG_MX8MM)

+#if defined(CFG MX8MM) || defined(CFG MX8MP)
addr += CCM CCGRx SET(i2c clk.i2¢c[bid]);
val = CCM_CCGRx_ALWAYS ON(Q);

ffelif defined(CFG MX6ULL)
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FIE imx 72y b7 4—L®D makefile DFERETY, BT HHICTIXVYNTTIRULET,

(1) imx 72 v k7 4—ALT CAAM HUAD crypto driver ZFT 22 &ZBEL TWLARWN
(2) CAAM @ HWRNG ZFIBULBWE WS Z &ld PRNG ZES5 2 & UNMVEE L GW

6.6.8. EJLR &Y —T7 v MIR— RADFHMAH

BIELZIE. EILRNSTY—T v hR— RADHEMAHEF T CAAM [T D OP-TEE & REKDFIE
TEEXIT B ENARETY, 643 7J—hO—45—ZBEILRT D) DEEHISHEBEL THMAHL
TLIEEW,

6.6.9. xtest OHIR

r6.6.1. OP-TEE ¥ plug-and-trust 51 75U THEALLKSIC—EDO7ILTY XLICHIRH S
DNET, TN xtest DETDTANERZ/NRFTZDITTIEHD XA, UATICKERT ST ANE
Bz5%E3 %,

TREBOHDITZ—:
- regression 1009 TEE Wait cancel

- F P UEIINNIEBET BHIC OP-TEE ENILFRAL Y RBNERMBER TERS TRESHEW,
SEOS0 NDF7 U ER%EV )7 T4 X BFAT B7HIC imx-optee-os D make FFICAL v R
Zz12icLbTWbice

XML TWEWRRDICHICT S —:

- regression 4006 Test TEE Internal APl Asymmetric Cipher operations

- regression 4007 rsa.1 Generate RSA-256 key

- regression 4011 Test TEE Internal API Bleichenbacher attack

- pkcs11 1021.3 RSA-1024: Sign & verify - oneshot - CKM_MD5_RSA_PKCS

- pkcs11 1022.2 RSA-1024: Sign & verify - oneshot - RSA-PSS/SHAT

- pkcs11 1023.2 RSA OAEP key generation and crypto operations
optee os DAES (BIA DfERE):

- regression 4009 Test TEE Internal API Derive key ECDH

- regression 6018 Large object

- pkcs11 1019.3 P-256: Sign & verify - oneshot - CKM_ECDSA_SHA1
BT IR ICEBR R WHAREDIDN B HIC T —IXLTWEH DL SICRZ %,

- regression 1006 Secure time source

- regression nxp 00071, regression_nxp_0003

xtest ZITSBRICIET 7 AR TT AR CKREU THR/ICECRE LB
TWET, i, BEOID ST A MIENICT B EHRAETT,
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[container ~1# xtest -x 1006 -x regression_nxp 0003

6.7. imx-optee-os BTG

6.7.1. V7 kU 72ER

OP-TEE D7 —F* 77V F v DBMEZFHHET %, < I TIX i.MX 8M Plus IcEH S5 Cortex-A53 1
PDF7—FTUFv THd aarch64d ZHIRICEZED B,

UFICDYRAT LARZTRT .

. CA Dynamic TA
tee-supplicant
ELO : = SELO
TEE Client API ) ( TEE Internal Core API )
Secure TA
storage
Linux kernel OP-TEE OS
Pseudo TA
EL1 SEL1
optee driver
Rain
Shared memory |
EL3 |Trusted Firmware-A EL3

OP-TEE dispatcher

optee vector table

6.3 OPTEE O X7 LK

LTOAVIR—RY ML > TYRTLNEREINS, BEEEFLEBICDODVWT

- OP-TEE

- GlobalPlatform @ TEE 3%, secure EL1 [CECEZ 115

- Trusted Firmware-A

. Linaro [T &> TH% 3% Secure monitor MEE

ST 2o

. secure state & non-secure state OBBEIE, PSCl [CEML EREBELREZEYT S

- optee dispatcher &M (F1 2 OP-TEE OO HUEY 2 —ILEARSBICKED

- Client Application (CA)
- TA ZOHT 77U Tr—r3 Yy
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- Trusted Application (TA)
- TEE £T CA S OMHUH Lz 0E
- Dynamic TA & Pesudo TA h'$% %

- Pesudo & TA TlEH D EFH A, BEIE Dynamic TA ZFJFBL T EE W, Pesudo TA (&
OP-TEE OS [cE#Y vV 33 =% TEE Internal Core APl [ZFERFEH A

- Dynamic TA & Linux D7 71 LY AT A LEICECEEI N5, tee-supplicant &k > T OP-TEE
OS [c5|EEEINn

- tee-supplicant

. Linux user ZZRTE&IfE9T % OP-TEE ##> 70t X, BMIZ Linux ®YU Y —X% OP-TEE OS
MBI 276

6.7.2. 70—
TEE ZOHIT 7O—ICDWTEHHAT %,
CAD OP-TEE LD TA DY Y3V EMHEIT D RN
1. Linux £® CA D, Ev¥a>rzfA<oHIC uuid Z3EEL T TEE Client APl ZIEO'HT
« Y AT L J—)LT tee driver BIEEN S

2. teedriver & €¥ 174 3—JL T Trusted Firmware-A (ATF) £® OP-TEE dispacher
ZMHOHEHT

3. OP-TEE dispatcher & optee vector table [CE#FE N TWS OP-TEE D/\Y RS ZHEUEHY
- COERPETIFERL EL3 DIRRE

4. OP-TEE OS (B 5 SELT 57T, NELEZL THS, X TOHIET tee-supplicant
ZIFEOCHT

5. tee-supplicant (& uuid ZEIC TAZO—RULTHBEAEVICEEL T OP-TEE OS ZHUH 9
6. OP-TEEE TAZO—K9 3
7. Ey¥avhnTEDS
CA H' TEE Client APl Z5& U T TA LTHHUBZRTT DN
1. Linux £® CA »' TEE Client APl ZEUH T
- Y AT LJ—)LT tee driver BIEEN S

2. teedriver & E¥ 174 3—JL T Trusted Firmware-A (ATF) L@ OP-TEE dispacher
ZIEOHT

3. OP-TEE dispatcher & optee vector table I[CE#FHZRI N TWS OP-TEE D/\> RZZFEUHT

4. J\YRZ (OP-TEE OS) (B S SEL1 %5 %, AERILEZ L TH S5, SELO (5T TA =
(O=lcR
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5. TA I APl O5|#=EHICHDNIBEETIT S
6. CZCETOHIET CA FTRES

47 FDFUVLWABRICOWTREAARF 2 XY b ECELLLS W,

Normal World invokes OP-TEE OS using SMChttps://
optee.readthedocs.io/en/latest/architecture/
core.html#normal-world-invokes-op-tee-os-using-smc

6.7.3. XEUR Y
tXa )T« BEEOHEEZEH iIMX 8M Plus D¥EXEUX Y TZRICRULET,

H:__—______/’—“ﬁ__.———_f]

Ox2_3FFF_FFFF

DRAM
(Al modules except MT)
5120ME

Ox1_0000_ 0000
OXFFFF_FFFF

DRAM
[All modules)
3072MB
Ox4000_0000

R —

0x0098_FFFF OCRAM
0x0090_0000 5TEKE
Ox0018_8FFF OCRAM S
0x001E_D000 36KEB
Ox0D010_FFFF CAAM (secure RAM)
0x0010_0000 32KB
0x0003_FFFF Boot ROM
0x0000_0000 256KE

6.4 i.MX 8M Plus OYEXEIT Y/
imx-optee-os DAXAEITY TEZRICRULET, TNV ITFICBRILTLESI W,

90


https://optee.readthedocs.io/en/latest/architecture/core.html#normal-world-invokes-op-tee-os-using-smc
https://optee.readthedocs.io/en/latest/architecture/core.html#normal-world-invokes-op-tee-os-using-smc
https://optee.readthedocs.io/en/latest/architecture/core.html#normal-world-invokes-op-tee-os-using-smc

Armadillo-loT '— k7 =4 G4/Armadillo-X2 €2 U7 HA R

V7 bz PRITERORHE

% 6.1 OP-TEE XEVUY YT

type virtual address physical address size description

TEE_RAM_RX/RW 0x5600_0000.. 0x5600_0000.. 0x0020_0000 OP-TEE text + data
Ox561f_ffff Ox561f_ffff (smallpg) toyvay

IO_SEC 0x5620_0000.. 0x32f8_0000.. 0x0001_0000 TZASC
0x5620_ffff 0x32f8_ffff (smallpg)

SHM_VASPACE

0x5640_0000..
Oxb83f_ffff

0x0000_0000..
OXOTff_ffff

0x0200_0000
(pgdir)

OP-TEE dynamic
shared memory
area, va DFERD &

RES_VASPACE

0x5840_0000..
Ox58df_ffff

0x0000_0000..
Ox009f_ffff

0x00a0_0000
(pgdir)

OP-TEE F#VtEI%
(late mapping), va

Oxbb5f_ffff

Ox57ff_ffff

DFERD H
IO_SEC 0x58e0_0000.. 0x3020_0000.. 0x0040_0000 AIPST1(GPIOT, GPT,
Oxb91f_ffff Ox305f_ffff (pgdir) IOMUXC % &)
IO_NSEC 0x5920_0000.. 0x3080_0000.. 0x0040_0000 AIPS3(UART2,
Ox595f_ffff Ox30bf_ffff (pgdir) CAAM, 12C 72 &)
IO_SEC 0x5960_0000.. 0x3880_0000.. 0x0020_0000 GICv3
Ox597f_ffff Ox389f_ffff (pgdir)
TA_RAM 0x5980_0000.. 0x5620_0000.. 0x01a0_0000 TA O— R, {75
Oxbb1f_ffff Ox57bf_ffff (pgdir)
NSEC_SHM 0x5b20_0000.. 0x57c0_0000.. 0x0040_0000 OP-TEE contiguous

(pgdir)

shared memory
area
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7. EEICHAITTTINY JHEEZRH U %

2T TNy THREZFHU DT EEZTDREICDODWTHRALET,

TINy THERBEIAFEOMNRZB LEEBLHICHET t—XTEBLLTRBSBVWHDTY, BHEd'
MIZICHFTS NS EHBRAROBNICOMRZRELIT, LML, AREBICE>TEANTHDEWS
ZElF FARICKHBEICE > THEABENFREBDTERIT.,. BESNIEHMOERFREICK > T,
TNy THEREDNDEATH2ERTELHDET, EXaVUT s UXTEDNL—RATICIRBAIREMED
HBDT, BRCTENESIHZRATEIEZ2HEDHLET,

D/ICEKBBICOWTHRMNL—RATIKEDET, BACShiT Y
=711 —RAEFAUBANTERLK BB EECHBEWCLEEEY
ESBEWVWLET,

Q TINY THEZRAU B EERREERBELT TR Py =0T

7.1. JTAG & SD boot #E¥M{bLT 3

Armadillo-loT '— k7 =1 G4/Armadillo-X2 QiR IE. JTAG R— K EBEMBEFELETCHEINE
o BIEDEITIMN JTAG DNENRBRFXLEKBEDIA—REZESELZD, XEVEY Y TUTHEZIK
Wb, EXFT—FZIRWeD EATHREETT, MHBICHTI NS RKEETIE JTAG Z#E3hbd 3
lEEBBOULET,

RIC, SD boot (& SD XF o PZ=EI LT TRE T 2FEFNLRIEETT, TORA. SD XT1 7 D&
HMPOREICE > TIATLANDEA, SD boot ZF|AHLUIcEF 27 7 —MEICRIT Z2HEBENEZSNE
I, cNS5DYRXTIE. SD boot ZEMICT B &ETHBRT 2 EMNFRETT, LH L. SD boot (&
AT LADEIHDEE|HIB>TWET, SD boot ZE ML TSI &ICK>T. eMMC boot HHEENTE AR LY
REEICHR> 1235 E. BB TITAG OEMENEDLETHRES N TWS E, ZEEEHTDZIENTE
BWTFINARICKD (BEITDUHNEWN) FIEEENG D EZEZEEBLTLEEIW,

VIR 7ORENTET UEERRKICAS S, 2EA Armadillo ICY 7 M7 2 7Z2EZ AT 2HD
AVAN=ILT 1« AIDREICTRD £9, Armadillo Base OS TIEEFEMNTET Lz Armadillo E¢a~v
YREEFTIBZEICED, #D Armadillo DIL— 7 7AIIN IV AT AR T —MNO—45—%ZFDEF
AVAN=ITARIAA=IEVUTERTBDZENTELXT, FHLBERIIUTORBEY=27I)L%E
SR TSIV,

- Armadillo-loT =k x4 G4 "TREUEIVRATLAZAVAN=IT 1 AVICT 3 [https://
manual.atmark-techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja-2.6.0/
ch04.html#sct.make-deved-system-to-install-disk]

- Armadillo-X2: THRE UL ATLZA VYA N=ILT 1 AV IcT % [https://manual.atmark-
techno.com/armadillo-x2/armadillo-x2_product_manual_ja-2.6.0/chO4.html#sct.make-
deved-system-to-install-disk]

JTAG & SD boot #E#b UicA Y A RN—=ILT ¢« XU %Z{ERRT B IC | abos-ctrl make-installer O
VY REZE{TIBHIIC, abos-ctrl installer-setting AV RTHELET,
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ESD J—hEEWCTDRETH D, BAEAD Armadillo @ JTAG &

/ ERRUTcA Y A N—=ILT ¢« AU %ER L THIEME U7z Armadillo @ JTAG
SD 7—rDEMICHRDZEIEHD £ A

[armadillo /1# abos-ctrl installer-setting
Would you Llike to disable JTAG in the installer ? [y/N] (1

y
JTAG disabled setting for production Armadillo has been configured.

Would you like to disable SD boot in the installer ? [y/N] (2]

y
SD boot disabled setting for production Armadillo has been configured.

71 AYAR=)IT1 XU D JTAG & SD boot Z#EXLd %
QO JTAGZEMELIZEHEIRF Yy EANLET. EWMLLBWESRMAHAAET Enter F—ZHL

TLIEEW,
O SDT7—rEEWLITZEREY ZAHNLET, EWNLUAWVESIZAHAHET Enter F—%
BLTLREEWL,

BEDOHRTEEESRT BIC|E abos—ctrl check-secure AN REZFEITUET, disabled DIBESIEE
b TBREICE>TWVWET,

[armadillo /1# abos-ctrl check-secure
- JTAG access disabled for mass production.
- SD boot access disabled for mass production.

K 7.2 JTAG & SD 7—hDREEBEZERT S

HEZVELY NI BICIE —reset A7 3> %fFFT abos-ctrl installer-setting V¥ K%&EZE1T
LEY,

[armadillo /]# abos-ctrl installer-setting —-reset
cleaned up all settings.

K 7.3 JTAG & SD 7—hOREEEZE LY TS

JTAG & SD boot O#E#N{LERTEZEETULIEIC, abos-ctrl make-installer AY¥ Y REETLTA
VAN=IT 4 RV EEBRLUET, IV RETRIIC. Armadillo i1 V5 —% v MNMcERSN TR D,
M2 10GB LU EDZEERENH S microSD h—RHAEAITNTVWS Z & EZRERL TS W, microSD
H—RADTFT—ZEA VAN =T A ATERBICEEZINTEITLESDT, RELT—FIEF
DNV T Ty TZRoTEWNTL IV, AVY RETHIIUATOLSICHED XTI,

[armadillo /]# abos-ctrl make-installer

Checking if /dev/mmcblkl can be used safely...

It looks Like your SD card does not contain an installer image

Download baseos-{product-image-name}-installer-latest.zip image from armadillo.atmark-techno. com

C170m) ? [y/N] ©
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y
WARNING: it will overwrite your SD card!!

Downloading and extracting image to SD card...

Would you like to create a windows partition?

install, leave at 0 to skip creating it.

Custom partition size (MB, [0] or 16 - 29014): 500 (2]
Checking and growing installer main partition
Trying to install mkfs.exfat (exfatprogs) in memory from internet

(1/1) Installing exfatprogs (1.2.2-r0)

Executing busybox-1.36.1-r15. trigger

0K: 148 MiB in 197 packages

exfatprogs version : 1.2.2

Creating exFAT filesystem(/dev/mmcblk1p2, cluster size=131072)

Writing volume boot record: done
Writing backup volume boot record: done
Fat table creation: done

Allocation bitmap creation: done

Upcase table creation: done

Writing root directory entry: done
Synchronizing..

exFAT format complete!

Resize device id 1 (/dev/mmcblkipl) from 520.00MiB to max
Installer will disable JTAG access

Installer will disable SD boot after installation
Copying boot image

Copying rootfs

Copying appfs

At subvol app/snapshots/volumes

At subvol app/snapshots/boot volumes

At subvol app/snapshots/boot containers storage
Cleaning up and syncing changes to disk...
Installer updated successfully!

Finished writing baseos-{product-image-name}-installer-[VERSION]. img, verifying written content...

That partition would only be used for customization script at the end of

fetch https://download. atmark-techno. com/alpine/v3. 19/atmark/{arch-name}/APKINDEX. tar. gz
fetch https://dl-cdn.alpinelinux.org/alpine/v3.19/main/{arch-name}/APKINDEX. tar. gz
fetch https://dl-cdn.alpinelinux.org/alpine/v3.19/community/{arch-name}/APKINDEX. tar. gz

T4AYAN=IT 1 AT 2T B

Q@ yYyZEAALEY,

(2] AVAR=ILTARAVRIA VA=A ZREFLIEWEERE, BRICERTES%E 2 /(-

TavarveEEELLEY A XIERLEYT,

Mnstaller updated successfullyly &FRREINNIE, EFIC microSD h—RIZA YA R—=ILT1 X
TJAA—IZEZTIALIENTETVWET, Armadillo M5 microSD h—RZKREL TS W, &

®D microSD h—R%Z{#E > TEEHR Armadillo ICA VA M=IL%Z1T5
SD boot NEML S NTIRREE KD £,

7.2. u-boot DIRIBEZHDEEZHIRT S

& F® Armadillo (& JTAG &

Armadillo Base OS @ u-boot & eMMC OEEDREIEHN SBREBEM % FHAIN-> TWETD,
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REDEWATIELI—F—FFD eMMC OFEIICEAATEETAN., eMMC DAL SEEEZN
fc&ELUTH Linux NEELWY =TV X TREIT S LS ICULIcWGHEIX. u-boot DIREBEZH % &H H12E
Ov o UlcADNNELTY,

imx-boot /N — 3 3 > 2020.04-at23 LLB& T L. uboot-imx/configs/x2 defconfig IC
CONFIG _ENV_WRITEABLE LIST=y ZiBHINT % &, BREOEEE AR UV CRBEZHLNIZEE TELRLBENDET,

FOLEEAROBIEZTHO 'Y X ~IE uboot-imx/include/configs/armadillo x2.h 7 7 1)L D
CFG ENV FLAGS LIST STATIC TEHREULZE9I,

RBELTWEZ OV T4 TlE. UTOREBEEZEHNEZERRETT

- upgrade_available & bootcount: O—)L/\y JBEBEICHEREH T, O—IL/\y U HEE%= EMIC
9 3G EEW T upgrade_available D77 A )L MEHZEICL TS EE LN,

. encrypted update available, dek spl offset & dek fit offset: BES{k N TL\S imx-boot d
EAMHCHEREHTY, imx-boot ZESILUBRWEEISHIBRTEZIN, HRUILEETHFE
HHEEF A

- ethaddr, ethladdr, ethact & ethprime: ®Y N7 —2 XY REEDZEH T, T7AIL DT —
RIXYRIZRY NT—UZFERAUTCEEADTIHEICEEL D FE A,

Ffz. Linux Z&EL T fw_printenv EFZFEAL TH Linux JAITIET 7 4 )L MEPEEAREDRIEER
HIUXAKNFIEEL TWRWDOTEREMEVNT T, ZHOEICEWDH B1BEIE u-boot D prompt T
HERLTLEE L,

REETofRIC 553 BRBFHT—NO—5—DOH H 75.6.3. ELEFADESLT—~O—

S—DERR) DFIBEEBDICUEILRT B E, CFG ENV FLAGS LIST STATIC ICU A RSN TWRIBIELT
BUNIETETESRL<BDET,

7.3. u-boot 7OV NEEMICT S

Armadillo Base OS @ u-boot &7 7 # )L k T autoboot BNE%ICE > TWE T, autoboot HNEZD
BIREETIFRE o771 L1 (bootdelay) DFIF—ANZRFE. AALRIFNIEBEHNIC bootcmd %=
ETUT Linux 2E81LUEX T, —A. RE>EEFEICF—AIDHZ 7OV T MHRRRIN T, KA
BRANVVRAEERTITZIENTEEFT, INSOOAVY RIFETHEFREDTITH, WEBEHICEST
HHEEHAREITZEDICEMBFERERDEET, T2 TE. RE-- KBRS ONEEZEMLT 25E
EBBLEY,

bootdelay 2. T 7AW, 2D
- 0:BFBERBERL, EUF—AATTAY IR REIND
. -1 : autoboot H &R
-2 FEEERLL. F—ADDHER

17.2. u-boot DIRBERDEZEZHIRT 51 DFIEZIT>FHEIE imx-boot D uboot-imx/configs/
x2_defconfig [C TCONFIG BOOTDELAY=-2, ZEMUTEEL TLEE L),

REBZHHIEZERRERIZEEIE Armadillo Base OS @ /boot/uboot env.d/no prompt OXRIRT 71 )L
ZES T, FESICEHZREINIEFSEROY Yy 77— NbBERHINE T,

HEMEERANY a7 ILESEIC LTSI,
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- Armadillo-loT — kD x4 G4: Tu-boot ODIREBEBZHDKRE [https://manual.atmark-

techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja-2.6.0/
chO6.html#sct.uboot-env];

- Armadillo-X2: Tu-boot DRIEZDKFE [https://manual.atmark-techno.com/armadillo-x2/

armadillo-x2_product_manual_ja-2.6.0/ch06.html#sct.uboot-env],

[armadillo “J1# vi /boot/uboot env.d/no _prompt (1)

#f bootdelay % -2 ICERET DI ET u-boot 7OV T MNEEMELET
bootde lay=-2
[armadillo ~1# persist file -v /boot/uboot _env.d/no prompt (2]

" /boot/uboot_env.d/no_prompt’ -> ' /mnt/boot/uboot env.d/no_prompt’
[armadillo “1# fw setenv -s /boot/uboot env.d/no prompt (3)
Environment 0K, copy 0

[armadillo “]# fw printenv | grep bootdelay 0

bootde lay=-2

CO0O

AV 7407740 EERLET,

77 A I EKGEIELET,

EHEEZTIAHE T, swupdate TEZADHZHIEEEFBNICTONTWET,
ESRANREREHERLE T,

'7.2. u-boot DRFEZXHOEEZHIRI 2, Z21T>TRWIEHIC
CONFIG_BOOTDELAY I 'R & 9 . &7
CONFIG_ENV_WRITEABLE LIST £3RTEY S M\ /boot/uboot env.d THRE L
TLREW,

CZTHBAULLMUNMCEWSDODDAENRHDEI, V—AI—RICR
FAAXYEIDRHBDERT, UTZSRULTLLEE W,

imx-boot-[VERSION]/uboot-imx/doc/README.autoboot
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EEB ll_j\ll_;\ CZ:) Etzs ;%Es ]ggz:giiili%ggfl/ﬁ\\'CZ:>:$ttt

/'J‘l'

CODETIREZEDHDHEEHS Armadillo-loT ¥— k7 =1 G4/Armadillo-X2 %575 /5% 5tiA
LET,

8.1. KASLR

KASLR(Kernel Address Space Location Randomization)i&. Linux 1—XJLDER{TREDRET7 R
LAZEEZRBDOLICT VT MET 2 X2 U T H8ETT,

KASLR Z#F%1{td % &, WEEED Linux H—RILKNDIEEDEEEPT—FY D7 RLAEFRT B &
NEREICEDERT, FNICKL>T. PRLAHDHIBHL TWBIEEICHBELAKEICK T 2FRELN/LZE
gz ENTEZT,

TIBHEEIREED Armadillo-loT '— ko =1 G4/Armadillo-X2 T, KASLR &%t TWET,

1—H4Z Y RTHEEDEEME L TASLR EWSH#EENH D £, T15
HEHMREED Armadillo-loT ' — ko =+ G4/Armadillo-X2 Tl&. ASLR
lFEESNTWET,

ASLR D" B#EEINTWS Z & 2RI S ITIE. randomize_va_space
DIEN O LI > TWB I & &R LTSS L,

[armadillo ~1# cat /proc/sys/kernel/randomize va_space
2

ZIMSIEFKASLR ZBMEL. BMESNTVWS I L ERRY 2HEEHHAL £,
8.1.1. KASLR &1k

BREZB/AT D ETCICUTOLSIC uboot ST /Ny THANENET, ZORAICI U7 ILERY 7
ROz 7 ETAISHOF—ZHUL T, uboot ® 7OV T MCA>TLRE L,

Hit any key to stop autoboot: 2
u-boot=>

IRIEZ# optargs DEZEZEL £9, nokaslr BMEESINTWBIEEIE. KASLR [FHEM LI TWE
ED

u-boot=> env print optargs
optargs=quiet nokaslr

BT optargs M5 nokaslr ZHIBRLE T, LT, quiet & nokaslr BMEEI N TWB I & &HE
RLZDT, quiet DAEIRELET,
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u-boot=> env set optargs quiet

RENRMEINTWS Z EZMHEZEUE T, optargs IC quiet DAHDEEINTWD Z EHERTEET,

u-boot=> env print optargs
optargs=quiet

REZREFLE T,

u-boot=> env save
Saving Environment to MMC... Writing to MMC(2)... OK

M ETKASLR OB Z# DD T,

8.1.2. KASLR OB ZN{LHERR

Linux Z#EE L T. Y VIRILDT7 RLRAZERUET, < I TEEFIE LT vprintk_deferred @7 KL
AzERULET,

[armadillo ~1# cat /proc/kallsyms | grep vprintk deferred
ffffdaffcac98530 T vprintk deferred

ffffdaffcac98530 TH S Z ENERTE X I, HiLHtk. BE vprintk_deferred D7 KL X =R
L9,

[armadillo “]# reboot

: (BB8)

[armadillo ~1# cat /proc/kallsyms | grep vprintk deferred
ffffabc2de898530 T vprintk deferred

ffffabc2de898530 TH B Z ENMER TE. P RLANEKL TWB Z ENER TERX U,

F17 16bit & Tz 20bit FZ V¥ AMEEhEzE Ao
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NETEE
N—=I3Yv F£HH BEIRES
1.0.0 2022/06/28 - FIRRFAT
1.1.0 2022/10/26 - 16.4.4. imx-optee-client ZEJL RT3, D optee D/\N\—I 3V
% If-5.10.72_2.2.0 ICEH
- 173, uboot 7OV 7 hZEMICT S, THRLTWS
CONFIG_BOOTDELAY D{#EMRAAI%Z uboot_env.d ZFERALH
DICESE
1.2.0 2022/11/28 - 1643. 7—hO—4%—ZBEIRTSD, N—=I a3 VEFHRAEDH
BELELE
- swu ZFABURET7 Y 77— NAEEEN
1.3.0 2023/03/28 - 8. BEEDHZHEEANDKEK, =B
1.3.1 2023/06/29 . 1533. E4Y—JL (CST) ##{H9 %, ANICBLY—ILD/\—
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- 16.6.6. uboot-imx DIEIE) DEREAX%IEIE
1.4.0 2024/03/26 - BIRZ(C Armadillo-X2 % #t58
574 AL —VUBSERIGOEBLEH Linux 1—FRIL1 X—
SDER, I ~-lock A 7Y a3V ICEYT 2@ EHAZERL
- 16.4. CAAM = ER U TEE #8595, IcH S op-tee DEIL
RAEZIELE
- 17.2. u-boot DIRIBEEHDEE=ZHIRT 5, %ZBI
1.5.0 2024/10/30 7. EBEICEIFTT/Ny JiEEEZR U %5, NDOFIE% abos-ctrl O

VY REFRUEFIEBEICEE
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