Armadillo-loT ¥ — k7 =1 G4/Armadillo-
X2tx*xaUrasHA4R

Version 1.8.1
2025/04/23

KRSt T7 Yy NY—2 577/ [https://www.atmark-techno.com]

Armadillo ¥ b [https://armadillo.atmark-techno.com]


https://www.atmark-techno.com
https://www.atmark-techno.com
https://armadillo.atmark-techno.com
https://armadillo.atmark-techno.com

Armadillo-loT — kD =4 G4/Armadillo-X2 ¥ a2V F s H1 R
wRXest7y =070/
BEEE 0 2022-2025 Atmark Techno, Inc.

Version 1.8.1
2025/04/23




Armadillo-loT '— k7 =4 G4/Armadillo-X2 X2 U7 HA R Armadillo-loT '— k7 4 G4/Armadillo-X2 Ex 21U F 1 HA R

EPN

I e o R g = =100 i SR 7
2. ZREEIT D UNT ottt 8
a7 =175 ] = | 1 R 8

A (Y -1 = OO 8

2.3 FRECIT D UNT ittt a ettt ettt 9
G T R S RSO RRR 9

2.3.2. AR Y RATIB oot 9

ARG TR T e e OO 9

T e o R B () L= dly U 11
R B e R B o= b v = =R 11
3.2. Armadiilo-loT & — k7 = G4/Armadillo-X2 DEF 2 VT A 5BIT coooovveeeeeeeee 11

3.3. Armadillo-loT #— k7 =+ G4/Armadillo-X2 TEIRTE=2 X1 U T e HE ... 13

SR N b L R A SRRSO 13

B T R N T = R e 14

SRR A Ayl Ny el A AN L - SRR 14

I I ¥ L N = AN R 14

B D R oo ettt e et e et e e teeaee e e e 16
4.1. Edgelock SEQ50 ZFJFAUTEF—A R L= e, 16
4.1.1. Edgelock SEO5x Plug & Trust Middleware ........cccccevviiiieiiiiiiie e 16

4.1.2. EdgelLock SEOS50 ZBANITT B ceoceeeeeeeeeeeeeeeee e, 17

4.1.3. Plug & Trust Middleware D1 > AR —=Jb oo 17

4.1.4. Plug & Trust Middleware Z3EFT % ..oooooeeeeeeeceeeeeeeee e 19

O BT ) L SRR 22

B L 7 T o N e 25
B B a7 TR EF T = AT R TR e 25
I o VA = Tl = SO 26
5.3, X a2 ) T E UTHA R BRI e 27

P iy v A N 27
R 5] e LV e R 27

5.4.2. uboot-imx DEF 1 7 T —FDFEEEMER oo 28

B5.4.3. ATDE ZZEME T B oot 29

544. 7y 77— 7AILERY —IL (mkswu) ZZEMET D oo 29

545 €F 277 —hBLVTRAML—VBSHICRERRAIY TN ERBETS e, 30

546. X277 —hBLTANL—IVBEICERT BRI U TNDOHA e, 30

s -+ R 31

55. EF a7 7 —MBLWIL—FT7 71 RFT L (rootfs) DEEBE oo 32
55.1. EF 277 — b &LV rootfs DEFEZITS SWU A A—JDFERL v, 33

B55.2. SWU A X =T DAYV AR Il oo, 35

ST 1K 2 RSSO 39
BB, 1. B 2 77 T — N D R e, 39

5.7. 2R Armadillo DEF 27 7—hrEBXVTRAML—=IBEBE (e 41
BIT. AVAN=ILT 1 RTVAX—=IEBREAD SWU £ X—IZERT D e, 41

5.7.2. Armadillo (€ USB X TEU ZIEA oo 42

B73. A YAN=ILT 1« RV A4 X—=I4EA SWU Z Armadillo IC1 YA R—=ILT 3 ... 42

5.74. FARIRIBEZFID Armadillo [ICEELT D .o 44

5.75. ARRBEZER U Tc Armadillo OBIFERERS oo, 45

58. Y RZYTRTEDT Y TT—RDER oo, 46
5.8.1. BEEH T — RO —DBHITE oo, 46

5.8.2. BZEH LINUX T—FRILDTEETFTE oo, 47

S I ) = i O 49




Armadillo-loT '— k7 =4 G4/Armadillo-X2 X2 UF«1HA R Armadillo-loT *"— k7 4 G4/Armadillo-X2 Ex 21U F 1 HA R

5.9.1. Secureboot.CONT DERTETTTE «oovoe oo, 49
B5.9.2. BRABIHA R = E BT o oo, 50
B.9.3. T a7 T = N D T e, 52
SR I N ) 1V 1) o b A G i R 55
BOBL. J7—LD T T Y TT =R RDTO e 56
5.9.6. SRK DL ETTDEEZ oo, 56

B. V7 N I 7 R T R B DRI oo, 59
B. 1. OP-TEE et 59
6.1.1. Arm TrustZone & TEE DJER ..o, 59
B.1.2. OP-TEE & ld oo 59

B.2. OP-TEE DIREER ..o et e e ee e e eenaeeas 60
6.2.1. Armadillo Base OS ANDFAFIAFF ..ooveiiieieieceeee e 61

B.3. OP-TEE ZZF BT B BT e e 61
SRS T IE = /o =L SRR 61

6.4. CAAM ZSERB UTe TEE ZHEEET D oot 62
I I 1V 7 D ARSI 62
B.4.2. B R BRI B B T D oo 63
6.43. T—=FO=F—=ZFBEEILR T D e 63
6.4.4. imx-optee-client ZEIL R T B .o 64
B.ADL. P T UT =3V EILR T B e 65
6.4.6. IMx-0ptee-teSt HEILR T B oo 65
6.4.7. EJL RIERDHEZBEFERDUTEE .o 66
0.4.8. OP-TEE ZZHEPFIATS oo 69

B.5. INT A=Y ZAZETUTET B oottt 74
6.6. Edgelock SEO50 ZJERUTC TEE ZHBEET D oo 74
6.6.1. OP-TEE M plug-and-trust T4 7 F U ..o 75
B.6.2. EJURDTEIU oot 75
B.6.3. B L R BRI B T D i 76
6.6.4. OP-TEE M+ plug-and-trust ZEJLR T D oo 76
6.6.5. imx-optee-08 DAY T A T DIEIE ..o 77
B.6.6. UDOOT-IMX DIEIE ...t 78
6.6.7. imx-optee-0s @ iMx-i2c RZTA/NDIEIE oo, 79
6.6.8. EILRET =5 RIR—RADIFIAF oo 81
B.6.9. XTEST DFEUBR ..o 81

B.7. IMX-0PTEE-08 FAMTIBEER .ovvoveeeeeeieeeeee ettt e, 82
BT 1. VTR T ITEIIER e 82

T A A i L 83
AT S = A SR 84

7. BEICHEITTTINY THEREE BT U B oo, 86
TV JTAG & SD T =R ZEIIET D oo, 86
7.2. U-Boot DIRIBEZEHDZEEEFIIRT D oo 88
7.3. U-Boot 7OV T REEITT D oo 89
8. R DD DB A DT oottt 91
B K A S LR e e 91
B.1.T. KASLR DB oo 91
8.1.2. KASLR DB R TR oo 92




Armadillo-loT '— k7 =4 G4/Armadillo-X2 €2 U7« HA R Armadillo-loT *— kU 4 G4/Armadillo-X2 Ex 21 UF 1 HA R

HBEX

3.1. Armadillo-loT =k 7 = G4/Armadillo-X2 DX 2T o8BI oo 11
3.2. Armadillo-loT '— k7 = G4/Armadillo-X2 OEITEBEDTEITR ...ooovieeeeeeeeeeeeeeeeeeeeeee 13
838, B 2 U T AT D 1/ B EEEH oo, 13
4.1. Plug & Trust Middleware QREADY T KT LT RF YT i, 16
4.2. EdgelLock SE050 RICRFEENTWBI—H—DMREFELEEZ I N THIERT D e 22
A3 HIBRUIEA——DMRBFEUBETRALEZT D E U THD e, 22
.l T T A T N T R N e, 25
B 2. MKSWU D/ 3 O oo e 30
53. 7= A= —DYV—RAA—=RDT7—=HATZEBFET D oo 30
5.4. SeCUreb0Ot.SN SETUD DIEAT ..oiiieeieeceeeee e 31
55. 77 >O—RK U7 IMX_CST_TOOL NEW ZfERT D .ot 32
56. HAINAZXUTc dtbo 7 7 A L ZBERA T BIEE oo 33
5.7. build OX Y RICEDIERL T IV SWU A X = e, 35
5.8. 1_write_srk_install_kernel.swu Z4 Y XA M =)LUTBDEENOY .o 36
59. SRK/N\Y Y aMEZIAFTFNTND I EZIETT D oo 37
5.10. 2_secureboot_close.swu Z-1 Y AR =)L UTcBDFBENO Y oo 37
DI B a7 T — R DB T B T & BT T D oo, 38
5.12. 3_disk_encryption.swu Z 4 Y AN =)L UTcBDIEFTETTE oo 38
5.13. secureboot.sh make iNSTaller D ZEFT ... 41
5.14. secureboot.sh make_installer D & > TIER I 11fc SWU 4 X =3 i, 42
5.15. secureboot_make_installer.swu > A R~ —JLEFD O ..o, 42
5.16. ATDE [T installerimg Z O E =93 ..o 44
5.17. microSD (T installerimg ZE Z AT ..o 44
5.18. rootfs RO 7 7V —> 3 VEBEBAESIEINTWEZ EZRER e 45
5.9 BHDT—FO—5—DYV—AOA—=REEBHT D oo 46
5.20. BN T —rA—4—DOY—ZAA—REIVRUYITYUVITTICT B oo, 46
B2 BT D T — N I B T B oo, 46
5.22. BRI DEBZEFHT—RO—45—% SWU A4 X —J(THHPIAL oo 47
5.23. secureboot_x2/tmp/linux_apk DT« L7 MU BZZEFET D oo 48
B5.24. BHTD LINUX J1—R)UA K BT D oo 48
5.25. BFTDEZBFH Linux I1—RILA X =% SWU 4 X—IIITHMAD desc 7 71 IL%=E

BT D oo 48
5.26. RHTDBLEH Linux T—RILA XA—=IDHPAENT SWU £ X—IZEFKT S .............. 49
S Ay e NI e e = g e R RERR 51
B.28. BBl T — RO — D B T A R e, 51
B5.29. LINUX 1R D D B B I X w3 e 52
5.30. AN L —=YBBEELITHIH Uz Linux A—FRILDBEBFHFA A= e 52
B.3 1. SPL o o 7 T — N T T oo e e, 53
B.32. U-BOOt 23 0 77 T N 0D T T e, 54
NG T o= e Byl N7 ) B el VN SRR 55
B34, T 7 =TT T T T T N 0D T T ettt 56
6.1. Armadillo Base OS & OP-TEE D3 EEIE ...oovooeieeeeeeeeeeee oottt 61
6.2. SEO50 A1} OP-TEE DRCENY — 2 > AR oo, 78
SRR O I N = ) B Sl AN £ PR ERTSTR 82
B.4. I.MX BM PIUS DI K T L N 0 e, 84
T1.AVAR=IT 1A DITAG & SD T—=REENET D oo, 87
T7.2. JTAG & SD T — N DR B B T D oot 87
7.3. JTAG & SD T — RO EMEE Y T N T B oot 87
W O N W e g (=1 A= I SRR 87




Armadillo-loT '— k7 =4 G4/Armadillo-X2 €2 U7« HA1 R Armadillo-loT '— k7 4 G4/Armadillo-X2 tx 12U F 1 HA R

RKERX

2.1.
2.2.
4.1.
4.2.
4.3.
5.1.
5.2.
5.3.
5.4.
55.
5.6.
5.7.
6.1.

e == A Y NSRS URRSRSRRRR 9
R T O T N & R T R B D B R oo e 9
Plug & Trust Middle D/R s T —30 e 17
Plug & Trust Middleware M R— R ... 17
S (01T 0 =] o T T o 1 o RO USSR 17
SR P D -1t = b I ) L= SR R 27
B e 27
BIBETERT % securebo0ot.Sh D 73/ T2/ oo 30
DU D G B e e e ettt 33
e ) A= (0 o AT O IR (5 G RO R R ROPRRR 35
MAKE _INSTAIET DD TIE oot 41
S Iy el N == (L = 27 p T = L = SRR 50
OP-TEE X B N T oo ettt 85




Armadillo-loT "=k 7 = G4/Armadillo-X2 €F a2 U F 1 A K XU T EEOHE

1. £Fx 2 )T EEDOHE

Armadillo-loT — k7 = G4/Armadillo-X2 [CIFFEDERD 2 DOBSNIEB7 /oL —5%
EBHLUZEI, Armadillo Base OS tHHAEDLEZ LT, EER 1) T EEEx TR HHICER
95 ENTHETT,

NXP Semiconductors (L{F. NXP) EdgelLock SEO50
- ISR —ERDERRILICOHFIAFRELENE S AA S NF Y TEFRVIEAS
- ABBICHERIBELULBVWF—INL—Y
. OpenSSL 5 DOFAICXIE (OpenSSL engine) [1]
. EdgelLock SE05x Plug & Trust Middleware @ E'JL RiFH/ Oy o — I D124 [2]
- BOFHEETATY ROEIL REH/ICy 7 —I D2 B
NXP i.MX 8M plus ABRDESLEFY 75 L —% CAAM
- Cryptographic Acceleration and Assurance Module (IXF. CAAM) I & % ERESLIE
- ¥ 177 —h (High Assurance Boot, X{'F. HAB)
- J—hAO—5—0DESt
- ANL—=YDIEF1E

cEwFaTFT—h T-hO—F-OBES. ANL—YDBESHICHISEULIEEILRRT U T KD
it

- TFPAILDOEEE - EEAVY RO RFH/ICy r— I D24 4
Arm TrustZone

- V7 NU z PRTREORS (OP-TEE)

NIRSA, EC, RNG @&, OpenSSL 1.1 [Citi5. 3.0 (FFERERD £

LPINXP MU U—REN351TSUDEIRFH/ICY T —I% Alpine Linux & Debian Linux BFIic U J—ALTWET
By hY—2oF77 /HEFELEIT > K% Alpine Linux & Debian Linux @IFICU JU—XULTWEYT

“IBlack key blob % FIf U fziES 3% Alpine Linux BIFICU Y —XUTWET

BITIZHEREYPRE T v 77— Mc&£Nn 3 Armadillo Base OS Ti& OP-TEE (3t#gELE A, F UL IE 76.3. OP-TEE %
MR 381, 2SELTREL




Armadillo-loT "=k 7 = G4/Armadillo-X2 €F a2 U T« 41 R AEICDONWT

2. KE[CDWT

2.1. XZDHEN

AAARICIE 2 DEHENH D T,

- Armadillo-loT '— k7 =4 G4/Armadillo-X2 & Armadillo Base OS D& D#éaex AW T, #
BEOBBREEICELIcEX 2 T EEADITD

- Armadillo Base OS &YW —JLEEZBEWT. Armadillo-loT — ko = G4/Armadillo-X2 Elc#
LUV RATLDEF 2V T ZHERLU W EODEKRNLFIEZ AT 3

2.2. KEDBA

B.Et*xaUTrDEZA)

- B EFa VT« OERNHMR T EFa VT HEZE

ATBDEAULLGWCEDLSY, IE5R-> TEBERKICEIESTE
F2UTADEECDODWTEZZEY

- 13.2. Armadiilo-loT 7' — kD = G4/Armadillo-X2 Ot+ 211

TAEE Tl RBEOADOVREBEDRH. \—RUz7#
gen s Armadillo-loT '— ko = G4/Armadillo-X2 ZW\W< D
MOEF2)TDEZELTHEULTHRALET

. 13.3. Armadillo-loT #— k7 £ G4/Armadillo-X2 TEIRT=

Zxa VT EEEER) Tl EF 2T BEDEAZE
2% &=L, Armadillo-loT & — k2 x4 G4/Armadillo-X2 &
Armadillo Base OS O i#EbE TERBETE5, FAEEICELL
X1V T BEZHDITET

- 134 EFINA—XRT—X;1 TlE. WO DEFILI—RT—

T4, SBOIRE,

B.EFxa277—h;

6. V7 kY PRABEOR

E

AEFDI—AT—ATREEEZSND X1 T EEEE
NULET

- T4.1. EdgelLock SEO50 ZFJALfF—XA ML —Y T

Armadillo-loT '— k7 = G4/Armadillo-X2 [cE&EH TV
% NXP % Edgelock SEO50 Z+—X AL —Y & ULTHIAT S
FHEICDODWTEHRBLET

- B X2 77— LI —KT7A1ILY AT L (rootfs) @

E51t) TlE. CAAM ZRWTERY 7 bz 7HEBT S &
ZRIAT BIcHDERETHZ2EF 27T — N EZBHNICT B2HER
FOAM L=V 2B TB2HEICOVWTHALET

- 6.4, CAAM ZER U TEE Z#E£I %1 TIE. Arm

TrustZone 7% / OY—#%FIf L7 TEE £%T%% OP-TEE O
BEAECOVWTHALET, CAAM £FIA L SERES0E
MAREIC D £ 5

- 16.6. Edgelock SEO50 Z &R UL fc TEE Z#ET 2%, TId.

EdgelLock SEO50 Z#JA U fc OP-TEE O#EAEICDWTELHA




Armadillo-loT "=k 7 = G4/Armadillo-X2 €F a2 U T« 1 K AEICDWT

L9, COEITIE EdgeLock SEO50 DF—X ML —I%EMA
U SLIBENAIREICRD T

7. 2EICAEITTT/\y Ve - AERARZRITCHEEICEIF TEBINRNES/EEICOVWTHBLE
ZBAU %, El

2.3. RiolcD2WT

23.1. 7#x> b

FETHUTOLSABEHRTT 4> MEFEWNDIFTVET,
K21 EALTWE TV b

pEPAN! B

AXFDT AV~ AL

[PC ~1$ Ls Oy 7 k&1 AAXFF

text WET2XFIPHATNZXFS, £llddXV b

2.3.2. A< Y RAAHH

ARECEH SN TWBIVYY ROAAIE., BRRESNTWS 7OV 7 MNic&> T, #RENICHIG UL
EETREZEELTEMTVWET, T/ 1 ODFEREALYENTFTA LI RNJICEK->TERBRDET, &
1—HDOR—LAF«L2ZRVJIE T, TRULET,

R22RR7OY TN ERTREORRK

pA= A VY RORTRE
[ATDE ~/]$ ATDE EO—f1—H TELT
[armadillo /1# Armadillo F Linux @ root 21— TET
[container /] Podman J> 7 +HNTEIT
233. 743y

ARFIAYVRINTRERUTOLSICZAIVEFERALTWET,

: ERERZTHUI I,
c ERFEREZTHLIT,
EEFRZTHULI I,




Armadillo-loT #*— k7 =« G4/Armadillo-X2 €F¥ 1Y F 1 H+ R REILDWT

Z HEBRZEHLIT,

SEBRETHLE T,

10



Armadillo-loT "=k 7 = G4/Armadillo-X2 EF a2 U T« A K tFXaUTDEXH

3. tFxFa2VT1DEZR

3.1.tFa V7 DERXNMR

HmARICEYPIAANIEIRABOIDDHDETITH, EFXaUT DL SBHEEEICDRH SR
OAXRFEERESNNETT, UM L. —BEFa2 VT BEBENRELTLERS & EHEFELEGEEERN
BEELT TR, HENBERDET. BEBELRERLBWEIC OB > TUXRSHREENHH X
Yo FOAINESEREEDVPAEICFEEIDOTHNRE. EFa VT BREERINBZINETI, LHL.
AZXAREMETHD >l T DONRZEDASDOTIEIAR DS AT, ﬁtﬂb\jﬁ}#ﬁtq:lUT’f
WNRZFLU DI EDKRYITY, HmARDORVRETTINEBREEZRHEL. TNOSBHREEILH
TREBREVARAVZAMMULT, YRV ZFHAT 2FEZT 2L Z2HBHLET, DX T, BAX
MRICRESTcEF 1 U T A BIMZRRT 2 2 ENKYITT,

3.2. Armadiilo-loT ¥ — kU = G4/Armadillo-X2 otV
T« fEIE

Armadillo-loT &"— k7 =+ G4/Armadillo-X2 (. E4#E SoC Z&EH UcHAAHEREZD T v ~
TA—LEULTOFABEEIEEZ A XY MNT— 7’(/7 TJx—APEF217ITL X2 Edgelock
SEO50 Z&#HITZDT, IoT T/NA A, 0T F—h VA1 EWVWS XYy NT—UHEBRDERICHEL
T2V RNTA—LTY, BRALBFBRELELBAENS OKEDAREENH D T, ERtEFaUTa
HEZBDDAT, VAT LAZKENTHEBL THML. ZAS5NZKREDOAD OPKEORHEN S, %
nNoztxa )T DEBEVLTHELET, PFEITZCETEFAVTA4ZEZIVPILLTRHIENT
=%9,

XYy RNT— A—PXy M PERLAN REDBEA VT —T7 1 —RZNUICERNS DKEN T 5 —

7 NEZSNE T, RBEISHRPICHEEITDIHEENHD., Xy NT—VEGRIEEIC
WEEZZIDEBENHD £, CDFE. Linux. EF¥aUTFrs204730U, 7083
WAZYDRREY TN 7D ZFAUCKRELGRENHD £,

N—RYT 1JOAYVI—T1—RAPAEUREN—RI T PICHTIHERY Y —DEISNET,
7 FRICBAULET/NNA APEEREICK> THEEITT/INNA AZAF LT, FITIcTN\
AADHDIRETT/INA AT U TYEBENICEEREXITWET, &zl NZADT
O—7. XBUDTVTREDKENSH D, Fic, BEREBERDIHDT /Iy THREHF

-
AEhsZ&bHhhFRI,
/ - Netwom
Cloud service Internet
Intranet
xtranet
1
4 = Armadillo-1§T 57— R T 1 G&
wlan
ethernet
usb
i.MX 8M Plus
i Edgelock] ——[——
Peripherals || JTAG | | UART | “cB80C ‘ DRAMJ eMMCJ
—
K A K " . .
| . \, 1 I
\\ Hardware /

3.1 Armadillo-loT #—k 7 x4 G4/Armadillo-X2 Ot F a1 U 7« $8i%

11



Armadillo-loT "=k 7 = G4/Armadillo-X2 EF a2 U T« 1 K tFXaUTrDEXAH

F7z. Armadillo-loT '— k7 =4 G4/Armadillo-X2 RDtF 21U T 1 ICEET2ETEEE UL TCUT

DESICHFEITBDIEDHTEET,

REE (Rich Execution
Environment)

TEE (Trusted Execution
Environment)

CAAM (Cryptographic
Acceleration and Assurance
Module)

EdgelLock SEO50

Z DB TIE Armadillo Base OS %##AL9 % Linux. A>T+,
77U —23 /b\EM’Fbi?o XYRNT—=DEN—=RKRT 7D
FDOHENRY Y —ICEDHBEFITZAEENHD £T, EXRHIC
L:-,t Linux DtFx a2V 7 DEEAICK > THRESINZ DT, &Y

REEEZITOIEDNRYICE>TEFTT, £/, Linux ICRST
0SS DA TIIBEICHBENREE I N, ZOWNEKRIRELTD
NTWEY, ExFa2 YT /NNy FZEDADIOHIC. HABRZU
EITBIEDKRYUT. BREBBSRREIRRICY I NI 7OEHNZIT
bRIFTNIEEDFE A,

i.MX 8M Plus ICNE 9 % ARM Cortex-Ab3 [Tl TrustZone
MTE>TIY—=ZANDT VR =HIBT DEENHDET, <D
BEZFRAULTY 7N 7OERTREZREEL. BREEYLZOD
MIBEIREST D ENTEEI, Armadillo Base OS Tl OP-
TEE Z#HAL TWET, VI Mz 7N S DHENRY F—|C
9 REE ICBENDDREICHED XTI, LML, Tc&EZEEEIh
ELTHEIY—ZANDT7 7 ALHIRE 15D TEZEKE | SEEH
T9, #Dfcéh, REE eI TWS TEE MmIF D APl Z=F]F8
ULIiEREBLRENEZSNET,

Armadillo-loT '— k7 = G4/Armadillo-X2 I[cE&H IS i.MX
8M plus REBIC IFESWIBT V25 L —% THS CAAM HNE
énTmiﬁgCAMAiSd3W£ HB2DTEF2IT7THD,
Fle. BRICESUIBEETIZIENTEEXFT, CAAM TORE
S| iﬁr‘a%ﬁéné@—c CAAM \NDE#EZEKE(FREHTIT, VI~
D 7AINS DHERT Y —E LTk, APl E AR DERPEE
Wo 7R/ O—REZFABAUCHELRENEZSNE T,

Armadillo-loT ' — k7 =4 G4/Armadillo-X2 IcldtEF+27TL
X >k EdgelLock SEQO50 ME&EEnTWET, RSA ¥ ECC &
Wo TelBESIBIFHEZA. RAEPICT TV a XTI ZRET 57
B, F—ARL—IEUTHIATZIENTEET, WolthilEz
EZADEATICE<BHUBVWEZT TCESUIEICFIBTEEXY,
e, FyTRERICF Y 7EBO RSA & ECC DfEH NXP @
BEEANMETVWCODERIICA VYA M=ILEhicRETHESINE
o TNSZT TV RERVLPELREICHAITZIENTEXT,
VIR 7RIS DKENRI T —ELTIE. APl E AHRDIERYN
BEVWSTERAO—RZFBAULEKEBRENEZISNK T,

12



Armadillo-loT "=k 7 = G4/Armadillo-X2 EF a2 U T« A K tFXaUTADEXAH

i.MX 8M Plus

Normal world Secure world
REE

Application

Linux 5
CAAM, SNVS

CAAM

Edgelock SE050

3.2 Armadillo-loT ' — k7 = G4/Armadillo-X2 DOR{TERIEDES

3.3. Armadillo-loT — k7 =41 G4/Armadillo-X2 TEHT=
X VTrcsgEEME

RBLEWAHEEDI—XT—RISh>Te&8REtEX 21U T DERDH. Armadillo Base OS ICHRA 1R
X2 T FENEHAAD I ENAETT, RIcKZtLEF 12U T EMOAN—FT28EBZRLET,
X1 T o BEMERBTZRICIE. AT ARIMNICK>TEZEFTOHENTOLNDIDHL ZIBET S
CENKYTT, BRERETEFNZTNOEMEIEWEXF 2T HEEZERIDZIEDICHRDEBEITH.
BHTHERT LT TREZFDOHRIIBREN TCEFAEREDICE>TUEWVWET, FDH, W<DH
OEMEBEYIICHASLETHRET S ET. KDEEREEH/N—F Z0ER#E LIz 1Y T 2RI
TEET, FUT. AN—F2HAINERDH S & TERER#ELR X1V TrEFKBLET,

Hiffy CFA7 | sr—sas | Edgelockseoso | TS PUS T supius | HMXSMPIUS JTAG TR b
OP-TEE |FWFwT7—h o >l ekamo—r o |eFauT o | mEEe

= (SWUpdate) PREE | EFITTLAYE sy (AT, swvs) | s
VIRITT D)\ T N5

IERYI N7 SV E R EiE B0 v v

VI NIRRT RN v v v v

VINIT P ORTRIEE TS v v

AERYIFITTAESAFERN v v
Bt LOAVE SISO E

ARL—=IhBIRNMERV, EEEEERO v v v v v

RAMASHENE/RL, ZREEE AL v v v v

FWTwf 7 — MBIED ERR L, EEEEERL v v v
SERE RO W I at R

AL —SHBHEh B, EEESERL v v v v
EV e

AT U NRAERICHEUR-ITES v

AT U NRERKICIEEEETS v v v v v

® 3.3 ¥ YT KON/~ ZEHH
34. EFINAI—RAT—X

Armadillo-loT 7'— k7 =1 G4/Armadillo-X2 [$RA RE G, RARBRRETHHEINS I ENEES
NEd, TNZENOI—RT—RAICL>TERBINRZERNEFELET, TNSDEBRZIEULSIEEDL
T, BURLEX1) T EilTEER, HAEDEEZENKTITT, HAEDLEOHE UL TUATOET
NWIA—RT—XA%ZRUXT,

- Ry NT— oS
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- U779 RY—EINDIERLES
- RBAIEDN T RE ARt RS
3.4.1. %y MO —U 3R

A—XT—RA XY KNIT—IRBRBADODKENS TNAXAZFRELLZRITNIEWVWFEREWT—X, 15—
XY NCERT 2B ERET DT —RALIFTTEHRL, HRRXY NT—IADEHRT
HOTHRNILHSDKED Y RV ZERBITZT—IAHHDEFT,

tFXxaUTa XY RNT—=TO AT —T 1 —ADSDEBAZHLS

DAt
- N\—=RT 7 NDODEZEKREFEELEZWV

T*xa21UF7«r Armadillo Base OS [CIZRERED Linux DtEF 1) T DEEADEHAA TN TL
AT 9, BYLBEEAEMI DI ETEF YT 1 DEEILEIRTEETT,

Fle. N—ROTTPANOEEREZEFIZELRWVWEIEWVWZ, Linux YV —ILADT7 72X JTAG H
BWRFELETIE. RTVTRFFTA4 EVWSEBECHEDPOKEBOWNRICED hREF A, Lf/BEEICIE
TINY JHEREHEENICT D EEZREHLET,

3.4.2. 7577 RY—EZANDIEHGESR

A—RT—RA V5O RY—ERETLARNIBEBREEDYD EDDP, FTINA RFBEEDTHD
BAIIAEZEESFD W — 2, Fleo TINARAETTHLFDEIcH DT —E T
W E2HEBELEET %,

EXa2UTFs - RYKNT—IA VI —T 1 —IDSDEAZRHELS

DAt
XY RNT—IRADEAZHFULUTET/NNA ANDEPIAE, BEREEITTS
- N\N=RIT T PNOEZEKZEIEE LRV

BREE(RBSULEPR)OHEVIRA Y N TFS

tXxaUr~a XY RNTD—OBBZOEX 1 T FHMTICATEINZ %,

AT
. F—Z KL —Y& LT Edgelock SEO50 %#FIET %

- 77 ANICRERRERTFLUTES 772 L — Y TRSLLE, ESLEZT
>

. CAAM ZFIHUTc OP-TEE TY 7 Nz 7 OETEREX R T 5
. HBE/BERICIE TNy SHBEE EMICT B

3.4.3. FRBFNEH A e/ as

A—RAT—R  REHERPZENICHEET 20ELRE, LBEZTSRESAZTFSRITINEWVFERL
T— 2o

t*alVT4 - RYKNT—IA2T—T—ADSDEAZHL
DF3Et
- XY MNT—URBBDOEAZFLULTHET /A AADRCIAE. BREEIITS
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C FINA ANDBEERED 5 T/INA R%FE (2L, TRLANLOKEFEE LA
W)

tf\ilu T4 RYNT—IREOEFIUT A KMICUTZMZ %,
i - EdgelLock SEO50 Z#FIF U7 OP-TEE (38D X k L —2/(d EdgelLock SE050)
- CAAM IL&2EF277—hK (HAB) &EFz—YATRF X
- ARL—=Y DS
- XEVDOEEEF VY
- W /BRERETCIE TNy TSR BAICT D

15
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4. EDIRE

ZDETIE. Armadillo-loT &— k7 =+ G4/Armadillo-X2 & Armadillo Base OS #f|fEL T#E%
REITDIHEEFRESINBZFBITZ2AEICOVWTHBLET,

4.1. EdgelLock SEO50 ZzfIBLUfcF—A ML —Y

NXP @ EdgelLock SEO50 (& loT 77U =Yg vElTDEF a7 ILAYRNTT, 77v¥aXE
VZRBLTED. RESNLWEREZABICEL I D ER<BESLBICFHATEXRT, TR
Egelock SEO50 ZF+—X ML —Y & UTHABT 2 A EZHRBALET,

/ EdgelLock SEO50 DFFMICDOWTIEUATOT =5 > —hZ2ZRU T
Sy

SEO50 datasheet

https://www.nxp.com/docs/en/data-sheet/SE050-
DATASHEET.pdf

4.1.1. EdgelLock SEO5x Plug & Trust Middleware

EdgelLock SEO50 ZF#|AHT 27=pDYV 7Tz 7& LT, NXP 5 = R)LD = 77 EdgelLock SEO5x
Plug & Trust Middleware (X F. Plug & Trust Middleware) DMt TWE T, 72U, EILRFE
HINA TV FREEENBVWcHFARBICEDETEIL ROBRENHD XTI,

Armadillo Base OS <& Alpine Linux & Debian GNU/Linux A7 Ic Plug & Trust Middleware @
EILRFBEHICY =Y RBHULTWET, LUTIE Plug & Trust Middleware FiZDY 7 K0 27 R 5 v
JTY, BEFDOEIREFEHF/ Y T—JFRWHADTOY ZICKRDET,

i.MX 8M Plus
Container

| Application |

l se05x-tools ‘ lplug—and—trust-tools | |OpenSSL|
2 v v

plug-and-trust

Armadillo Base 0S T
podman |
Linux
imx_i2c

( Edgelock SE050 )

4.1 Plug & Trust Middleware OEADY 7 NIV 7 AT v
RHELTWB NNy T —IRBUTDERED T,
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Armadillo-loT '— k7 =4 G4/Armadillo-X2 €2 U7« H1 R

HOMRE

% 4.1 Plug & Trust Middle @/ 7 —

Ny g—

RE

plug-and-trust

Plug & Trust Middleware @ EJL RFEHZ A T 5 ) E,
OpenSSL engine &%,

plug-and-trust-dev

Plug & Trust Middleware OBZER7 7L, 77U —2 3
VHEREICFIATEERT,

plug-and-trust-tools

Plug & Trust Middleware IC&&EN 2> 77 TU o —2 3
Vo BR/INEDOENMERESEY —IL (se05x_Minimal) Yi&%eEvrEE
1EIRZ ST B Y — /L (se05x_GetInfo) % &,

se05x-tools

JERTRESHIT DROFTHAEEY —/l,

Armadillo Base OS "9 271 ANUE2—yayeEN—yayviEBUToEEDTY,

% 4.2 Plug & Trust Middleware ®H7R— k

FT14ANUE2—>aYy N—=Y3a>
Alpine Linux 3.15

Alpine Linux 3.16

Debian GNU/Linux 10 (buster)
Debian GNU/Linux 11 (bullseye)

/ AAA REBRBFERTIEFABALEN=Y 3 VIEUTDEE D TY,
- Plug & Trust Middleware : 04.01.00

- plug-and-trust : 4.1.0

. seObx-tools : 1.0.0

4.1.2. EdgelLock SEO50 ZE#ICT B

EdgelLock SEO50 (& ENA EVH 7 —hahd EBMELESNE T,

Armadillo Base OS 3.18.5-at.7 (linux 5.10.205-r0) L& Tl Armadillo-loT &— ko 1 G4/
Armadillo-X2 @ EdgelLock SE050 (77 4 /)L N TEBMICEMLEI . R —TE—RPEFEMLS

NeLSEEB>TVWET,

FNLETO/N—Y 3 v DiFE(E EdgeLock SEO50 WEEICEMEEINAWEH., ENA EVEZF
g7t — bk LT Deep Power-down E— RZ BRI 20ENH D £,

% 4.3 SE050 ena pin

SE050 PIN i.MX8MP port

initial port status

ENA GPIO1_1012

GPIO input

gpioset A > REFALT GPIO1_I012 ZHAR—KMEEL T high IZ9 %,

[armadillo ~]# gpioset gpiochip@ 12=1

4.1.3. Plug & Trust Middleware 1 > X k—JL
Debian & Alpine Linux ICRE UL EIH. < ZTIE Alpine Linux THEE%ZEDHE T,
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AT+ ZuUs5 EIFERT,

[armadillo ~]# podman run -it ——name=plug_and trust —-device=/dev/i2c-2 ¥
-v /etc/apk:/etc/apk:ro docker. io/alpine /bin/sh

B7Y "= T7 /IC K 2EEERAHDIRIETI, apt-get install =
FMBELTAYRAR=ILLTLIZE W,

BN Z 27 asEIc LTIV,

- Armadillo-loT =k o x4 G4: "7y h~NY—0F70 /HhRHT S
A AX—=I%FES [https://manual.atmark-techno.com/armadillo-
iot-g4/armadillo-iotg-g4_product_manual_ja/
ch06.html#sct.podman-use-at-debian-image].

- Armadillo-X2: "7y Y =0T 0 /DRHITZ2AX—I%ZES
[https://manual.atmark-techno.com/armadillo-x2/armadillo-
x2_product_manual_ja/ch06.html#sct.podman-use-at-debian-
image].

/ Debian #f|H9 %358 1d. at-debian OFIAZHEH L EFT, at-debian

Ny T—=I%AVAR—=ILULET,

[container ~1# apk add se@5x-tools plug-and-trust-tools

FADIEDICREERZREL XTI,

[container ~1# export OPENSSL CONF=/etc/plug-and-trust/openssl11 sss se050. cnf
[container ~1# export EX _SSS BOOT SSS PORT=/dev/i2c-2:0x48

AV ARN—I)LEBRBREIRD > /5. se05x_Getinfo T EdgelLock SEO50 OEEREE A HESRL &
9o PUVRBAICKRINTDEUTOLSBROINEAINET,

[container ~]# se05x _GetInfo

App  :INFO :PlugAndTrust v04.01.01 20220112

App  :INFO :Running se@5x GetInfo

App  :INFO :Using PortName="/dev/i2c-2:0x48" (CLI)

D (EEg

LAY ST T V(R 313131313131 8181 018181818181 8181RIRIR1213131919131818181818 1818181 IBIRIRIRIRI21219191913181818:8:8181814

App  :INFO :Applet Major = 3
App  :INFO :Applet Minor = 1
App  :INFO :Applet patch = 1
App  :INFO :AppletConfig = GFFF

App  :INFO :With ECDAA

App  :INFO :With ECDSA_ECDH_ECDHE
App  :INFO :With EDDSA

App  :INFO :With DH_MONT

App  :INFO :With HMAC
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App  :INFO
App  :INFO
App  :INFO
App  :INFO
App  :INFO
App  :INFO
App  :INFO
App  :INFO
1 (&8)

:With
:With
:With
:With
:With
:With
:With
:With

RSA_PLAIN
RSA_CRT
AES

DES

PBKDF

TLS
MIFARE
I2CM

Bk Plug & Trust Middleware ZF|H 9 %7 DEfFZKOD £,

4.1.4. Plug & Trust Middleware =&Y %

Z IHS5IEERRIC Plug & Trust Middleware %z WL\ T Edgelock SEO50 = #AT 2 AEZ AL
TWEET,

4.1.4.1. EdgeLock SE050 OREFESIhicR=FIAT 2

plug-and-trust /v 4 —(C & OpenSSL engine DS 7S UMNEENTE D, OpenSSL % FIFE
LU CHE#EMIC Edgelock SE0S0 ZIRIET B ENTEFRT, I TEIHIE LT, EdgelLock SEO50
DF v TEERICEZAE N EFE > T OpenSSL TEL EERZDRIAZITVET,

F9. ROOAYVRTU I 7L Y RAF—2BEBULET,
- keyid = OxFOOO0100

- Cloud connection key O (prime256v1)

[container ~1# se@5x getkey OxF0000100 refkey.pem /dev/i2c-2:0x48

/
/

Fv TEERICEZEATNIRICOWVWT
f41.5.1. BpIEEAHSnfcige X509 FEAE, ZZRUL TS,

DI77LYAF—ICDWVWT
'4152. Y77LYRXF—; =B LTLLZE W,

ROAVY RTEBAULET, message.txt EFED 7 7L ZEEBEL TS LIV, BELEY 7 7L
YAF—ZFMALET,

App
SSS

[container ~1#f openssl dgst -sha256 -sign refkey.pem -out sig.bin message. txt

ssse—flw: EmbSe Init(): Entry

:INFO :Using PortName="/dev/i2c-2:0x48" (ENV: EX _SSS BOOT SSS PORT=/dev/i2c-2:0x48)
:INFO :atr (Len=35)

00 A0 00 00 03 96 04 03 E8 00 FE 02 0B 03 E8 08

01 00 00 00 00 64 00 00 0A 4A 43 4F 50 34 20 41
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54 50 4F
SSs :WARN :Communication channel is Plain.
sss  :WARN :!1!INot recommended for production use.!!!

ssse-flw: Version: 1.0.5
ssse-flw: EmbSe Init(): Exit
ssse-flw: Control Command EMBSE LOG LEVEL; requested log level = 4

EEANELWHESHZHERT BcHDICERERIEL KT,

[container ~1# openssl dgst -sha256 -prverify refkey.pem -signature sig.bin message. txt
ssse-flw: EmbSe Init(): Entry
App  :INFO :Using PortName="/dev/i2c-2:0x48" (ENV: EX SSS BOOT SSS PORT=/dev/i2¢c-2:0x48)
sss  :INFO :atr (Len=35)

00 A0 00 00 03 96 04 03 E8 00 FE 02 0B 03 E8 08

01 00 00 00 00 64 00 00 0A 4A 43 4F 50 34 20 4

54 50 4F
SSS :WARN :Communication channel is Plain.
sss  :WARN :!!INot recommended for production use.!!!l

ssse-flw: Version: 1.0.5

ssse-flw: EmbSe Init(): Exit

ssse-flw: Control Command EMBSE LOG LEVEL; requested log level = 4
Verified OK

I RY—ERICERT DIcHICERESTAAS NI RS ZFIA
TETERIUTESRUTILES W,

EdgelLock SE050 Z{#R UL T AWS IoT Core N9 %

https://armadillo.atmark-techno.com/howto/
connect_to_aws_iot_core_for_aiot_g4

Edgelock SEQ50 AL T Azure loT Hub N#E#t9 %

https://armadillo.atmark-techno.com/howto/
connect_azure_iot_hub_for_aiot_g4

4142 11— —-PERULERZRELFIATS

EdgelLock SEO50 TlE1—H—HERUCBZREIT D IEHTEXRT, —ERESNLRIE. £D
FEBISUBICFHIATZIENTEDELSICRDET, 22 TEFFIE LT, 12— —#%ZFFL T openssl
cms THESLEESZEEITLTHAEXT,

F£9. ECC Oh#R prime256v] OHEZEMR UL EXT, AEHEOBRITBELLET,

[container ~1# openssl req -x509 -nodes -days 3650 -newkey ec ¥
-pkeyopt ec_paramgen curve:prime256v1l -keyout key.pem —out cert.pem

AR U2 & B2EEEAE = Edgelock SEO50 ICfREL £, keyid (& 1 M5 Ox7BFFFFFF O#iE
NHAEICHARENTWEY,

20


https://armadillo.atmark-techno.com/howto/connect_to_aws_iot_core_for_aiot_g4
https://armadillo.atmark-techno.com/howto/connect_to_aws_iot_core_for_aiot_g4
https://armadillo.atmark-techno.com/howto/connect_azure_iot_hub_for_aiot_g4
https://armadillo.atmark-techno.com/howto/connect_azure_iot_hub_for_aiot_g4

Armadillo-loT "=k 7 = G4/Armadillo-X2 €F a2 U F 1 A R BRORE

[container ~1# se@5x setkey -f 0x10 key.pem /dev/i2c-2:0x48
[container ~1# se@5x setkey -f 0x11 cert.pem /dev/i2¢c-2:0x48

/ Secure Object ICDWTODEL WBRIFUTESRBL T I,

SEO50A/B/C/D/F APDU Specification

https://www.nxp.com/search?keyword=AN12413

Edgelock SEQS0 IC 77 ERT B &ICIEDET, D, 771
VAT LLED key.pem FEAMICDHDEHD XA, EF21UT+ £, HI
BRIZBCEZHEMHLET,

W H% Edgelock SEO50 ICRTFICEINLIcH &id. AT BERIC

V77LYAF—ZBRLET,

[container ~]#f se@5x getkey 0x10 refkey.pem /dev/i2c-2:0x48

/ V7 7LYAF—IEDOWVT
4152 V77L2YR%F—; ZZRLTILI W,

BCBREICEEFN 2 ARZFE> THESILULET, messagetxt FEED 7 7 ILZzBEBELTLE
LY

[container ~1#f openssl cms -encrypt -binary -aes256 -in message. txt ¥
-out message.enc cert.pem

UTEHLETHTID, BSLehic 7 7MILBUTOLSBRBICEDTT,

[container ~]#f cat message.enc

MIME-Version: 1.0

Content-Disposition: attachment; filename="smime.p7m”

Content-Type: application/pkcs7-mime; smime-type=enveloped-data; name="smime.p7m”
Content-Transfer—-Encoding: base64

MIIBmQYJKoZIhvcNAQcDoIIBi jCCAYYCAQIxggERoYIBDAIBAGBRoUSWCQYHK0ZI
z jOCAQNCAARdx2h5MMEEe0e7MgYHg179QPxxJvuLTOPONMINF 10V7/3AjgxE1D2XS
Figt/btA17HU9L13F6NVRFbZzNVHtxX2MBgGCSuBBRCGSD8AA jALBg LghkgBZQME
ASOwgZowgZcwazBTMQswCQYDVQQGEwJKUDEMMAoGATUECAWDT i 9BMQwwCgYDVQQH
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DANOLOExDDAKBgNVBAoMAQ4vQTEaMBgGATUEAWWRYXRtYXJ r IHR LY2hubyxpbmMC
FA2ES6jQVjVESTvIKjfD4QaM5hrLBChc/Z1uAT Ls1ox L6aPyYcaf1tns3pR41gko
sturG2/iRRj jQNbwaa2gMGwGCSqGSIb3DQEHATAABY LghkgBZAMEASOEEM L596FU
hh1Rs4sHBcqwmTyAQPyYZLgHHSr 1np9CnCxtzcRztheo@gtkC+8e LS97GPzKchpU
gWoOECWNNwyOpTRGXEJOMx+C4yW7J7Jiz/XvgDs=

EdgelLock SEO50 OF —ZA ML —JICH2WEHREZFE->TESLET,

[container ~1#f openssl cms -decrypt —in message.enc -out message.dec ¥
-inkey refkey. pem

4.1.43. 1—Y-pMRELURZHIRT 5

4142 21— —WNERUT#EZHREFL CHIFET %, T Edgelock SEO50 IC 12— —M4ERL U 752
ZHIBRT 2 A EZBNLET, FRRELVLFLT, EHRELVLRBOFNS 1 DEFTZEATHIFRYT 5
ZElFTEFHE A, Edgelock SEO50 RICREEINTWBRA—HF—MRELUHEZ IR THIBRL., ZD
BETTEFTTADOTEIKER LU ETSHERALLIZI W,

4151 BRIE S AASncigE X509 FEEAE) THRAL TWS. =HHl
ICESAENTR EASEHERES NI B A,

EdgelLock SEO50 RICREFENTWEI—F—NRELCRZINRTHIFRTZ2 IV RZE TR 4.2.
EdgelLock SE050 RICRFESNTWB I—F—MREFELUEZINTHIRT 21 IRULEFT,

[container “J#f export OPENSSL CONF=/etc/plug-and-trust/openssl11_sss se050. cnf
[container ~1# export EX _SSS BOOT SSS PORT=/dev/i2c-2:0x48

[container ~]#f se@5x reset -y

: (E18)

secure objects have been successfully removed.

4.2 Edgelock SEO50 RICREENTWBS I—F—MREL LB Z I RTHIBRT S
HIBRR. RESN TV keyid hoRBZFHAHZSELTHERBRUET,

[container ~1# se@5x getkey 0x10 refkey /dev/i2c-2:0x48
1 (HE])

failed to retrieve handle with keyid.

keyid may be invalid. please check keyid.

failure occurred in sss api (kStatus SSS Fail)

K43 HBRLU A ——DMREVLERZTAHBZESELTHS
4.1.5. FEHA
4.15.1. BRIEZAH I/ E X509 SFERE

Edgelock SEO50 @7 5w ¥ a XEVICEF v TRHERICESATINLF v TEBREE NXP [£E
BZEnfc X509 SEEREZRFTLTVWEY ., Zh 5 O@EPIEAZIF Armadillo-loT ¥— k7 1 G4/
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Armadlllo X2 ZBARICTSICEFDTERFDORETI SRS —ERBZRED PKI ICFIBETEEXY, Eq7]
EZRBDSNICRETEZFTEREH 20T, I—Y—DRPIEAEEEMT 2 L HTHETT,

<122V, FAFBER keyid, BROEE. MEI SAEDEHNTVX
ER

B&. Armadillo-loT =k U x4 G4/Armadillo-X2 [CEEH T\
Edgelock SEO50 (& Variant C T9,

/ ERESTAASNICREFAZFICOVWTIFUATORF AV N ZSZRLT

SEO50 configuration

https://www.nxp.com/search?keyword=AN12436

4152 VI77LYAF—

Edgelock SEO50 (FMZENAIMICEHE UEEA. Thid. WoTlzAfE% Edgelock SE050 (C&
SAOEMERZIREHI ZENTERW (HIRVPESBRZAEHRE) EWSHEKRTERREINTVWET, K
BENFYTOHICH D, ECHDYA NDORERBZEZET I DAAEZRFDLHICI. MENICF Y
TEEENEBEEWVWS LB >TEXT,

MEZREREHT CENTERWERT, EDOLSICWBRZFNAITDNEVWDSE, VT 7LV RF—
EMEENDRHRB 7T 7AITRALET, Y7 7L Y AF—EWBREDO 7 A —T v N THREESINEITHN
NFAFBAPDOHAEMT. ZNUADEIEEERBYY I —DBRICE>TWET, VI7LYRAF—%T 7
AV AT LICEWTEWT, EdgelLock SEOS0 ZFATIRFICEFD 7 7 A ILZMBRD KL S ITHED
&, Plug & Trust Middleware IC& %1% OpenSSL @ engine D> 72U 7 v o LT EdgelLock
SEOS0 (77 EAULET,
4.1.5.3. se0b5x-tools

se05x-tools & EdgelLock SEO50 Z*¥—XA KL —Y & UTHIBT %/HDY—ILTT, 7V hY—
2770 /H5 Armadillo Base OS @EIF I 'J J—REINTWET, seO5x-tools DARERTIE Plug & Trust
Middleware ZFIFHL TWEd, /A= 3> 1.0.0 TlEFHY/R— K93 Secure Object (FIEIIRIESHD
HTI,

WIHY DIEMTEESROBIEIIUTOEE D TI,

se0bx-tools THR—kah 3 ECC h—7

- prime192v1, secp224r1, prime256v1, secp384r1, secpb521ri
se05x-tools THR—hk &3 RSA BR

- 1024bit, 2048bit, 3072bit, 4096bit

/ Secure Object ICDWTDHLWERIFUTEZSBL TSV,
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Armadillo-loT "=k 7 = G4/Armadillo-X2 €F a2 U T« 1 K BRORE

SEO50A/B/C/D/F APDU Specification
https://www.nxp.com/search?keyword=AN12413
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5. X277 —h

CHDETIHEFAT7 TN EEMCTEIHELCODWTHALET, £/, EF2 77— ER—Z|C
LW DO DEMITDOVWTHBNULET,

5.1. €Fa77—hEeFz—VATRIAbE

HAAHTINA ANDODHB(IRLABABEANSITONE T, H2ABEDEF 1) 74 MKV BERIZS.
WEEIEEARERFDOARNEVWOMERLE T, KBEEDI— RZASHDAETT /N1 RITHHM
AL TIRERZLEES 2DH, BITINEMLAETL & 30 loT FNNARERY NT—U LD —EX
ETF—HFDPOED ETVWEYT, BEROES{E. T—N—FN\A AOHEEFIMREDRKREHZ 2
thB 0T FINAALICHBYV TRV 7ICHBED I— RZHAAD I ETHERZEEREL TR T

LITBASNDHEENHZDTT,

X177 —NIE BEYVINI I TPDTAIIINEBEZEZRWTERY IND 7 THD T & EHEDR
ULTHhSEETINEDIETY, KBEEICL > TESNIEARERLRI—REZERTRIICRET 22 ENT
2FET, X277 —hEFz—2ATKNSZZXbN (chain of trust) ERE—KICEEINFET, Fr—
VATRSAKNER, ZFOEZDED., EEZEVWTWKEEDZ EZIELE T, LI—hATRSAKE
@inégwtﬁéhﬁﬁbﬁ%ngLi#ht%ﬁ%mibTM< ET, Bhnfc@Ec 0y iR—
IVNECH TRV RATLAZEBETEDHDICLTNET, EFXFaT77—ME, EKICY I MY
FHEIBEEICRIMTEZIETERBERICENTVWEDTY, EXa 77— MNOEEZE X TICTEIHIC
SO FEIH, EBEEFICRIESNLY 78D 2 7 THOBRERIEEINIE. Fr—VATRSANEZZRTS
TWZENTEEXT, Fle 0T TNRARETTIRY—EZADSEREIND LS BEABEEIC KRRV X
TOSFICEEINEICRDET, EETESEX2 VT EBEZBEITILHICIE. BRI DY T
D T7HDERDV ) —AYTH B BRI D ENBEICRDET, Fx—VAT X NERA
FTB5CETEIDERBRTES loT VAT LERDEZDTY,

.1 Fx—YATrS Ak

TlE. ESVWD eI —ATEFaT7T—MEEBITBZIRETLELOD, EFa2T7T7—MEEF2T74R
HAARTINA XA EZERIRT B ETRIDDATY JICTINEEMTT, LU, BATZOTHNIED
ANEICHBRBIT DI EDNDETLL S, £9. BHEROEBMIARNRETY, BEZEZTIADTE
PREICRD ET, LEEZTADIXIWVWDITTIEIARL, TBRNH > TEWIFRWD TYIEMNLRFRERR E
TX 2 FICESADRENGDE T, AVFFVRICHEMDIARX DR ETY, YVIhTT7O) ) —
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ABITIEY IR TDELNIREICERDET, 26556, YIENLGREHSEDRE. BHFRUENDE
[CEDFET, £feo ECEXTPLEINCTKDFEITH, TEHNREDOEFH., 1TV MNPEGBERICLS
BOVUR—T =23 VRBREDAVTFIYRAAANDYREILHR>TEXT, ERANMREZRTLTHSD
BAZREISDHLET,

5.2. HAB & (&

HAB (High Assurance Booting) [&. NXP Nt 2 177 —MDEETY, i.MX 8M Plus
®D BootROM (Tl HABv4 WEAAENEF T, T 7 A N TIIEMRIRREICR > TWETH, —FE.
eFuse [CBEHRZEZ AL ETEF 27T MEMCTED ., ZNLUE. BYRRREBOFFTZFARTTEE
lciEh 9, HABv4 THET LR TIERDERE 7 —hO—5 —1 X—JIEMYT % Z & T BootROM
MEERKICT—hNO—5 —OFELEETVET,

- CSF (Command Sequence File). IVT (Image Vector Table)
- SRK (Super Root Key). CSF. IMG E&He2#
S AX—TVDEL

NXP (¥ZE&Y—JL& LT CST (Code Signing Tool) Z2YU—XULTWET, AR, ELEHZE I
BRIBICE > TRABRENRINZIRELOTEZRY —ILEKICIEZFDOEAD DAEFENEENE A, T—
NO—%—DEEMLRRICKEL £9 ., Armadillo Base OS TIRAZI NS uboot-imx DEF 1 77—k~

IR TlE. Trusted Firmware-A (ATF). OP-TEE OS. Linux 1—XJLA X—I X THEREEDIRICER
DNET, BRICAITZIMER>UTOEED T,

- ERHERAORIE X509 RS ICHIGT B
- E4IE RSA/ECC TN 2

- RSA 1024, 2048, 3072, 4096 bits

- ECC NIST P-256, NIST P-384, NIST P-521
- BADY A Yz A MFE SHA256 D H

/ HAB D& U WEERIFU T 2SR L TS0,

.MX Secure Boot on HABv4 Supported Devices
https://www.nxp.com/search?keyword=AN4581
Encrypted Boot on HABv4 and CAAM Enabled Devices

https://www.nxp.com/search?keyword=AN12056

X1 77—bh070—F 593. X2 F77—br0T70O—; ZSRBULT
<fEE W,
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AAXA=IDHELWI A=Y NEEBRAKZICDOWTIE 1592 BAEHT
X—YEEHE ZSBLTLEIWN,

Py 7TF—hO7O—OFMBICOWTIE 695 J7—L0xT7T7v 7
F—h070—; Z2RULTLLES W,

53. EFxaTFr & ULTHIRESNSHR

Armadillo-loT 7 — ko 1 G4/Armadillo-X2 & Armadillo Base OS #f|fB9 52 & T ULTD &
SIREF1 VT HEZERIBZIENTEEXY,

z51tEFaUTr EUTHRSNBIHE

Hae S h2E

X277 —h J—hO—%—¢& Linux Kernel DB %ABRET D ENTE
F9, Flo. BELREZFORIECE>T, ERVIRD T T7DH
DiEEBREISTZZENTEET,

ANL—=Y RS T7AIUDNT7 SV aXEBYICRESNTLWSEIFES{EIC
ST I77ANIIRESNEFT, BERFFIVIT—30P
T—IRERT7AIELTREINDDT, Z5WokT77
TIICBREENEENZT—ATOFANEZSNE T,

DBEDEEZTSIET, EFa77—hz2EWEL. ANL—YZBSILT DI EDHETT,

Q J7—hO—4%—DESLICEALTIIEXGLTED £ A,

5.4. ERRIEZHBET 5

T EFX2TFT—hEEY RNTFYTT B DR EREEEEEL TWEET,
54.1. BEZBREICDWT

CZTHRI2ERRREOBRIUATOELEDTY,

* 5.2 BEARE
V—IL/IRy T—Y |
ATDE(Atmark Techno Development Environment) BET . 7Yy hY—0F70/
Armadillo ') —XDBFEREE U T VirtualBox 1 X—3 &
LllHmINEd,
CST(Code Signing Tool) /¢y o —3 RMIT - NXP

HAB OEZETS5Y—ILPREEERT 2 Y —IL T, Linux
Ky T—IEULTRBEEINTVLETD,

mkswu /Sy r—3 BT 7y hNY—0F0/

Armadillo Base OS O 7 7 —LAT 77 v 77—~ DLEH»
T&%H3 SWUpdate BO7 Y 77— N7 74 I Z&EHKT Y —
N ZBHET,
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E¥a177—h

V=R —T

A

build-rootfs-[VERSION].tar.gz

BT 7y NY—0F70/

Armadillo Base OS DIL— K7 7 A IV AT LZERT DY —
NEEHET,

Alpine Linux ZRX—2XIZF7 Y hN—9 T /D)Xy T—I %M
ZTBHICIED £9,

Armadillo-loT =k 7 1 G4
https://armadillo.atmark-techno.com/resources/
software/armadillo-iot-g4/tools

Armadillo-X2
https://armadillo.atmark-techno.com/resources/
software/armadillo-x2/tools

imx-boot-[VERSION].tar.gz

BET . 7Yy hY—0F70/
J—hO—%F—0DY—ZXO—RKP», X2 77—~ RUX I
L—YBBE{LED SWU A X—I %D 2RV VT NZEHF
—a—o

Armadillo-loT — k7 41 G4
https://armadillo.atmark-techno.com/resources/
software/armadillo-iot-g4/boot-loader

Armadillo-X2
https://armadillo.atmark-techno.com/resources/
software/armadillo-x2/boot-loader

baseos-[VERSION].tar.zst

BT 7y NY—0F70/

Armadillo Base OS DIL—F 7 71 I XA T LD EIL RiFH
NALFUTY,

Armadillo-loT =k o 1 G4
https://armadillo.atmark-techno.com/resources/
software/armadillo-iot-g4/baseos

Armadillo-X2
https://armadillo.atmark-techno.com/resources/
software/armadillo-x2/baseos

/ EILROEENBZ7OEX70—ICDWTIE 594 EJLROTZ7OERT

O—1 DB D ERT,

5.4.2. uboot-imx Ot F 177 — N DEREHLE

tH 2177 —hDEEF uboot-imx DAL RICEML TVWET, FLUWMIRIEBUTZSRL TS
Wo BIGULY =XV U—RICRF a2 XY DB DET,

i.MX8M, i.MX8MM Secure Boot guide using HABv4

imx-boot-[VERSION]/uboot-imx/doc/imx/habv4/guides/mx8m_secure_boot.txt

EFXa77—bh070—F 593. X2 77— 70O—, #SBULT

<Tf2& Wy,

= AX=IDHELWIA—T v NEEBRALICDODWTIE 15.9.2. BAEHA

X—YV Rk ZZR

LTLEE L,
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Armadillo-loT "=k 7 = G4/Armadillo-X2 €F a2 U F 1 1 R TFaF7T—hk

Py 7TF—hO7O—OFMBICcOWTIE 695 J7—L0xT7T7v 7
F—hD70—; Z22RULTLLES W,

5.4.3. ATDE = #{59 %
RN a7 ESEI/EEEZL TSI,

- Armadillo-loT ¥ — ko x4 G4 TTHEREOtL Y N7 v 7 [https://manual.atmark-

techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja/chO3.html#sct.setup-
environment]

- Armadillo-X2: THR&EERED v k7 v 7 [https://manual.atmark-techno.com/armadillo-x2/
armadillo-x2_product_manual_ja/ch03.html#sct.setup-environment],

544. 7Yy 77— KT 71 IILERY =)L (mkswu) ZERET %

mkswu (& SWUpdate [CRS U7y 77— N7 70 IV 2ERT 2V —ILTY, RN Z1T7I%ES
ZICATDE ZEv b7y 7L TLIEE L,

- Armadillo-loT “—hr7o x4 G4 THARREODEY K7 v 7 [https://manual.atmark-

techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja/chO3.html#sct.setup-
environment].

- Armadillo-X2: THR&ERED v k7 v 7 [https://manual.atmark-techno.com/armadillo-x2/
armadillo-x2_product_manual_ja/ch03.html#sct.setup-environment],

/ X217 T —MIHIET S mkswu (& 4.0-1 BLEICED ET,

Q SWU 1 X—J DS 1L

SWU A A=V @3 T 74 FRETIRESLenT A, BEEKIE TLS T
SFHENTH, 77AMILTRESNTVWS ESITIFFXBDT SWU 1 X—
YA HBEBRBHRNTRIT DREENH D XTI, SWU M XA—-J(CFE
YEHLEEEDHDEREEZEDDESICIFIDBIBSILITEINETY,

Armadillo-loT — kU =+ G4/Armadillo-X2 DEZY =127 ILRAD &
PUTITORE) ZEEIT D EECE. UTDERTIEY EEZX TS,

Ty ITF— A XA—IEEEMLETN? (Nfy)

N=I 3V OEIFEIUATDOEED T,
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[ATDE ~1$ dpkg -l mkswu
ii  mkswu 6.4-1

5.2 mkswu Q/N\—Y' 3 VEER
545 ¥ 2177 —MELVCR ML —IVBSLICRDERR V) 7 NZE8T 5
U{FTDOURLDS TJ—hO—%— Y—2X (u-boot%H)) ZEBELTLEEW,
Armadillo-loT ¥— kD =1 G4

https://armadillo.atmark-techno.com/resources/software/armadillo-iot-g4/boot-loader

Armadillo-X2
https://armadillo.atmark-techno.com/resources/software/armadillo-x2/boot-loader

BEULET7—AAT7RICEF 27T hBLCA ML —IBSHICDERI VY T RBEENTVWET,

/ AEERFRTHRAULENNYy T—JEFEUTDOEED T,
- imx-boot-2020.04-at26.tar.gz

T—hO—5—0Y—2XA—ROF7—hA TEZRALES. L. ZOF N1 TEh—LF (LY
NUIERLBETRELET,

[ATDE ~]$ tar xaf imx-boot-[VERSION]. tar.gz 0
[ATDE ~1$ cd imx-boot-[VERSION] @

K53 77— NA—45—DY—RAOA—RDF7—HATZ2ERT S
@ [VERSION] BN\—Yavick->TEWULET
@®  imx-boot-[VERSION]IC#EI L £ T,
546. X277 —hrRB&LUVRML—IVES{bICERT X2 7 kDO5RHA

imx-boot-[VERSION] ICEEY % secureboot.sh EWS XV U R EZREWTEXF 27 T7—rELDY
ANL—YDESIEZEITVWET,

BIB D2 TERT % secureboot.sh DA 7 3 VRO EE D T,

%= 5.3 LI T#ERY % secureboot.sh DA 7> 3>

A7vay FiEA

setup imx-boot-[VERSION] EEUCF« LY NUBEBIC, B2 77— bRUORAKNL—VBES{EEITS LHDERE
T# B secureboot x2 T« LI MUEERLET,

build X127 T MROIN—F T 7L ATLDES{EZTSZHD SWU 1 X—IZERLET,
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A7vay FiE
make_installer BIFA Armadillo DBEZER UM Y AN —ILTA AIA—I%ERTSD SWU A X—IEEBRULET,
ER UM Y AR =T RV A A=Y %EER Armadillo ITA VYA M=ILT 2 ETUTOLSBERESR
#BETEET,

X2 T T-N0EHL

=R FPAINRTLAROC T ) 5— 3 VEBOBESE

- BEA Armadillo DIREDER

5.47. IRIEEE
BITD&SIC, imx-boot-[VERSION] LT secureboot.sh @ setup A7 3> &2EITLTLIEE LN,

[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh setup

imx—-code-signing-tool package is needed to setup secureboot.

Install imx-code-signing-tool? [Y/n] (1)

.. BB

OK: Linking /home/atmark/secureboot x2/build-rootfs to /home/atmark/secureboot x2/build-rootfs-
[VERSION]

0K: Linking /home/atmark/secureboot x2/imx-boot to /home/atmark/imx-boot-[VERSION]

Setup /home/atmark/secureboot x2 successfully. Run ’./secureboot.sh build next. (2]

5.4 secureboot.sh setup ME1T

(1) Enter Z#9 &, CST @ Linux X\w o —I%A4 Y AN=JLLET,
@®  secureboot x2 T4 LY MNUDMER I NET,

imx-boot-[VERSION] 7« L 7 kU &R UREEIC secureboot_x2 7« L7 NUDERESNE T,
T 7 # )L KTl secureboot x2 o LV M URIILITO#EBRRICE> TWET,

secureboot x2

F—— build-rootfs -> /home/atmark/secureboot x2/build-rootfs-[VERSION] (1)
—— bui ld-rootfs-[VERSION] @

F—— cst (3]

F—— imx-boot -> /home/atmark/imx-boot-[VERSION] (4]

F— out (5]

—— secureboot. conf @

—— secureboot. sh -> /home/atmark/imx-boot/secureboot. sh (7]

L s @

L—— tmp (9]

YYRI U TTHMERTY S build-rootfs 7« LI KUICHRDET,
build-rootfs-[VERSION] A' imx-boot-[VERSION] £ UBEEICE T niEy o> O0—RULET,
CSTIC& > TERSNIcRGENEESNE T,

YYRI YUY TTHMERYT S imx-boot T LV KNUICIEDET,

Linux A—XILE LV T—hA—F—DAA—IDEESNEXT,

0000
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secureboot.sh DFRE 7 71 ILTY, imx-boot-[VERSION]/secureboot.conf.example m5 3
E—ahfxd,

VyRYUw o) v ThMERT % secureboot.sh ITHRD £,
X2 7T rBEOTA RAIVBESEEITSEHD SWU A X—IDBREZNET,
secureboot.sh ZEITUERICERSINZ— K7 717 ILHEEESNE T,

00 ©

CST(Code Signing Tool)i&d NXP W5V —XD—RZz4¥ o >vO—RKRUT
bDZEERIT S EHAEETT,
https://www.nxp.com/search?keyword=IMX_CST_TOOL_NEW

BRic¥o>O—R UK CST #ERL TW3SHBAEIE. secureboot x2/
secureboot.conf ZUTD LK SICTEEL TLEE L,

BFTiE. FU9YA—RUTE/k CST (cst-[VERSION] ) Z/R—LT«
L7KVJICEEELTWSZEZBELTWET,

[ATDE ~]$ tar xaf IMX CST TOOL NEW. tgz ‘,
[ATDE ~]$ Ls

cst-[VERSION] :(&E&)

[ATDE ~]$ cat ../secureboot x2/secureboot.conf

(B8

# CST directory where signing keys are kept. Keep preciously!
#CST="$SCRIPT DIR/cst”

CST="/home/atmark/cst-[VERSION]” (2)

(B8

55 7o >O—R U7 IMX_CST_TOOL_NEW Z{#ER3 %

Q@ Fy>O—RUECSTO7Z—HA7%EBRAULET,

O EHEULECSTFaLYMNUZEHEN/CRTCSTZHICIEEL TS
LYo

M ETREBEIITET T,
BS. tXxaF77—bELPIL—T7AMIL AT L (rootfs) @
=51t
BIFA Armadillo I L TEFXF 277 —FE LV rootfs 2SI ZRNIESUATDOEE D T,
1. T651. %277 —hELV rootfs OEES{LZETS SWU 1 X—I D1ERL

2. 552 SWU A X—=IDA YA K—)b,
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/

EILROSFENLZTOERAT7O—CDOWTE 5.94. EL k7O 7
O—1 c®@AB D £,

5.5.1. X277 —rH LV rootfs DES{LEITS SWU 1 X —I DIERKR

secureboot.sh @ build #ETUEJ,

CDEFICERTEDZA T a VI BISULTO®ED TY,

Z< 5.4 build D 5|%

A7 3 V58 e

--image RT3 Linux I—RILAX—IZ/ETEEXT, BN/CATEEL T E W, secureboot.conf AD
LINUX_IMAGE Z#TCIEE T 2 &HTEX T,

—initrd Z2E KV rootfs DEESLIFICERT 3 initrd ZIEETEE T, EX/SATIEEL TS L,
secureboot.conf A LINUX_INITRD ZH TIEET 22D TEET,

—-dtb FERT2 dtb 77 M ZIBETEFRT, HF/SATEEL TS W, secureboot.conf M LINUX_DTB
EHTIRETDILEHTEET,

—-dtbo AT 2 dtbo 77 A ILEIETE X T, HI/CRATIEEL TLLE W, secureboot.conf AD
LINUX_DTB_OVERLAYS_PREAPPLY Z¥ TIEEI D& HTE£T,

--modules f£F9 % modules T« LYV MU ZBETEEXT, /XA TEEL T ZE W, secureboot.conf AD
LINUX_MODULES Z¥ TIEEIT D EHTEET,

at-dtweb (Device Tree #h X791 X935V —)L) ZFBLTER L dtbo 7 71L& ERT 3
BERUTOLSICIEELTLEE W,

Z 2Tl ERUTc dtbo 7 7 )L (armadillo_iotg_g4-at-dtweb.dtbo ) ZR—LFT«r L7 K UIC

BELRELET,

[ATDE ~/imx-boot-[VERSION]]$. /secureboot.sh build --dtbo /home/atmark
/armadillo_iotg g4-at-dtweb.dtbo

/

56 WA A XU dtbo 7 7 1L ZERT 355

at-dtweb [CDWTOHRAFBEBET =2 7I)ILE SBLEE L,

- Armadillo-loT — k> =1 G4: Device Tree Zh XYY A XT3
[https://manual.atmark-techno.com/armadillo-iot-g4/
armadillo-iotg-g4_product_manual_ja/
ch03.html#sct.customize-dts],

- Armadillo-X2: TDevice Tree # h A% Y1 X9 % [https://
manual.atmark-techno.com/armadillo-x2/armadillo-
x2_product_manual_ja/ch03.html#sct.customize-dts],

ATV 3 VB ERERTICEITUBRR. T7AILMD dtb 7773 EZFERLEXT, imx-
boot-[VERSION] 7« L7 b U T TUT D& SIC build ZR{TLTLIZE W,
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[ATDE ~/imx-boot-[VERSION]]S$. /secureboot. sh build
Logging build outputs to /home/atmark/secureboot x2/tmp/build. log

Secure boot signing keys already setup

Building imx-boot (boot loader)...

make: =4 L4 N1 ' /home/atmark/imx-boot’ ICAY XT

fatal: No names found, cannot describe anything.

fatal: No names found, cannot describe anything.

wget “http://www. nxp. com/Lgfiles/NMG/MAD/YOCTO” /firmware—imx-8.11.bin -0 firmware-imx-8.11.bin
--2025-02-10 16:51:17-— http://www. nxp. com/lgfiles/NMG/MAD/YOCTO/firmware-imx-8.11.bin
www. nxp. com (www. nxp.com) % DNS [CRIWHbHHETWE T ... 23.34.103.180

www. nxp. com (www. nxp. com)|23.34.103.180|:80 |C#EHELTWET... #EHELE L,

HTTP (LK 2HEMEREZZEFELE LA, BRBEERF>TULET... 200 0K

£ X: 1470673 (1.4M) [application/octet-stream]

“firmware-imx-8.11.bin" IC{REFEH

firmware—imx-8.11.bin 100%

[

>1  1.40M --.-KB/s B¥fE 0.1s
2025-02-10 16:51:17 (13.2 MB/s) - “firmware-imx-8.11.bin’ ~{R¥FEET [1470673/1470673]

chmod +x firmware-imx-8.11.bin
/home/atmark/imx-boot/firmware-imx-8.11.bin ¥

[| { rm -f firmware-imx-8.11.bin; echo "Extract failed, rerun make”; false; }
Welcome to NXP firmware—imx-8.11.bin

You need to read and accept the EULA before you can continue. ‘]
1 (EER)

Do you accept the EULA you just read? (y/N) y €)
EULA has been accepted. The files will be unpacked at ’firmware-imx-8.11

Unpacking file ..o i ittt it ettt et et ae e et a e e, done
make: 54 L2 hJ ' /home/atmark/imx-boot’” HNOHFET
Created /home/atmark/secureboot x2/out/imx-boot armadillo x2.signed

Signing Llinux image...
Created /home/atmark/secureboot x2/out/Image.signed

Building initrd for mmc (first time is slow)
Signing Llinux image (mmc)...
Created /home/atmark/secureboot x2/out/Image.signed-mmc

Building 1 write srk install kernel.swu...

Enter pass phrase for /home/atmark/mkswu/swupdate. key: ‘g
Building 2 secureboot close. swu..

Enter pass phrase for /home/atmark/mkswu/swupdate. key:
Building 3 disk encryption. swu..

Enter pass phrase for /home/atmark/mkswu/swupdate. key:

Please install SWU images in the following order:
- /home/atmark/secureboot x2/swu/1 write srk_install kernel.swu (4]
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- /home/atmark/secureboot x2/swu/2 secureboot close. swu
- /home/atmark/secureboot x2/swu/3 disk_encryption. swu

NXP @ EULA D&EGEZ KD SNZIHHIF. TREF—ZHUHIF TS,
TRENF—DAASNIIFRIFITBELIE. y ZABLTLES W,

SWU A X—=YZ3DMEHTHDT. NAT—RDANZI3ERHENFET,
SWU A X—=I D3 DERENET,

OO0

EILRBICTD SWU A XA—=IDMESNTWVWS I & & THRERBIEE L,

[ATDE ~/imx-boot-[VERSION]]$ Lls ../secureboot x2/swu/
1 write srk install kernel.swu 2 secureboot close.swu 3 disk encryption.swu

5.7 build AV Y Ric L DB Enfc SWU A X =Y

INS5D SWU A X—I% Armadillo ICA YA R—=ILF22ETEF 27 T—MDOBEMEE LR K
L—YDlES{tZeRRETEEI,

secureboot.sh build ZE{TU TER SNz (cst/keys) (5% EFE
T5HDTY, ENICKW, EFa27RAML—YICAE-LTHELZ L
ZREBHOLEXT,

BOEHIIEHEUYZF > TITo>TLEEW, EZSHAEROAFAT S
. ERFICHAT 2RBEEWNDITD, £, BIIEHNICERNNLET
T, UTESEICLTLLIEE W,

BlueKrypt Cryptographic Key Length Recommendation

https://www.keylength.com/

55.2.SWU € 1 X—=I DA >A =)L
secureboot.sh build IC&k > TR I 1fc SWU 4 X—=JETFICBRDET,
K55 EHEhizt SWU 1 X—Y

SWU 1/ X—I% BB

1_write_srk_install_kernel.swu EZxaInfe7—rO—F =LV linux A—RILA X—=I DA
VAR—=I)b. SRKD/N\Y Y1 DEZAHFETVET,

2_secureboot_close.swu X 17T — D close WEBEITVWET,

3_disk_encryption.swu rootfs (rootfs) DEEFLICXTISU e linux H—FRILA A=
DAVAN=)ILETVWET,

ERiEnfc SWU A A=Y ZBTDIRIC Armadillo IZ14 Y X ~—=JLLTLEE W,
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- 1_write_srk_install_kernel.swu

- 2_secureboot_close.swu

- 3_disk_encryption.swu

SWU A X =Y DAY RARN=)LAEICOVWTIERBIYZ 2 7ILEZSEIZE L,

- Armadillo-loT =k 7 x4 G4 TSWU 4 X—=3 DA > X k=)L [https://manual.atmark-
techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja/
ch03.html#sct.swupdate-install],

- Armadillo-X2: TSWU A4 X =3I D+« >~ Xk —)l [https://manual.atmark-techno.com/
armadillo-x2/armadillo-x2_product_manual_ja/chO3.html#sct.swupdate-install] s

5.5.2.1. 1_write_srk_install_kernel.swu @1 > X k—JL
1_write_srk_install_kernel.swu % Armadillo I Y XA M=)l T2 ETUTDERENTONET,
C BEINET MO —BLVPLMUX A—RILAAX=I DA VA=)
- eFuse AND SRK /\v ¥ 1 DEEIAH

- 7—hO—%—IC&EWT CFG_ENV_FLAGS_LIST_STATIC TIEE S NREZHUNDEEDE
1F

. J—hNO—4%—07OY 7 NDFEROEIE

1 _write_srk_install_kernel.swu =41 X h—)LUTZIF TR, FEEFXF2T77—MNEBERICHRD F
Ao

1_write_srk_install_kernel.swu % Armadillo ICEEFEICA Y A M—JLE NG EDFEIO 7 Z LTI
R~UET,

: (HE8)

Requesting system reboot "
[ 3801.975472] imx2-wdt 30280000.watchdog: Device shutdown: Expect reboot!
[ 3801.982451] reboot: Restarting system

 (BBg)
Secure boot disabled (9

HAB Configuration: 0xf0, HAB State: 0x66
No HAB Events Found! ©

#t# Loading kernel from FIT Image at 40480000 ...
Using "armadillo’ configuration
Trying "kernel’ kernel subimage
Description: Llinux kernel
Created: 2025-02-13 10:13:01 UTC
Type: Kernel Image
Compression: zstd compressed
Data Start: 0x404800cc
Data Size: 10353399 Bytes = 9.9 MiB
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Architecture: AArch64

0S: Linux

Load Address: 0x80080000

Entry Point: 0x80080000
Verifying Hash Integrity ... OK

 (BBg)
Starting kernel ...

(B8

5.8 1_write_srk_install_kernel.swu Z4 Y XA k=)L UTcEOESHO S

Armadillo #BE&sH U X9,

00

SRK OD/\Y Y aMNEZAFNTWERZEAEUTOIOAVYY RTHEETEZXT,

COBERTRFELEEX2T77—MNIBEMTEHED £ A,
'No HAB Events Found!; B&RREINTWB I &% HERLEET L,

[armadillo “J# device-info -f secureboot
secureboot configured (not enforced) (1

59SRK Ny Y ahEEZERAETNTVWS I L ZHERT D

(1) SRK D/N\Y Y2 EZAENTVWEITN, EXa2 77 —MNEIXEBEITRIBVWCEEZRLTWVE

ER

5.5.2.2. 2_secureboot_close.swu O >V X ~k—Jb

2_secureboot_close.swu & Armadillo 1A M—=)LF 3B & T, close LB TN TEF1 7
T—=rDEMCHEDET, SRK /Ny TanEZRAFEFNRTULWERWL, U IF /boot/Image hFEHETY %5

BIFID SWU A AX=JEA VAN —ILEICTZS—ICRD T,

N8, close LIBEZ ULABWETIANHDEMNMELDNEXT, TANEHD

/ i.MX 8M plus AIC &% % SNVS (Secure Non-Volatile Storage) THIFE

BETNAABETHERCH, ZOXRITTRHEBRICESTETCLRVR
9, close MBETS T, TNARICEBHREZMAT DL SICAHD

£9,

LU, 2_secureboot_close.swu H' Armadillo ICIEEICA Y A N—ILENIBEOREEOT ZLLTIC

RUET,

: (BBg)
Secure boot enabled "

HAB Configuration: Oxcc, HAB State: 0x99
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Trying "kernel’
Description:
Created:
Type:
Compression:
Data Start:
Data Size:
Architecture:
0S:

Load Address:
Entry Point:

: (HB8)

: (HE8)

Starting kernel ...

No HAB Events Found! (2]

#tt Loading kernel from FIT Image at 40480000 ...
Using "armadillo’ configuration

kernel subimage

linux kernel

2025-02-13 10:13:01 UTC
Kernel Image

zstd compressed
0x404800cc

10353399 Bytes = 9.9 MiB
AArch64

Linux

0x80080000

0x80080000

Verifying Hash Integrity ... OK

X 5.10 2_secureboot_close.swu Z1 XA =)L UTDEE O

(1) X127 T ENTH DI EEHERILEET U,
(2) 'No HAB Events Found!; B"&RRINTWB I &% CHE

L frEE W,

LTOANY Y RTHEXFa 77— EMNTHD I EHERTELT,

[armadillo “J# device-info -f secureboot
secureboot configured

5.5.2.3. 3_disk_encryption.swu O >~ X k=)L

511 €Fa 77— bDEWTHBI L ZHERIT D

3_disk_encryption.swu % Armadillo (T4 VXA ~—=)LFBZET. ANL—IDBEFHLINET,

BUF. 3_disk_encryption.swu A Armadillo ICIEEIC1 >V X =)L ENTHE DR EZ LT IR

LET,

: (HB8)

Starting kernel ...

: (HB8)

Welcome to Alpine Linux 3.20

Kernel 5.10.233-0-at on an aarch64 (/dev/ttymxcl)

armadillo login: root ‘)

Password:
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Welcome to Alpine!

The Alpine Wiki contains a large amount of how-to guides and general
information about administrating Alpine systems.
See <http://wiki.alpinelinux.org/>.

Please note this system is READ-ONLY with a read-write overlayfs,
after updating password make sure to save new password with
it persist_file /etc/shadow

You can change this message by editing /etc/motd.
Last update on Mon Feb 17 11:26:14 JST 2025, updated:
extra_os. secureboot init: 2 => 3
boot Llinux: 1 -> 3
armadillo:"# Lsblk @
NAME MAJ:MIN RM  SIZE RO TYPE MOUNTPOINTS
mmch Lk2 179:0 0 9.8G 0 disk
F—mmcblk2p1  179:1 0 300M 0 part
F—mmcblk2p2 179:2 0 300M 0 part

| “—rootfs 1 252:0 0 299 0 crypt /live/rootfs (3,

(B8

5.12 3_disk_encryption.swu =1 > X b =)L U R ORERHE

(1) root [CAOZ1 > L&Y,
O Isbk AYYREETLET,
©®© /live/rootfs (T crypt DEREEHNH D, rootfs NEES{LINTWB I EZHERTEFT,

5.6. EN{ERERS
5.6.1. ¥ 17 7—hORER

Linux 1—XRILHEEENT B Z & &fEZRL T I W, Linux I—XILETEEI LA WSS, uboot-imx
DIANY RTHAB ODIREZHER IS ENTEFXT,

Linux L& F CIEEREFH O

: (EE8)

Booting from mmc ...
#t# Checking Image at 40480000 ...
Unknown image format!

53522 bytes read in 22 ms (2.3 MiB/s)

Authenticate image from DDR location 0x40480000. .

Secure boot enabled "

HAB Configuration: Oxcc, HAB State: 0x99
No HAB Events Found! (2]
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it Flattened Device Tree blob at 45000000
Booting using the fdt blob at 0x45000000
Using Device Tree in place at 0000000045000000, end 0000000045010111

Starting kernel ...

: (EE8)

Q@ XTI IPIEHBBALCKRTRINET
0O RBENSBVBER>ARY MIRRESNERA

J—bhO—5—ICHEENH ZIHEDEEO Y

1 (&B])

spl: ERROR: image authentication unsuccessful
fit ERROR ##if Please RESET the board #ii#t

1 (&8)

Linux A—XILA X =Y ICHEEN S BIHEDEE DT

1 (&B8)

Authenticate image from DDR location 0x40480000. ..
bad magic magic=0x14 length=0xal version=0x0

bad length magic=0x14 length=0xal version=0x0

bad version magic=0x14 length=0xal version=0x0
Error: Invalid IVT structure

Allowed IVT structure:

IVT HDR = (x4X2000D1

IVT ENTRY = QxXXXXXXXX

IVT RSV1 = 0x0

IVT DCD = 0x0

IVT BOOT DATA = QxXXXXXXXX

IVT SELF = QxXXXXXXXX

IVT CSF = QxXXXXXXXX

IVT RSV2 = 0x0

Authenticate Image Fail, Please check ‘)
1 (EBg)

Q@ ELcEBUTWET
u-boot ¥ > K® hab_status

FENRWIZE

u-boot=> hab status
Secure boot enabled

HAB Configuration: Oxcc, HAB State: 0x99
No HAB Events Found!

Linux A—XIA X =Y DEZEZTHRENH DHE
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u-boot=> hab status
Secure boot disabled
HAB Configuration: 0xf0, HAB State: 0x66

————————— HAB Event 1
event data:
Oxdb 0x00 0x14 0x45 0x33 0x0c 0xad 0x00
0x00 0x00 0x00 0x00 0x40 0x1f Oxdd 0xc0
0x00 0x00 0x00 0x20

STS = HAB_FAILURE (0x33)

RSN = HAB_INV_ASSERTION (@x0C)
CTX = HAB_CTX_ASSERT (0xAQ)
ENG = HAB_ENG_ANY (0x00)

5.7. EEH Armadillo DtE* 1 77— rE LA ML —IES1L

BFEA Armadillo DX 277 —hE2EE L%, EERAD Armadillo KL TEF2 77— &%
EITDUENHDFET, EF2 77— MNDRTEIIFHFEE Armadillo DEREZSIESMEET, £, BE
B Armadillo Tl rootfs DfEIC AT FAAX—=IREDT TV r— 3 VEBOES{LHITWED,

BTFlcExa77—rE& rootfs &7 7V —y 3 VEBOBSLICHBE UM Y A M—=ILT 1 X
JAAXA=VDERFIEZRLET,

BTN AVAN=ITARITAAXA—=IEFAD SWU 1 X—I %459 S
secureboot.sh @ make_installer A 7> 3 Y ZFERAUET, UTIKRIA T3 V58BN X,
%% 5.6 make_installer ®3|#

AT a5 e
--cn AVAN=IT A RTARX—=I DRI ABIED=HICHREBTHER L TWS openssl TERALET, 74/
kTlE TSecure boot installer [T V% A% 10 HfTOEHF], HMERINET,

ToaONY Y RZETLTLIEE L,

[ATDE ~/imx-boot-[VERSION]]S$. /secureboot.sh make installer
Logging build outputs to /home/atmark/secureboot x2/tmp/make installer. log

Downloading https://armadillo. atmark-techno. com/files/downloads/armadillo-iot-g4/image/baseos—x2-
installer-latest. zip

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 167M 100 167M 0 0 5480k 0 0:00:31 0:00:31 —:——:—— 14.7M

Building initrd for verity (first time is slow)
Signing Llinux image (verity)...
Created /home/atmark/secureboot x2/out/Image.signed-verity

Bui lding SWU..
Enter pass phrase for /home/atmark/mkswu/swupdate.key: ‘)
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Install following SWU image with an USB drive plugged in:
- /home/atmark/secureboot x2/swu/secureboot make installer.swu (2

5.13 secureboot.sh make_installer ®EfT

(1) SWUARX—VBEERT DIcOHDINAT—REZAALTLIEE W,
(2) AVAN=ITARATAAXA=IERBAD SWU £ X—IDNEREINET,

secureboot_make_installer.swu B"EET 5 & & SHERLLZE LY,

atmark@atde9:~/imx-boot$ ls /home/atmark/secureboot x2/swu/secureboot make installer.swu
/home/atmark/secureboot x2/swu/secureboot make installer. swu

5.14 secureboot.sh make installer ® & > TERRE i SWU 4 X —

5.7.2. Armadillo Ic USB XEU Z&FEA
Armadillo CBRERAL, 1 YA R—ILF 1 R0 ERET Z/HD USB XAEUEFAL TS,

USB XEYlF vfat b LK Ild ext4 EXTT7A—T v hU., ZZBREN
10GB UL EDEDEFELTLEE W,

AVARN=ILT 4 AT A4 X—=F installer.ing & WS ZRITREL
Yo ITICAZD T 7 ILDFET BHEIEFLEESSNET,

BI3. A VAN=IT 1 AV A A—=IEHRA SWU Z Armadillo (C1 >V X k—
LT3
ABOS Web ##EHL T. 4B L secureboot make installer.swu Z4 YA R—)LLTLEE L,

E1THFIZ ABOS Web EIT T 5.15. secureboot_make_installer.swu 1 > XA M—JLEOOY ) &574&
OJMNERREINET,

secureboot make installer.swu Z4 VA h—JLLZE T,

SW 7y 7A—R%ET

SWUpdate v2024.12.0-git20250115-r0

Licensed under GPLv2. See source distribution for detailed copyright notices.

[INFO ] : SWUPDATE running : [print registered handlers] : no handler registered.

[INFO ] : SWUPDATE running : [main] : Running on armadillo-900 Revision atl

[INFO ] : SWUPDATE started : Software Update started !

[INFO ] : SWUPDATE running : [install single image] : Installing pre script

[INFO ] : SWUPDATE running : [read lines notify] : No base os update: copying current os over
[INFO ] : SWUPDATE running : [read lines notify] : Waiting for btrfs to flush deleted subvolumes
[INFO ] : SWUPDATE running : [install single image] : Installing Copy installer to USB device
[INFO ] : SWUPDATE running : [install single image] : Installing Stop containers
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[INFO ] : SWUPDATE running : [install single image] :
[INFO ] : SWUPDATE running : [read lines notify]
Armadillo is already set

[INFO ] : SWUPDATE running : [read lines notify] :
[INFO ] : SWUPDATE running : [read lines notify] :
[INFO ] : SWUPDATE running : [read lines notify] :
[INFO ] : SWUPDATE running : [read lines notify] :
[INFO ] : SWUPDATE running : [read lines notify] :
[INFO ] : SWUPDATE running : [read lines notify] :
[INFO ] : SWUPDATE running : [read lines notify]

was bigger than 338MB and was not truncated.

[INFO ] : SWUPDATE running : [read lines notify]
progress can be used safely..
[INFO ] : SWUPDATE running :
[INFO ] : SWUPDATE running :
to fit verity partition

[read Lines notify]
[read lines notify]

[INFO ] : SWUPDATE running : [read lines notify] :
[INFO ] : SWUPDATE running : [read lines notify] :
to max

[ERROR] : SWUPDATE failed [@] ERROR : WARNING:

rejected by kernel

the new size 0 (0.00B) is < 256MiB,

Installing Make installer image

: Secure boot enabled setting for production

./
./installer verity cert.penm
./installer_verity key.pem
./sd _copy/

./sd_copy/boot/
./sd_copy/boot/Image

: /target/mnt/installer. img—in-progress (425MB)
: Checking if /target/mnt/installer. img-in-

: Using installer image on image file.
: Growing /target/mnt/installer. img-in-progress

Growing installer main partition
Resize device id 1 (/dev/loop@p1) from 394. 00MiB

this may be

: Setting console to console=ttyLP0, 115200 in

: Environment OK, copy 1
: Copying armadillo’s root password to installer
: Copying boot image

Installer will enable secure boot

: Copying rootfs

: Copying /opt/firmware filesystem

: Copying appfs

: At subvol app/snapshots/volumes

: At subvol app/snapshots/boot volumes

At subvol app/snapshots/boot containers storage

: Trying to shrink the installer partition...
: Shrinking the installer partition..

: Cleaning up and syncing changes to disk...
: Computing verity hashes..

Installer updated successfully!
1 root root 409. 1M Apr
Installer successfully created!

Installing post script

: Removing unused containers

[INFO ] : SWUPDATE running : [read lines notify]
installer

[INFO ] : SWUPDATE running : [read lines notify]
[INFO ] : SWUPDATE running : [read lines notify]
[INFO ] : SWUPDATE running : [read lines notify]
[INFO ] : SWUPDATE running : [read lines notify] :
[INFO ] : SWUPDATE running : [read lines notify]
[INFO ] : SWUPDATE running : [read lines notify]
[INFO ] : SWUPDATE running : [read lines notify]
[INFO ] : SWUPDATE running : [read lines notify]
[INFO ] : SWUPDATE running : [read lines notify]
[INFO ] : SWUPDATE running : [read lines notify] :
[INFO ] : SWUPDATE running : [read lines notify]
[INFO ] : SWUPDATE running : [read lines notify]
[INFO ] : SWUPDATE running : [read lines notify]
[INFO ] : SWUPDATE running : [read lines notify]
[INFO ] : SWUPDATE running : [read lines notify] :
LINFO ] : SWUPDATE running [read Llines notify] :

2 16:49 /target/mnt/lnstaller img

[INFO ] : SWUPDATE running : [read lines notify] :
[INFO ] : SWUPDATE running : [install single image] :
[INFO ] : SWUPDATE running : [read lines notify]
[INFO ] : SWUPDATE running : Installation in progress
[INFO ] : SWUPDATE successful ! SWUPDATE successful !

swupdate exited

5.15 secureboot_make _installer.swu f Y X k=)D O
SET#. USB XEUZEKRWTLEE L,

HEICERNT T UIcBEE. USB XTE E(C installer. img hMMRTEESNTWE T, T D installer. img
% microSD ICEZIAD e:—w VAN=IT A RV ZERT B ENTEXT,
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5.7.4. FARZRIBZHID Armadillo ICEET S

FERUIcA YA N—=ILT 14 AT A4 X—I% microSD ICEZFAH. FRICERL K Armadillo BIAD
BElc > h—=ILUET,

e, UTDOTF« LI MNIICHBIRBRT—FETH/INv I Ty TZE->
TEWTLIEE W,

Q A4 YA M=)LED Armadillo ® eMMC ROTF—%IF EEEINTHAS
- /var/app
- /var/log

- container image

BT73. AVAN=IT 1 RI7A4 A=A SWU Z Armadillo Ic1 VYA M—=ILF 3%, DFIETE
B U7 USB XEY DHIC installer.img MEFEINTWVWE T,

ATDE _ET installerimg @ microSD NDEZIAAZ{T2HEEIE. UTOFIRICHE > TA YA N—)L
T4 A7 ZERULE T,

- PCICUSB XEVUZEBALTLEE L,
- VirtualBox D& EDRA > D [7/NA X] = [USB] 5. USB XEU%Z ATDE XU Y MUET,
- ZZTRIR—LT4 LI MUICOAE—-ULET,

[ATDE ~] sudo cp /media/atmark/<USBE=<S > hL7=F4 L %2 hY>/installer.img ./

5.16 ATDE (C installer.img £2E—9%

- VirtualBox O EDRA > D [F7/8A1 X] = [USB] 5. USB XEU % ATDE 7YXV kUL
£9,

- PC IZ microSD Z#BA L TL £ LY,
- VirtualBox DEEDRA > D [7/\A AX] — [USB] 5. microSD & ATDE ([C¥ 7Y MUET,
- microSD Z# ATDE [cN¥DO Y MUZEY,

- installer.img Z microSD I[CEZAHF T,

[ATDE ~1 mount @

(BBg)

/dev/sd[X] on /media/atmark/rootfs 0 type btrfs

(rw, nosuid, nodev, relatime, space_cache=v2, subvolid=5, subvol=/, uhe lper=udisks?2)
[ATDE ~] sudo umount /dev/sd[X] (2]

[ATDE ~] sudo dd if=installer.img of=/dev/sd[X] bs=1M oflag=direct status=progress 6

5.17 microSD (< installerimg 22X A
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(1) microSD A /dev/sd[X] & U THRI SN TWBZ EZERUET, [X] FBEBICL->-TERDE
ITDOT, BEICEDLETLEIL,

(2) /dev/sd[X] Z7 NIV KULET,
(3) installer.img % microSD ICEZAH £ T,

- microSD % PC M5IRWTLIZE W,

fERL L 72 microSD DA Y A b —=ILT7 4 AV IC&BA VA M —ILFIRIREBY =27 %ESEICLTL
EEW,

- Armadillo-loT “— kDU x4 G4: A1V AMN=IT 1 AV %ZEBT % [https://manual.atmark-
techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja/chO3.html#sct.use-
install-disk]

- Armadillo-X2: T4 Y XA N—=I)LT« XAV %ZHERAT % [https://manual.atmark-techno.com/
armadillo-x2/armadillo-x2_product_manual_ja/chO3.html#sct.use-install-disk] .

5.7.5. RFERIEZ®/E U fc Armadillo DE{ERER

FREEZXES U Armadillo #RE UL X9, OO IE 5.6.1. EXx2 77— hNDOIER, 22
SRBREE W,

Armadillo ([CAZ' 1 v, UTOIOANYY RZETIT D&, rootfs RO 77U —2 3 ViEEHIESE
SNTWVWBZEEERTEZET,

armadi llo:"# Lsblk

NAME MAJ:MIN RM  SIZE RO TYPE MOUNTPOINTS
mmcb Lk2 179:0 0 9.8G 0 disk

F—mmchlk2p1  179:1 0 300M 0 part

| L—rootfs 0 252:0 0 299M O crypt /live/rootfs @

F—mmcblk2p2  179:2 0 300M 0 part

F—mmcblk2p3  179:3 0 50M 0 part

| L—mmcblk2p3 252:1 0 49M 0 crypt /var/log (2]

F—mmcblk2p4  179:4 0 200M 0 part

| L—mmchlk2p4 252:2 0 199M 0 crypt /opt/firmware ©

L—mmcblk2p5  179:5 0 9G 0 part

L—mmcb Lk2p5 252:3 0 9G 0 crypt /var/tmp (4]

/var/app/vo lumes
/var/app/rollback/volumes
/var/lib/containers/storage readonly

(B8

5.18 rootfs XU 7 7UT—> 3 VEBHIESIEEShTWS Z & ZHER

crypt DFERLHH DT, rootfs HESILINTWET,
crypt DRENHZD T, 77U Tr—y g VEBHIBEESEINTWETD,

[~ ol o)
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8. ty NPV TIETEDY Y 77— NDER

AVTFTFARADTZTIVT—23 07y 7T7—NEEy v 7y 7EREREGL & ITHERBXMIEGR U
TEBEERDDHETT Y TIT—IDAETY, BRmYZa7ILZeBEICLTIIEE W,

- Armadillo-loT =k x4 G4: TSWU « >~ X k—JL [https://manual.atmark-techno.com/
armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja/chO6.html#sct.install-swu-with-
abos-web] ]

- Armadillo-X2: TSWU -« ~ X k — )L [https://manual.atmark-techno.com/armadillo-x2/
armadillo-x2_product_manual_ja/ch06.html#sct.install-swu-with-abos-web] |

ELFHT—NO—5— Linux h—RILEFH T 2BEEUTOFIEICHE > T RS W,
58.1. EZFHT—NO—F —DEFHAE

LTDOURLICHIFTD TTJ—hO—%— YV—X (u-bootZFH), o807 —hO—45—%BELT
a0,

Armadillo-loT ¥— kU =1 G4
https://armadillo.atmark-techno.com/resources/software/armadillo-iot-g4/boot-loader
Armadillo-X2
https://armadillo.atmark-techno.com/resources/software/armadillo-x2/boot-loader

T—hO—5—0Y—2XA—ROF7—hA TEZRALES. L. ZOF N1 TEh—LF (LY
NURERLBETRELET,

[ATDE ~1$ tar xaf imx-boot-[VERSION]. tar.gz @

K 5.19 8507 —hO—4%—0DY—X1—REEHT S
@ 77— Hr7=EBLEY, [VERSION] @N\N—Yavick->TEHLET,

secureboot_x2/imx-boot D VRU Y I ) VI TERFDEDICDITNZET,

[ATDE ~J$ rm -rf secureboot x2/imx-boot (1)
[ATDE ~]$ Ln -s /home/atmark/imx—boot-[VERSION] /home/atmark/secureboot x2/imx-boot (2]

520 R0 7—hO—%5—DY—XA—RZIVYRUY IV ITICT S
(1) SURIY I IV ZHIBRULE S,

(2] imx-boot-[VERSION] Z> > hYU w2 YU > e LT secureboot x2/imx-boot @ >Ry w
27UV =ERULET,

BHOT7—hO—45—ICBZETVWET,

[ATDE ~1$ cd imx-boot-[VERSION]
[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh imxboot
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Logging build outputs to /home/atmark/secureboot x2/tmp/imxboot. Log

Building imx-boot (boot loader)...
fatal: No names found, cannot describe anything.
fatal: No names found, cannot describe anything.

Created /home/atmark/secureboot x2/out/imx-boot armadillo x2.signed (1)

X521 BFo7— O—%—ICBLT S
BHOT—hO—5—UTEBLZUL 7 71 ILDMERENE T,

BHOBEZEHT—NOA—F—%ZA VA= BTcdHD SWU A A—IZERLET,

[ATDE ~/imx-boot-[VERSION]I$ cd ~/mkswu @

[ATDE ~/mkswul$ cp /usr/share/mkswu/examples/boot. desc . (2]
[ATDE ~/mkswul$ cat boot.desc

swdesc_boot ”/home/atmark/secureboot x2/out/imx-boot armadillo x2.signed” (3)
[ATDE ~/mkswul$ mkswu boot. desc

Enter pass phrase for /home/atmark/mkswu/swupdate. key: 0
boot.swu A{ERLZE L7, ©

[ATDE ~/mkswul$ mkswu --show boot. swu (6
#f boot. swu

#f Built with mkswu [mkswu D/XN— 3 ]
#f signed by "atmark”

swdesc_boot --version boot [VERSION] /home/atmark/secureboot x2/out/imx-boot armadillo x2.signed

Q00000

522 &MDELFEHT—MO—5—% SWU «( X—JITHHAD

mkswu T« LI K UICBEILET,

EF9 % desc 7 7 )L (bootdesc) Z mkswu T« LY NUICOE—ULET,
swdesc_boot D5 |HERHDEBELEFH T —FO—F—DT7 7AILIRRAICBEIRZ T LI L,
SWU A A=V ZEHRT BIDDINAT—RDAANZKRDSNET,

bootswu DALY ~Fo LI NJICERENEXT,

boot.swu ODFEEFRRLET, [VERSION] R TH B T &% SHERLLEZI W,

ERL U7z boot.swu & Armadillo [T/ YA =)L 32 TT—hNO—5—%7 Vv ITF—rhTEZXY,

5.8.2. B4 F# Linux h—XILDEFHAE

ZLZEH Linux H—RIVEFHT Bfcolc. secureboot.sh linux I REFERULET,
ZDAXY RIFUTORRDIBEICERFHFD Linux I—RILD apk /Xy o —I=BHETERIELEY,

- secureboot_x2/tmp/linux_apk 7« L7 N UDEFEE T, --image & --dtb 51#c & > T Linux

H—RILA A= & dtb 77 A0ILEIBEL TULERW
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BEHEFIC . BEIC secureboot x2/tmp/linux_apk 4 L7 NUDFEEL TWSIET T, BRFD
Linux 1—%JLZEE LIZWLWD T, secureboot x2/tmp/linux_apk 4« L7 U DT LI NU&%E
ZELEXT, Ny I 7y TORENRITNIFHIBRL TS EE W,

[ATDE ~J$ mv secureboot x2/tmp/linux_apk secureboot x2/tmp/linux_apk.old (1)

5.23 secureboot_x2/tmp/linux_apk ®TF« L7 NV EZEZEET D
TALINIBZZEELET,

at-dtweb THAY YA X UTz dtbo 7 71 ILEEBELT S Linux h—RILA X—I[CHHHFAHT=WN5
&, secureboot.sh linux ¥ Y RETEIC --dtbo TZF® dtbo 7 7 1 LD /SAZEIBELTL K

=

(AP

BT TlE. 5l#%EIEEE I IC secureboot.sh linux IV REETULET,

Logging build outputs to /home/atmark/secureboot x2/tmp/Llinux. log

Downloading https://download. atmark-techno. com/armadi l Lo—iot-g4/baseos/linux-at-x2-latest. apk (1]

Select which initrd to build: [none|plain|mmc|verity] (2]

mmc 9

Signing Llinux image (mmc)...
Created /home/atmark/secureboot x2/out/Image.signed-mmc (4]

[ATDE ~1$ cd imx-boot-[VERSION]
[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh Llinux

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 15.9M 100 15.9M 0 0 10.4M 0 0:00:01 0:00:01 ——:——:—— 10.4M

Building initrd for mmc (first time is slow)

o
(2]

©
4]

5.24 RHF D Linux A—RILAAXA—JICEHLT S

BHO Linux h—XJ)L® apk @ apk /Sy —I%#EBLET,

X217 T MR L—YDBESEET> TVWEIHEIE mme 2. BEZHRAHFET>TW55
&1E none F1zld plain &R L TLZE L\, none DIFE L initrd ZFEALEE Ao

Tl EFXFa2a77—MRUOCRMNL—VDBEBILZEIT> TLWBHEIIRT mmec Z&IRULET,
2R L —VBEETIHDELZFM Linux I—FRILA X—IDERKENET,

SWU A/ X—=I%ERMT D7D desc 771 ILEERLE T,

[ATDE ~/imx-boot-[VERSIONII$ cd ~/mkswu @
[ATDE ~/mkswul$ cp /usr/share/mkswu/examples/encrypted rootfs Llinux update.desc . (2

[ATDE ~/mkswul$ cat encrypted rootfs Llinux_update. desc (3,
#f This example is intended for users with ENCRYPTED ROOTFS.
#f Ignore it if not using encryped rootfs.

#f version must be updated everytime Like normal updates
swdesc option version=[LATEST VERSION] @
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#f Image.signed is an a linux image with initrd built using
#f imx-boot/secureboot.sh linux

swdesc boot Linux ”/home/atmark/secureboot x2/out/Image.signed-mmc” (5]

5.25 BFDELEH Linux H—RILA AXA—I% SWU 4 X—JIclH#AAL desc 771 I)L%
ERN T B
mkswu T« L7 MU ICBHULET,

ERRLTIeBRAREH Linux h—FRILA X—=I% SWU 4 X—=V[CHMAADT=HD desc 771 )L
(encrypted_rootfs_linux_update.desc) & mkswu 7« L2 NYUICOAE—UFT,

encrypted_rootfs_linux_update.desc DHFEEXRRL £,
[LATEST_VERSION] [EH T 2BEORIMD/N—I 3 VICEZTHZ TR E W,

EBR UTcBLEM Linux H—XIL1 X—ID/VA % swdesc_boot linux O5|#ICiEEL TL S
=LY,

00 ©0

SWU A A=V ZERRLE Y,

[ATDE ~/mkswul$ mkswu encrypted rootfs Llinux update. desc
Enter pass phrase for /home/atmark/mkswu/swupdate. key: (1)
encrypted rootfs linux update.swu Z{ERK L £ L 7=, (2]

[ATDE ~/mkswul$ mkswu --show encrypted rootfs_ linux_update.swu (3)
#f encrypted rootfs_ Llinux update. swu

#f Built with mkswu [mkswu D/X— 3 ]
#f signed by "atmark”

swdesc_boot Llinux --version boot Linux [LATEST VERSION] /home/atmark/secureboot x2/out/
Image. signed-mmc

5.26 RFTDEBLFH Linux h—RILA X—IDHMAENTc SWU A X —I&ERT S

SWU A/ X—I%Z1ERT BT DIKAT—RDAANZRDENET,
encrypted_rootfs_linux_update.swu ALY cFo LI NUICERESNE T,

encrypted_rootfs_linux_update.swu OFF%ZRRLFT, [LATEST VERSION] N&# TH
% & CHERSIEE W,

00

YERL U 7z encrypted_rootfs_linux_update.swu % Armadillo (1~ X k—)LF % Z & T Linux 71—
KIWNAAX=I%2T7 Y TTF—RNTEZXT,

5.9. M ER
5.9.1. secureboot.conf DR EFE

secureboot.conf FEF 27T —hA XA—=I 4R ) 7K~ secureboot.sh DFRET 71 ILTT,
UFEaAy747D—87T9,

CST_ECC BiFD CASIREZFIRT N ESHZRET 2
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CST_KEYLEN,
CST_KEYTYPE

- y: EC ZF|AHT %
- n: RSA =FfAHT 3
RRZHREIT S

K57 X277 —FHOROESE

Algorithm CST_KEYLEN CST_KEYTYPE
RSA 1024 1024 1024_65537
RSA 2048 2048 2048 65537
RSA 3072 3072 3072_65537
RSA 4096 4096 4096_65537
EC NIST P-256 p256 prime256v1
EC NIST P-384 p384 secp384r1

EC NIST P-521 p521 secp521rl

CST_SOURCE_INDEX

CST_UNLOCK_SRK

LINUX_IMAGE,LINUX_DTB

LINUX_DTB_OVERLAYS

SRK ZBRK 4 REXTHDOIENTEXT, ZORETIFED SRK
ZRBT 2ONRELFT. FEMR O FLED T, 0AF T4/
N T

SRK DUR—=VBICFIBLES, 774 MRETIIHEBYPEHRD
BlEDfeHic, VR—IDNTERVWREICA> TWET,
#CST_UNLOCK_SRK=y O OX Y h&EHNTFT Z & TYUR—I D ATHE
RIREEICHRD £,

FIT 4 X—JICBMAAD =6 D Linux kernel 4 X—I & FINA XY
)—70O7 (DTB) O#exd/C R,

Linux [AF @ Device tree A—/\—L A H7 71 L2 HHAD =6
ICFAT %, WolzA. Linux @ device mapper ZFAL TIL—
N77AILV AT LAZBESELTLES E, 7—FO—4%—TIdE
DNEWETFAINZFRO I ENTERN, ZDEDICFIT A A=
[ICHAPAATRLS DDA T 3>, /boot/overlays.conf (CH[FE]
ROEEZMZ T I W, UTEATT, BHARAKRTZWT 71U
ZEBMUL TLZE W,

LINUX_DTB_OVERLAYS=(

armadillo_iotg g4-nousb. dtbo
armadillo iotg g4-swl-wakeup.dtbo

LINUX_INITRD EESLENEI— N7 7V AT LAZEST ZHDNIBZITSZHD initrd
DXt /KR, encrypted boot ZF|A U BRWEEICIFEREIFFRETT,

59.2. BRFEHA X—Y L ERFES

UTIT—hA—F—DEBGEHA X —IERRAEICOVWTDFAZRLET, HEDEDH BootROM
ICL > TELRIESN 28D, BEDOEDE SPL ICK > TERRIASNBELAICEDXT,
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File (imx-boot_armadillo_x2 signed) DRAM
e —————

T 0x4020 0000
SPL
m%’;;ﬁ'\? ) u-boot-imx
(lpddrd._xxx.bin) (u-boot-nodtb.bin)
CSF
(csf_spl.bin)
FIT header Flattened Device free
o (evk.dtb)
’ CSF =
(csf_fit.bin) 0x5600 0000
OP-TEE OS
/ (tee.bin)
u-boot-imx
(u-boot-nodtb.bin) load and verify signature
Flattened Device tree / OCRAM
(evk.dtb)
Trusted Firmware-A - Stlebl , 0x0092 0000
. u-boot-spl.bin
(bl31.bin) aT
(lpddrd._:xoc.bin)
OP-TEE OS
tee.bi
(tee.bin) Trusted Firmware-A 0x0097 0000
(bl31.bin)
e
SPL SLD
EREEE EREHE

K527 7—hO—5—DEREFHA A=Y
File (imx-boot_armadillo_x2.enc) ‘__J__M_—Iz

bens 0x4020 0000
SPL
(u’tg;;s&bm) u-boot-imx
(Ipddr4 e bin) (u-boot-nodtb.bin)
CSF
(csf_spl.bin)
DEK blob Flattened Device tree
(armadillo_x2.dek_spl.bin) (evk.dtb)
FIT header |
VT
0x5600 0000
CSF
(csf. fitbin) OP-TEE OS
(tee.bin)
DEK blob
(armadille_x2.dek_fit.bin) load and verify signature ______/_—_
. OCRAM
LRI :I——.___—:——————J:I
(u-boot-nodtb.bin)
SPL 0x0092 0000
(u-boot-spl.bin)
Flattened Device tree (Ipdggﬁxi‘:vb in)
(evk.dtb)
Trust?:I;rg;:)are—A Trusted Firmware-A 0x0097 0000
: (bl31.bin)
OP-TEE OS o ————
(tee.bin)

SPL ) -
B4, EiE SRR

K528 BS{t7T—rO—5—DBRGEFHMAXA—Y

Linux DEZFH A XA —IJEBREOHNIZATOEED TF, KEDZLNIE U-Boot Ick > TELE
SEENBERICEDET,

51



Armadillo-loT "=k 7 = G4/Armadillo-X2 EF a2 U F 1 41 R TFaF7T—hk

DRAM
. =
0x4048 0000
FIT header
File (Image.sign)
FIT header jag=zet
(Compressed
Linux kernel)
Image.zst
((?U'"P"ESSEd Device tree blob
Linux kernel) r—' | (compressed) |
Device tree blob boad v
(compressed) CSF
VT
~ = =
CSF
0x4500 0000
Device tree blob
'E_____—___//’—_\-_\:'

BHEEE

0x8008 0000

Linux kernel image
QL\fﬁh

5.29 Linux H—XILDEBEZEHA X —Y

DRAM
= =
eMMC boot area x 2 — 0x4048 0000
0x00 0000
Image.zst
imx-boot_armadillo_x2.enc (EOT"DKTSSSE:?
inux kernel
Device tree blob
(compressed)
File (Image.sign) initrd
0x50 0000
FIT header
VT
mege Rt Losd CSF
(Compressed
Linux kernel) . L
f
0x4300 0000
Device tree blob Device tree blob
(compressed)
initrd =
VT initrd
CSF < L
f
0x8008 0000
Linux kernel image
0x200 0000 _—

530 A L —YBEBLICHHIS U fc Linux A—RILDBEZEHA A —Y

593. €*a77—b070—

BUTIC SPL (Secondary Program Loader) @7 —hk 7O0—DHEEZRULE T, MR TH> TWSEP
MEEF 277N TEMCBRZINIETT,
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initialize DDR

serial boot

(BootROM API) ———————NO
YES
o S .

no signal YES load u-boot

NO @
load dtb
YES

load and parse
FIT header

load op-tee

CONFIG_IMX_HAB=y

authenticate
(BootROM API)

o< Siooeedesi > |

B TN | = D

l hang l jump to ATF

K531 SPLEF*a77—bhD70O—

U-Boot D7 —h 70— DHERFIUTDELE N TY, SPL EERICKBETEH> TWBERIFEF 2T
T— KN TEMCRBULETT,
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load dib
—

| —
Y
B ——

load linux kernel

CONFIG_IMX_HAB=y

; authenticate 5
; {BootROM API) '

jump to Linux hang

532 U-Boot E*xa77/—bD70O—
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X177 —h

594. EILRoZ7O0tER 70—

downlop

A

secureboot.conf

code signing tool secureboot.sh

singed bootloader

imx-boot.signed

imx-boot tar.gz imx-boot

toolchain secureboot.sh
enc bootloader

imx-boot.enc
mkswu package

dek offset

build-rootfs.tar.gz

swupdate
desc files

baseos.tar.zst

Build rootfs

di-¢dn.alpinelinux.prg

2 b L= OISR

secureboot.conf

rootfs for initrd
build_initrd.sh initrd-baseos.zst
baseos.tar.zst -

build_rootfs.sh }»

singed bootioader,

imx-boot.signed

SWU file

initial_setup.swu

. rootfs Installer image
Build rootfs

build_image.sh

signed linux (FIT) baseos.tar.zst baseos.img

Image.signed

B533t¥ar7/—hoEILRT7O—

ES#te*a77— . XL —VHESEKET

SWU file
mkswu
initial_setup.swu

ssecureboot.sh

signed linux (FIT)

Image signed

Goal

build_image.sh

D boot image

baseos-
installer.i
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595. 77—LVUz 77y 7TF—rDT70O—

swupdate ORIC J1 ZF—T~IT B

| idekblob OWE =4

Secure boot
eMMC boot J132

ISRKA v & 2 BEAA | leMMC OB EAL

i(sd installer)
Normal boot H Secure boot
SD boot S SD boot S
S momEE II
II

iswupdate

I Secure boot I
SD boot 4E

[ 1
==
=

Normal boot
SD boot JME (boot 0% &> t2)

dek blob 2 FjAH
(mmcblk2boot1)

v

partition config F&E
->boot 1

II

’ ‘ install ’ firstooot ‘ ’ ‘ SWupdate ‘ ‘ ag%u;g;;&;f— b
partition {ER% partition {FAY Bg%ﬁ;;zg,: 80 B
(mmcblk2p1) Z Bk e

(to 1)
¢ . ¢ ¢ 21— —8E
‘ rootfs # 1A ‘ partition 7+ —% b LUKS Dkey file %

(to mmcblk2p1)
(+cryptsetup)

(+oryptsetup) black key TH# &A%

v v

bootloader &A% SERPTH= [ rootfs B &A%
vy b7y
(to mmcblk2boot0) S (to mmcblk2p2)
Linux + initrd %A% firmware partiion Linux + initrd 8% A%
(to 0) (to mmcblk2boot1)
(voryptsetup;

mmeblk2boot1
N=TF 13 VML

panilif::;:&ﬁg%"zi ’ version DEF ‘

G partiion 74— encryp«ed,up:fce,aval|an|e

bootloader & %A%
(to mmcblk2boot0)

I firstboot I

534 7J7—Lox 77y 7TF—bhD70—

5.9.6. SRK D#EFMLETIDEZ

ASHDA VI TV MHINICKBBEH. £, BOTHEEHRLGENMRELRIGS., ZORRTHAU
TWBEEEMNEL T, AIORICYIDEZ DI ENARETT, fcfEL. ZDHBEIFEL (.MX 8M Plus
DFE. KN4 D) D SRK BENMTWS I ENFIHRERD XTI,
5.9.6.1. SRK O #31t (revocation)

Z Z Tl SRKT1 (index 0) ™5 SRK2 (index 1) ICEE I 541%Z=5RBAL XTI,

1. secureboot.conf @ revocation DO ¥ =R T DR EEZEFMNCULET
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T7 AL B TIE eFuse @D revoke LY RAZIEAY I ESNTWEDTEZTIAHATEFZF A, OV
713 HAB DRETHBIRIT B ENTEEXT, BICAV I ZRIRT 5 EHBEICERINS A6
ENGHDOTEEIEIOY I INDERETY,

imx-boot-[VERSION}/secureboot.conf ZfW T, CST_UNLOCK_SRK=y ®OX> ~hZHU
T<L f£E W, secureboot.conf MEMICDWTIE §5.9.1. secureboot.conf DREAE %
SHRLTLEI W,

[ATDE ~J$ vi imx-boot-[VERSION]/secureboot. conf

2. BRABHAA—IZESAD

RIBICEDET, BRAHD. BSL+BREADAAX—IZERLT, AA-IZEEIAAT
<IEEWN,

3. BEE
4. Unlock #HEsR9 %

BEHFO uboot-imx D7OV IR EZNLE EIFTLYRYEZERLET, ATOOAYY R%E
ETLTLEETW, bitl (SRK_ REVOKE_LOCK) &5 TW5 & Unlock RREETY,

u-boot=> md 0x30350050 1
30350050: 00007dbc @

@ 7dbc @ bit 1 HEBETLSDT unlock IREE
5. SRK =#Eikd %

EYrT7—=)LRREYRMEIORULEDT, BOESE 1 EUED (1,234) ICBRD XTI, bit0
A SRKT1. bitl A SRK2. bit2 »* SRK3. bit3 »* SRK4 TT,

Q BFoIXYY RIEHLXTHBDT, ZOXRXETULBWVWT TS,

SRK1 Z#EML T 25 IEUT DIV RZERTLTLLLEE W, RESIBNEMNLT 2RORE
ETT,

u-boot=> fuse prog 9 3 1

5.9.6.2. SRK 01D & X
Z 2Tk SRK1 (index 0) »5 SRK2 (index 1) IKEE Y 2B HHALE T,

1. SRK OZEFE
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secureboot.conf @ CST SOURCE INDEX % O 5 1 IKZEBLTLEI W,
secureboot.conf OFMIC DWW TIE 75.9.1. secureboot.conf DBEHE ZSRBLTLKE
U\,
[ATDE ~J$ vi imx-boot-[VERSION]/secureboot. conf
2. BEXITS
RIBICEDLET, BAFHD, BELL+EBRZEFHADAA—IZERL T, A1 X—IZEZAAT
<Tfea Wy,
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6. VI hNDU T 7ETREDORE

COETREY IRV 7RIRBEZTZ2 X2V T KT ZBAI A FZHALET, HBEIT L
FaUTARMEATDEED T,

- OP-TEE
- CAAM Z#F U7z OP-TEE

- SEO50 Z#|A UL fc OP-TEE

6.1. OP-TEE
6.1.1. Arm TrustZone & TEE DOJEHA

Linux ZFHI 22 AT LTIE. BHEAFKLEY 7 8D 27T TRIERD OSS BASNZ T —
Zb\%biﬁ'o CDOESBRAT TR BHRARLLY RV EIFTRLS AKIC 0SS 0)91’773‘%?‘?&“
N3 LB, YATLDEINCEEDH S I—RHBEENZDOD. ZOAEMEZHRI 2 &
HEETI, RICTNTD OSS PMEHETEHHDTH e LTH, Z:EAb‘\@L\Zé:%1%§E3_%>CtH
FIERTETHD., BROEZZEDY TRz PHIBEHFEDE > MFITBRDZDEADSEVNDTT,

Z5WoEEENS Arm (& TrustZone HEifiZzEA LT U, VY —RT7 7 AHIRIC K o THOSH
BYTRIIT7HSY TNz 7RTREZRKEIZIENTEZXT, TrustZone DEAICK > T, B
HERLUADY 78I 2 PHLHEMET ZIRTICEVWTH, BEEEF 127 T7—ILRICFOEENKRD
Xt A, TrustZone ZFRBELEH D E U T, GlobalPlatform @ TEE (Trusted Execution
Environment) 2RI 23V 7N Tz 7AW DONEELXT, TEE ZEHT % & secure world IZH
WTEBTZEZY 7MYz 7RI EERTIESZ I ENAEETT,

Tld. ES5Wo e —XTTEE AT EINZEETULLOID. —HRICIFEZXETAD. BIREELEZFD
BEZWBIT LA TIURERZTEDTIRET DT —ATHRITIZICENEZSNET, BEFEBICIE.
B RFNIE, SIBHEONE, BRIV TV Y ONE, FAABROULERETHHEITZT—INEZS
nxd,

6.1.2. OP-TEE & &

. OSS @ TEE R E WK DHD TEE EEMNEFEL FJ . Armadillo Base OS Tld& OP-TEE Z#%
BHUZE9, OSS T8 OP-TEE (& Arm O7 M TEE E%ED 1 DT9, Arm TrustZone 77 ./ 03—
CE>TBEREELEZFDUEBZEFXF 277 —I)LRICIHEEEL THENSHEEL XTI, OP-TEE &
GlobalPlatform lc & > TEZE 115 TEE Client APl 4> TEE Core APl & W - = GlobalPlatformAPI
ICEMU S T2V ZRHEUTWET, InS5D APl ZFIBT 2 & TCA—Y—3hRILT TV r—
VaVERRETDIENFRETY, imx-optee-xxx (& NXP (L&D iMX R— kDY R—MEEHAEEN
% OP-TEE OR&E7OY YV K TY,

/ OP-TEE O U WBHRIIARDRF 2 XV M ESBLTLIEE L,
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OP-TEE documentation

https://optee.readthedocs.io/en/latest/

6.2. OP-TEE DR
OP-TEE Z#H I 2FERIURINVRBHUTOELED T,
- imx-optee-o0s
- EF 27 T—ILRTEET D TEE, optee-os D&k
- imx-optee-client

- TEE Z VT 2D/ vEFa2 7. X2 77—=ILRAITD APl 24735, optee-client
DA

- imx-optee-test

- OP-TEE OEXFEDT A, T A=V RAEZITS, optee-test DikE, NXP HED T
A MHEME N3

- optee_examples
BTN T3y

D55, imx- EWSTL 70 v I ANEMENZYRINIIE, PYTRANI—=LDYRIKNYI(C
XU TNXP ek iMX YU —=X@EIFORIENA->TZURI NI ICEDET, OP-TEE 2FIFEI 376
IC & imx-optee-0s =7 —hO—% —ICEEEY 27T Th<. Linux ETEMES 202/ ZA VIRE (imx-
optee-client) WAETT, Fxfc. TEE ZFIB I 57z Iic CA (Client Application), TA (Trusted
Application) %Z. imx-optee-os & imx-optee-client ZFHWTEILRUE T, HEICHUTT A MR
B (imx-optee-test) HEBIML T L\,

FUWOP-TEE DY XAFLBERICDOWTIE T6.7.1. V7 b Uz 728
ZZRUL TS,

/ OP-TEE git [cBIT 25 ULWERIBAKD R F 2 XY 2SR UL T IZE L,

OP-TEE gits

https://optee.readthedocs.io/en/latest/building/gits/
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6.2.1. Armadillo Base OS N D#H A A &

IS TEBA L 7z OP-TEE OFERQUMRY Y ZEBRIC Armdillo BaseOS (CEAEY %5354, Armadillo
Base OS & ED K S ICEART 2DNEMEERZHALET,

LUTHY Armadillo Base OS & 0BG AR U 25,

Normal world : Secure world
- o 3 |
' (imx-optee-test, optee_examples) (imx-optee-client) i | (imx-optee-os) (imx-optee-test, optee-examples)
User CAs tee-supplicant ] TAs User TAs
(imx-optee-client) 111 (imx-optee-client) A
Container TEE Client API : TEE Internal Core API
User applications | L
Armadillo BaseO3 | Podman
Linux N [ N[ ) , ;
/deviteepriv0 | | /devitee0 | | openssl | | swupdate : (imx-optee-o0s)
' J L J L J y ' Trusted Execution Environment
................................................................. .
Trusted Firmware-A
| Atmark techno | User/Atmark techno [ User-installed component

6.1 Armadillo Base OS & OP-TEE 03H:4#5FH
- BEOEDIE Armadillo Base OS & > TH/N—Z N2 &H
- IREDOESE OP-TEE ZHARALcHICAR LT NI SRV
- REOLHE 77 4L KT Armadillo Base OS ICHAAFENTWVWSHEHH DB LRI
imx-optee-os ZHAADEEISEBEBMTT, I—HF—DFE=EA < f2sHIc Armadillo Base OS ([ZIFH
IC imx-optee-os NAF+UNT—rO—F—ICHAAD LS ICERINTWET, THHAREA A —

IPRIET Y FF— KA Armadillo Base OS ¥ X—YcHEaFENFET, LML, EFaUT0 OB
25 OP-TEE AFIHTEZZRETHMAFZFN TWEF A, FULKIE T6.3.1. OEH, THBEAULEI,

6.3. OP-TEE ZFIMBY %AIIC

OP-TEE Z AR ) DEFETNET,
6.3.1. BOEH

imx-optee-os URI N ICIE TA ZBEZT2HDT 7 AL N OMEFEINEEINTVWE T, ZOH
BRIEEBETTARPHTOILDOEDTY, ZOXXERUMBRZFEWRITDE, WEBEENT 7 4
IWNOWERTEALL TADBEITIREICA>TLEVWET, F1I—F—DIFHULWEZHRET 24
ENBDET,

1. V=RAOA—RZEEIIRB/Y_2 7 E2SEICLTEI RBBEOEEE, J—-NO—5—0DY —
AO—ROEBZIT>TLEE L,

- Armadillo-loT =k x4 G4 "T7—hO—%—%ZEJL RT3 [https://manual.atmark-
techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja/
ch06.html#sct.build-imx-boot],
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- Armadillo-X2: T7—hO—%—%EJL K9 % [https://manual.atmark-techno.com/
armadillo-x2/armadillo-x2_product_manual_ja/ch06.html#sct.build-imx-boot]

2. RSASRF7ZEZLEBRULET,
ROANY REETLET, RSA/ECC Z@BIRTEX Y,

[PC ~J% cd imx-boot-[VERSION]/imx-optee-os/keys

[PC ~/imx-boot-[VERSION]/imx-optee-os/keys]$ openssl genrsa -out rsa4096.pem 4096
[PC ~/imx-boot-[VERSION]/imx-optee-os/keys]$ openssl rsa —in rsad4096.pem -pubout -out
rsa4096 pub. pem

AR U R (EEED rsa4096.pem) (& TA ZEBFHFLTW Iedic, 5
BEMAITZHDTY, ENICKVW, EF27BAMNL—YICOE-LT
BLEZRENIHULET,

#. ERKICHAYRZEVNT TS, Rfc. BIFEPNICERIVLHET

@ BOFEHITEHEMEEZET > TITo>TLIEEW, e ZIHEEBOAFBTS
T, UTZESEICLTLEE L,

BlueKrypt Cryptographic Key Length Recommendation
https://www.keylength.com/

/ BOFEHMICEATDZFUWEBREIARNDORF 2 AV FZSRUTLIEE W,

Offline Signing of TAs

https://optee.readthedocs.io/en/latest/building/
trusted_applications.html#offline-signing-of-tas

6.4. CAAM ZER UTc TEE ZBE£T %

i.MX 8M Plus Zi& CAAM (Cryptographic Acceleration and Assurance Module) & XN 35
RS 7 7o L—I M BE N TWET, CAAM IE SoC ASRIcH B tX 1 7 DERICES
NIBZITS Z EDEEETT,

6.4.1. EJL RDfin

OP-TEE i*&&ENnd7/—hO—4%—ZEILRLTVWEZX T, Armadillo Base OS Z#|FA L 7z OP-TEE
DEILRDFANIEUTDEED T,
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1. 7—hAO—%—%ZEILRTS

2. imx-optee-client ZEJL KT 3

3. TA.CA%ZEIRTS

4. EILRERZED D
ANZaT7ITHBEIZEILRRETOT LI N UBROBMBIEIUTOELED T,
optee_examples F1—H—7 7V —> 3V ZRET DHHATI. AY =17 JLTIF Linaro H'iE

HIZ7TVT—a >0 7ILT7OT 5 L THS optee_examples & UFE Ufco AREFERI—H—
D7 T7IVT—23 > ZRET DHFAICBRDET,

F—— imx-boot-[VERSION]
| F—— imx-atf

| F—— imx-mkimage

| F—— imx-optee-os
| L—— uboot-imx
F—— imx-optee-client
F—— imx-optee-test
—— optee examples
L—— out

6.42. EI FRIEZBEIT S

BENZa17 I ESEICLTEI RREOHEEL, 7—hO—%5—0Y—XI—ROEE. EILRZ
FHNCIT> TLIEE W,

- Armadillo-loT ¥—hk7o x4 G4: T7—kO—%—%EJL RIS [https://manual.atmark-
techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja/ch06.html#sct.build-
imx-boot]

- Armadillo-X2: '7—hkO—%—%EJL RT3 [https://manual.atmark-techno.com/armadillo-
x2/armadillo-x2_product_manual_ja/ch06.html#sct.build-imx-boot]

imx-optee-test Z EJL RT B /D ICREICTED £,

[PC ~1$ sudo apt install g++-aarch64-Linux-gnu

6.43. 7—rA—5—ZBEILRTS
HUWREMDALHICT— A5 —2BEILRTZUENBDET,

/ uboot-imx @ localversion I[CDWT

Armadillo-loT ¥—~ho x4 G4 EXxa2UF s HA4 R 1.1.0 LURITIZ
localversion ZFBULEN—Y a3 VvEF#RZHPAL TWLWEL D,
SWUpdate D7 7 1)L (desc) ZFIBULIcAEZHELE I,
localversion & DHEBIFEIEETY, I TIHEBRFDAIXFFDEFSFIBW
el £9,
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1. 7—hO—%—%EILRTS

ROAXY RERTUET, T7AINNDERETIET7AILNDEEFALTULES DT make
B TROINRAEZEITDENHDEFT, 163.1. BOFEH, THEBULBD/INAELTY
TA_SIGN_KEY T‘;‘Ebi@“o I TIEEE%E rsad096 ELE LD, E1——DBEBICED
BIeBRBEFTHABEZTLIEEI N,

[PC ~1$ make CFG CC OPT LEVEL=2 ¥
TA_SIGN KEY="${PWD}/imx-boot-[VERSION]/imx-optee-os/keys/rsa4096. pem” ¥
-C imx-boot-[VERSION] imx-boot armadillo x2

518 TA_SIGN_KEY TW&E#EZDLIcI & T, EIL I\H%LC TA @
EBRICAAZNE T, e, RITHOZERERDICHICITAREZ
O EUTEITNAFUICEDIAHFTT,

EILRERZIE-LTHEEXT,

[PC "1$ install -D -t ${PWD}/out/usr/lib/optee armtz ¥
-m644 ${PWD}/imx-boot-[VERSION]/imx-optee-os/out/export-ta_arm64/ta/*

6.4.4. imx-optee-client #EJL RT3

imx-optee-client & TA, CA BFI|HT 25175V, 77U —avzE)ILRTBRIICEI RRE
AN SR

imx-optee-client (& imx-optee-os DEJL RIEREZSELTWDDT, =
Fllc7—hO—%—ZEILRTZRENHD XTI,

1. imx-optee-client Z7O0—>9 %

imx-boot-[VERSION] @7« L7 MY &WFICEEE N5 & S IC imx-optee-client 72 O—
LT, REICIGUTCEYIBR TS VFREEFTVIT '7 MLUTLEEE W,

[PC “]$ git clone https://github.com/nxp-imx/imx-optee—client.git ¥
-b 1f-5.10.72 2.2.0

2. imx-optee-client ZzEJL KT 3

EANLBIERESTT 5720IC TADEV KIT DR #ELET, 7AIL MDY~y hTIYR
h—Lb&bETITS>DTDESTDR £ELET, P 7Usr—2avEEILRT BHIC APl 5+
7SV EULTHIBENE T,

[PC “1$ make -C imx-optee-client ¥
DESTDIR="${PWD} /out” ¥

64



Armadillo-loT "=k 7 = G4/Armadillo-X2 EF a2 U T« A R V7 MUz FERITREDORE

CROSS COMPILE="aarch64-linux-gnu-" ¥
TA DEV KIT DIR="${PWD}/imx-boot-[VERSION]/imx-optee-os/out/export-ta arme4”

6.45 77V Tr—>3>&EILRTS

AEREFI——DPMBIES7 TV T—2a3 > ZE)LRUEITMN. ST TRREEXLTICTVTILT
7V —> 3> optee_examples ZEJLRULET, P7UT—ya YRAEDSEICL TLRE W,

- PV —=3 v EI)LRT BHICiE imx-optee-os, imx-optee-
cient OEIRERZSBLTWS DT, —EIE imx-boot-
[VERSION], imx-optee-client ZEJL KT 2EHIHD £

- optee_examples ICIE1 > A ~—J)LF % make =7 v KH7EWLD
T. EILRRICFETEDDEENDENHDFT

1. optee_examples Z7 O0—>9 3%

imx-boot-[VERSION] + imx-optee-client « L Z MY EHFHICEEBTND &SI
optee_examples Z7O0—> UL T, REBICIHU TCHEYB TSV FREZF v IFTIMLTLE
Z LY,

[PC ~1% git clone https://github.com/linaro-swg/optee examples.git ¥
-b 3.15.0

2. optee_examples ZEJL RT3

EXNRIEHREZSRI 57cHic TA DEV KIT DIR. TA ZEZ T Bfchic TA SIGN KEY. 5
175 VRO HIC TEEC_EXPORT ZEULE T, 1Y AK—ILT =Ty DB VDTRIFE
FHTEIFERZNRET Z2LENGD XTI,

[PC ~1% make -C optee examples ¥
TA CROSS COMPILE="aarch64-linux-gnu-" ¥
HOST_CROSS COMPILE="aarch64-Llinux-gnu-" ¥
TA DEV KIT DIR="${PWD}/imx-boot-[VERSION]/imx-optee-os/out/export-ta arm64” ¥
TEEC_EXPORT="${PWD} /out/usr” ¥
TA SIGN KEY="$PWD/imx-boot-[VERSION]/imx-optee-os/keys/rsa4096. pem”

EILRERZIE-LTEEXT,

[PC ~1$ install -D -t ${PWD}/out/usr/Llib/optee_armtz -m644 ${PWD}/optee examples/out/ta/*
[PC ~1$ install -D -t ${PWD}/out/usr/bin -m755 ${PWD} /optee examples/out/ca/*

6.4.6. imx-optee-test ZEJL RT3

imx-optee-test [FT UHMETIEH D EF A, FIFERIFIRENEITH. OP-TEE OEXREMEZHE
RI B, NNTA—TVA%ZFHT B80T imx-optee-test ZFIHIT B ENTEET, HARADH
ESHhDHMTIFHRFELELET,
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DEIRERZSRLTWVWEDT. —EI(F imx-boot-[VERSION], imx-

/ 77— 3% EI)LRT BHICIE imx-optee-0s, imx-optee-client
optee-client ZEJLRITZ2RENHD XY,

1. imx-optee-test 27/ O0—>9 3%

imx-boot-[VERSION] +° imx-optee-client 7« L 7 b U &Wt5lIcEEE S 115 K S IC imx-optee-
clent #70—>0U7T, BREBRIGUTEBYLR TS VFREEF TV ITIRLTLIEZ L,

[PC "1% git clone https://github.com/nxp-imx/imx-optee-test.git ¥
-b Lf-5.10.72 2.2.0

2. imx-optee-test ZEJL RT3

EARXWLREBEREZSEBIT 5/ TA DEV KIT DIR. TA #EZZ9 57/lc TA SIGN _KEY. <
172 VSBOHIC TEEC EXPORT ZEULEJ., EILREA YA N—ILIFRIDT —45 Y MR
DTEFNZN make ZETITI2RENH D T,

[PC ~1$ CFLAGS=-02 make -R -C imx-optee-test ¥
CROSS_COMPILE="aarch64-linux-gnu-" ¥
TA DEV KIT DIR="${PWD}/imx-boot-[VERSION]/imx-optee-os/out/export-ta arme4” ¥
OPTEE_CLIENT EXPORT="${PWD}/out/usr” ¥
TA SIGN KEY="${PWD}/imx-boot-[VERSION]/imx-optee-os/keys/rsa4096. pem”

AVAN=ILLET,

[PC "1$ find imx-optee-test/ -name "*,ta” -exec cp —a {} out/usr/lib/optee armtz/ ¥;

[PC “1$ install -D -t out/usr/bin/ imx-optee-test/out/xtest/xtest

[PC ~J$ install -D -t out/usr/lib/tee-supplicant/plugins/ ¥
imx-optee-test/out/supp_plugin/*.plugin

AU —XBFETIE xtest 1014 ICTZT—ICRDBEENIHDET, ZD

/ TeHIREZH T CFLAGS=-02 ZJELTWXY, make 5| TET &Y
T 74D include BENRLEZDZEFT, 7—hO—5—DEILREF
I 02 ELTWBDOHEKOERTY .

NXP LS Platforms: pkcs_1014 test is failing #4909https://
github.com/OP-TEE/optee_os/issues/4909

6.4.7. EJL RER O & EROUNE

imx-optee-os, imx-optee-client DR/IVER TIEULTDEHRD TI,
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out/

[-- Lib

| -- optee armtz @

[ |-- 023f8f1a-292a-432b-8fc4-de8471358067. ta
| |-- f04a0fe7-1f5d-4b9b-abf7-619b85b4ce8c. ta
[ “-- fd02c9da-306c-48c7-a49c-bbd827ae86ee. ta

-- usr
|-- include
|  |-- ck_debug.h
| |-- optee client config.mk
| |-- pkes1l.h
| |-- pkes11 ta.h
|  |-- tee bench.h
| |-- tee client api.h
| |-- tee client api extensions.h
| |-- tee plugin method.h
| °-- teec trace.h
|-- Lib @

| |-- libckteec.a

| |-- Llibckteec.so -> libckteec. so. 0

|  |-- libckteec.so.@ -> Llibckteec. so.0. 1

| |-- libckteec.so0.0.1 -> libckteec.s0.0.1.0

| |-- libckteec.so0.0.1.0

| |-- libteec.a

| |-- libteec.so -> libteec.so.1

| |-- libteec.so.1 -> libteec.so0.1.0.0

| |-- libteec.so0.1.0 -> libteec.so0.1.0.0

| "—- Llibteec.s0.1.0.0

-- shin GD

“—- tee-supplicant

@ Dynamic TA, Linux D7 71 ILY AT LICRESIND
(2) TEE client API, TEE, internal core API
(3) Linux ETEIMET % OP-TEE D#EBIRIASHEREZ © D

imx-optee-test, optee_examples Z&H )L RERIFUTDEED T,

| |-- optee example acipher

| |-- optee example aes
| |-- optee example hello world
| |-- optee example hotp
| |-- optee example plugins
| |-- optee example random
| |-- optee example secure storage
|  ~-- xtest
|-- include

|  |-- ck_debug.h

| |-- optee client config.mk
| |-- pkesll.h

|  |-- pkes11 ta.h

| |-- tee bench.h
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“—- shin

T-- tee-

T-- tee-

|-- tee client api.h

|-- tee client api extensions.h
|-- tee plugin method.h

“-- teec _trace.h

|-- Llibckteec.a

|-- Llibckteec.so -> Llibckteec.so.0

|-- Llibckteec.so.0 -> libckteec.so.0. 1

|-- Llibckteec.so0.0.1 -> libckteec.so0.0.1.0
|-- libckteec.so0.0.1.0

|-- libteec.a

|-- libteec.so -> libteec. so. 1

|-- Llibteec.so.1 -> libteec.s0.1.0.0

|-- libteec.so.1.0 -> libteec.so0.1.0.0

|-- libteec.so0.1.0.0

|-- optee armtz
023f8f1a-292a-432b-8fc4-de8471358067.
2a287631-de1b-4fdd-ab5c-b9312e40769a.
380231ac-th99-47ad-a689-9e017ebbe78a.
484d4143-2d53-4841-3120-4a6F636b6542.
528938ce-fc59-11e8-8eb2-12801f1b9fd1.
5b9e0e40-2636-11e1-ad9e-0002a5d5¢c51b.
5ce0c432-0ab0-40e5-a056-782caldebaba?.
5dbac793-f574-4871-8ad3-04331ec17124.
614789f2-39c0-4ebf-b235-92b32ac107ed.
690d2100-dbe5-11e6-bf26-cec0c932ce01
731e279e-aafb-4575-a771-38caabf0ccab.
873bcd08-c2c3-11e6-a937-d0bf9c45cb1c.
8aaaf200-2450-11e4-abe2-0002ab5dbchH1b.
a4c04d50-f180-11e8-8eb2-2801f1b9fd1.
a734eed9-d6al-4244-aab0-7c99719e7b7b.
b3091a65-9751-4784-abf7-0298a7cc35ba.
b689f2a7-8adf-477a-9f99-32e90c0ad0a?2.
b6cb3aba-9669-4668-a7f2-205629d00f86.
c3f6e2c0-3548-11e1-b86¢c-0800200c9a66.
cb3eb5bal-adf1-11e0-998b-0002a5d5¢c51b.
d17f73a0-36ef-11e1-984a-0002a5d5¢chH1b.
€13010e0-2ae1-11e5-896a-0002a5d5¢c51b.
€626662e-c0e2-485¢c-b8c8-09fbcebedf3d.
e6a33ed4-562b-463a-bb7e-ff5e15a493¢8.
f04a0fe7-1f5d-4b9b-abf7-619b85b4ce8c.
f157¢cda0-550c-11e5-a6fa-0002a5d5¢51b.
T4e750bb-1437-4fbf-8785-8d3580c34994,
fd02¢c9da-306¢c-48c7-a49c-bbd827ae86ee.
ffd2bded-ab7d-4988-95ee-e4962f {7154,

supplicant
plugins

“—- f07bfc66-958c-4a15-99c0-260e4e7375dd. plugin

supplicant

ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta

5—2y hEDAVFFICEET B0, tarball TEBHET .

[PC “1$ tar -caf optee.tar.gz -C out .
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MENZ a7 ESEICLTIAYTHEROREICHAAD ZE 2 HBEND L
EJCIN

=

6.4.8. OP-TEE Z#HMAD

SWUpdate BDO 7 71D D, =Y RNTFNARADT—rO—5—%2BHULET, BFEIC
debian A>T+ %#£&8 LT OP-TEEBEE 7 71 ILZEBREL X I,

Tty N7 Y T7ORTHEEITANTIOY S L (xtest) sy 7)IL707 3 A
(optee_example_hello_world) #&ifE= %9,

1. ATDE #3565 LT3
2. imx-boot_update.desc 771 )LZxD<K %

SWUpdate @R 7 71 )L (desc) ED2< D ETJ, desc Z7MIIET7Yy h~—0F 0 /B
® SWUpdate Z#HliEIT57HDT7 71 ILTT,

[ATDE ~J$ vi imx-boot update.desc

LIToflESEIC, path REEZFL TN,

#f version
swdesc_option version=1

#f swdesc _boot <bootfile>
swdesc _boot /path/imx-boot-[VERSION]/imx-boot armadillo x2

#f swdesc files [-—basedir <basedir>] [--dest <dest>] <filed> [<more files>]
swdesc_files --dest optee /path/optee. tar.gz

swdesc_option version=<version>

FULWY IR PON-Y 3V EEBELET, T/NAREDY 7T

= ROz FPDN—=Y 3V EDKREEZRETDET Y TT— DX
TENET, OP-TEE ZEHI 2/ PIT/NN—Ya vz EIF TS
LW Z D option Zf#E> & uboot-imx @ localversion ZFAT %
REFHDEEA

<version>: /\—3 3 V[T xx.yy.zz ¥ yyyymmdd D7 # —< v
AROFIETEE T,

swdesc_option <bootfile>
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3. swu 77

J—hNAO—45—DBFHDHICFHBLET,
bootfile: EZIAL 7 —hO—45—%EBELX I,

swdesc_files [--basedir <basedir>] [--dest <dest>] <file>
[«xmore files>]

= Linux 77 ALY RTLEDT7 74 IVEEHT 2 HICHIAL T T,

dest: 77 M ILDBAHFGEZIBELE T, EZIAHSEIE. /var/app/
rollback/volumes U TICHIRE N £,

file: ESRAL T 7ML EZEELX T,

IV ERT %

TFoavx>YRTswu Z71ILEED X,

[ATDE ~
Enter pass phrase for /home/atmark/mkswu/swupdate.key: (password % A1)
Successfully generated update imx-boot. swu

1$ mkswu /path/imx-boot_update.desc -o ./update imx-boot.swu

4. SWUpdate #%179 %

usb memory % £ IC update_imx-boot.swu ZAE—ULTH—4 v k7/\« X £ T SWUpdate
ZEITLEY,

BTD&SIc armadillo £T swupdate ZETLUTLKEEW, PYTTF—IDETITDE. ¥
AT LIIEESLET,

549

549

over

[armadillo ~]# swupdate -i /path/update_imx-boot. swu
Licensed under GPLv2. See source distribution for detailed copyright notices.

LINFO ] : SWUPDATE running : [main] : Running on iot-g4-es2 Revision atl
[INFO ] : SWUPDATE started : Software Update started !

.345329] exFAT-fs (mmcblk2p2): invalid boot record signature

549,
549,
549,
549,
549,
.476739] exFAT-fs (mmcblk2p2): failed to read boot sector
549,
549,
549,
[INFO ] : SWUPDATE running : [read Lines notify] : No base os update: copying current os

[INFO ] : SWUPDATE running : [read Lines notify] : Waiting for btrfs to flush deleted
subvo lumes

[INFO ] : SWUPDATE running : [read lines notify] : Removing unused containers

[INFO ] : SWUPDATE running : [read lines notify] : swupdate triggering reboot!

351277] exFAT-fs (mmcblk2p2): failed to read boot sector

3569561 exFAT-fs (mmcblk2p2): failed to recognize exfat type

384407] F2FS-fs (mmcblk2p2): Can’t find valid F2FS filesystem in 1th superblock
392313] F2FS-fs (mmcblk2p2): Can’t find valid F2FS filesystem in 2th superblock
470793] exFAT-fs (mmcblk2p2): invalid boot record signature

482478] exFAT-fs (mmcblk2p2): failed to recognize exfat type
509020] F2FS-fs (mmcblk2p2): Can’t find valid F2FS filesystem in 1th superblock
517000] F2FS-fs (mmcblk2p2): Can’t find valid F2FS filesystem in 2th superblock
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5.

usb memory ® root I swu 7 71 ILEBWLWTE &, usb ik
K. B ULLIE. Y AT LEERICENIC swupdate BED X9,
PYITIT—RMDRETIBEVRATALIIBEFHULEXT,

swupdate HIC swupdate = _ERBITEE B, 7Y TT—
RREFEFLELLIZE 0,

EILRERZIVTHICEHET S

/var/app/rollback/volumes/ W FIcE & 67z tarball NOE—ahExzd, ELDFITIE /var/
app/rollback/volumes/optee ICEBE SN TWEXT,

BEFSHRICIOVTFHFEZEHULUC tarball 23V T FHICERULE T,

AV TF=RBULEY, /dev/tee0 & /dev/teeprivO ZFIHT B UNSERDHRE THESH D
FtA.

[armadillo ~]# podman run -it -—name=dev_optee --device=/dev/teed ¥
——device=/dev/teeprivd -v "$(pwd)”:/mnt docker. io/debian /bin/bash

AV T 2kEBLIcs 77 MILVERBALE T,

[container ~1#f tar xavf /path/optee.tar.gz -C /

./

./ lib/

./lib/optee armtz/
./lib/optee_armtz/b3091a65-9751-4784-abf7-0298a7cc3bba. ta
./lib/optee armtz/731e279¢-aafb-4575-a771-38caabflccab. ta
./lib/optee_armtz/873bcd08-c2¢c3-11e6-a937-d0bf9c45ch1c. ta
./Llib/optee armtz/5b9e0e40-2636-11e1-ad9e-0002a5d5c51b. ta
./lib/optee_armtz/690d2100-dbe5-11e6-bf26-cec0c932ced]1. ta
./lib/optee armtz/528938ce-fc59-11e8-8eb2-f2801f1b9fd1. ta
./lib/optee_armtz/f157cda0d-550c-11e5-a6fa-0002a5d5c51b. ta
./lib/optee armtz/d17f73a0-36ef-11e1-984a-0002a5d5c51b. ta
./lib/optee_armtz/8aaaf200-2450-11e4-abe2-0002a5d5c51b. ta
./lib/optee armtz/c3f6e2c0-3548-11e1-b86c-0800200c9a66. ta
./lib/optee_armtz/f04a0fe7-1f5d-4b9b-abf7-619b85b4ce8c. ta
./lib/optee armtz/b6cb3aba-9669-4668-a7f2-205629d0086. ta
./lib/optee_armtz/a734eed9-d6al-4244-aab0-7¢99719e7b7b. ta
./lib/optee armtz/380231ac-fb99-47ad-a689-9e¢017¢b6e78a. ta
./lib/optee_armtz/a4c04d50-f180-11e8-8eb2-f2801f1b9fd1. ta
./lib/optee armtz/5dbac793-f574-4871-8ad3-04331ec1724. ta
./lib/optee_armtz/023f8f1a-292a-432b-8fc4-de8471358067. ta
./lib/optee armtz/5ce@c432-0ab0-40e5-a056-782calebaba?2. ta
./lib/optee_armtz/cb3ebbad-adf1-11e0-998b-0002a5d5c51b. ta
./lib/optee armtz/fd02c9da-306c-48c7-a49c-bbdB827ae86¢ee. ta
./lib/optee_armtz/484d4143-2d53-4841-3120-4a6F636b6542. ta
./lib/optee armtz/f4e750bb-1437-4fbf-8785-8d3580c34994. ta
./lib/optee_armtz/e6a33ed4-562b-463a-bb7e-ff5e15a493c8. ta
./lib/optee armtz/e13010e0-2ae1-11e5-896a-0002a5d5c51b. ta
./lib/optee_armtz/614789f2-39c0-4ebf-b235-92b32ac107ed. ta
./lib/optee armtz/25497083-a58a-4fc5-8a72-1ad7b69b8562. ta
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./lib/optee armtz/b689f2a7-8adf-477a-9f99-32e90c0ad0a?2. ta
./lib/optee_armtz/2a287631-de1b-4fdd-ab5¢c-b9312e40769a. ta

./lib/optee armtz/ffd2bded-ab7d-4988-95ee-e4962fff7154. ta

./lib/optee armtz/e626662e-c0e2-485c-b8c8-09fhcebedf3d. ta

./bin/

./bin/xtest

./usr/

./usr/Llib/

./usr/Llib/libteec.s0.1.0.0

./usr/lib/tee-supplicant/

./usr/lib/tee-supplicant/plugins/
./usr/lib/tee-supplicant/plugins/f07bfc66-958c-4a15-99¢c0-260e4e7375dd. plugin
./usr/Llib/libteec.a
./usr/Llib/libteec. so
./usr/Lib/libteec. so.1
./usr/Llib/libckteec. a
./usr/Lib/libteec.so0.1.0
./usr/Llib/libckteec. so
./usr/Llib/libckteec.so0.0.1.
./usr/Llib/libckteec. so.0
./usr/Llib/libckteec. so.0.
./usr/bin/
./usr/bin/optee example hello world
./usr/bin/optee_example acipher
./usr/bin/optee example secure storage
./usr/bin/optee_example aes
./usr/bin/optee _example hotp
./usr/bin/optee_example plugins
./usr/bin/optee _example random
./usr/include/

./usr/include/pkcs11 ta.h
./usr/include/tee plugin method.h
./usr/include/tee client api.h
./usr/include/pkcs11. h

./usr/include/tee bench.h
./usr/include/tee client api_extensions.h
./usr/include/ck_debug. h
./usr/include/optee client config.mk
./usr/include/teec trace.h

./usr/sbin/

./usr/sbin/tee-supplicant

6. tee-supplicant Z&&T 3

[container ~1# tee-supplicant -d

7. xtest TENMEZMERRT B
xtest T OP-TEE OEFEZHERLEI. UTOOVIBETAMZ2/NALEOY T,

[container “]#f xtest
Run test suite with level=0

TEE test application started over default TEE instance

R A A

72



Armadillo-loT =k 7 = G4/Armadillo-X2 €F a2 U T« A K V7 MUz FERITREDORE

i

#f regressiontpkcsli+regression nxp

i

OB IR R RT3 13191910 118181818 B B BRI GBI R IR IR R IR1919191818 18181 IB BRI R BIRIR IR IR IR RIR1819131)

* regression 1001 Core self tests
regression 1001 0K

: (EH8)

33939 subtests of which 0 failed
114 test cases of which 0 failed
0 test cases were skipped
TEE test application done!

xtest DET AR Z/NATERWSHFREBENSREL WL Z
EEBBOLET, AEIBRTERVL S THNIFTR— KT TERL
2E W,

1. 77V —2avziE#dsd

EILRERZEALICCETCAS TABRESNEF U, BMO CAZEBHLTLLZEIW, &
Z Tld optee_examples D optee_example_hello_world Z3£17U %7,

[container ~]# optee example hello world

D/TA: TA CreateEntryPoint:39 has been called
D/TA: TA OpenSessionEntryPoint:68 has been called
I/TA: Hello World!

D/TA: inc value:105 has been called

I/TA: Got value: 42 from NW

I/TA: Increase value to: 43

I/TA: Goodbye!

Invoking TA to increment 42

TA incremented value to 43

D/TA: TA DestroyEntryPoint:50 has been called

D/TA: ¥ I/TA: £EWofc OP-TEE OO HASNIGEWT —X

OP-TEE OS & vart ZE#ZMNMWTX Y, Linux OEEATIEEALTW
= BWfes, ssh ¥ syslog B EZFMALTHAVZHETE £ A,

tee-supplicant (& OP-TEE @ linux BEO IV /=AY 7O AT,
OP-TEE Z#FEI 27=HICIFR TEIBRESEBRWVWEDTY, BEEENIT S

L EEBEDHULET, FUKEBERBYZ A7 ESEICLTLLEEL,
- Armadillo-loT — ko x4 G4 TAVFFEBEZET 7 1ILEE
B 9 % [https://manual.atmark-techno.com/armadillo-iot-g4/
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armadillo-iotg-g4_product_manual_ja/
chO6.html#sct.container-auto-launch],

- Armadillo-X2: "TaAYTFHREZRE7 71 I ZERT B [https://
manual.atmark-techno.com/armadillo-x2/armadillo-
x2_product_manual_ja/chO6.html#sct.container-auto-launch],

6.5. N7 A—IVAEHET S

xtest ZFH9 52 & T AES, SHA ZILTUXL®D OP-TEE OS DX T7 A=YV RAZHET S &H
TEE,

AES DIRT A —IVA%EEHAT BcHICROAT Y REETUET, COBRIEEMICHEDET,

[container ~]# xtest --aes-perf
min=113. 753us max=191.881us mean=116.426us stddev=4.10202us (cv 3.5233%) (8.38786MiB/s)

SHA DI T A —I VAT DO IAR Y REETULET, COERLAICEDFET,

[container ~]# xtest --sha-perf
min=50, 876us max=123. 003us mean=52. 8036us stddev=2.4365us (cv 4.61427%) (18.494

6.6. Edgelock SEO50 =&AL TEE ZEET %

NXP Semiconductors @ EdgelLock SEQ50 (& lIoT 77U —> a3 vEITOEF2F7IL AV KT
T, BALBTZINTVXLICHIGUEBEIY Y Y, X2 7 AL —I%EBHEHL XTI, GlobalPlatform
lc &k > TEE(L ST TW3 Secure Channel Protocol 03 [CE#MLL., /XX LARILEESIL (AES). RX Kk
EH—RDOBEESIEE (CMAC R—RXR) ZITWE T,

OP-TEE T SEO50 ZRAWA1—XT—X &L TR, loT 77U =Yy 3 vmiFicE b nic2ELRHE
e ERALIc LT, MRANIDNIBZSFD e WERICFIRT S ENEZSNE T, OP-TEE Z#HAE
PE3IE&TSEOS0 NPV ERTZED. RESNBEREEZIND H U TERERICUIET 280 Z5F
B5ENTEXY,

I—H%—HY SEOK0 [T 7V X T Bi5E(E. OP-TEE @ TEE Client API
> TEE Core APl & UL\ 5 7z GlobalPlatformAP| ZEO'H T Z &I/ b &
I, T/INA ZADEEREDIKA THBRINB S ICBHENRIREEICED £T,

SEO50 DEMHIC D WTIELLIT® NXP Semiconductors DR—I M5
RUT. HEZRILEIL,

SEO50 datasheethttps://www.nxp.com/docs/en/data-sheet/
SEO50-DATASHEET .pdf
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https://manual.atmark-techno.com/armadillo-x2/armadillo-x2_product_manual_ja/ch06.html#sct.container-auto-launch
https://manual.atmark-techno.com/armadillo-x2/armadillo-x2_product_manual_ja/ch06.html#sct.container-auto-launch
https://manual.atmark-techno.com/armadillo-x2/armadillo-x2_product_manual_ja/ch06.html#sct.container-auto-launch
https://www.nxp.com/docs/en/data-sheet/SE050-DATASHEET.pdf
https://www.nxp.com/docs/en/data-sheet/SE050-DATASHEET.pdf
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6.6.1. OP-TEE M+ plug-and-trust 51 7>V

NXP Semiconductors h\B%9 2% Z 4 7Z Y plug-and-trust ZFIFBL T SEO50 IC7 VAL ZF
9, OP-TEE ND#HEld Foundries.io I &k > T{TPh. Github ICTAEEINTWET, IR, SEO50
DETDEEZFEZIZDITTIEHD FEA, EICESBENBZVRERINESELINTVWET,

FRTHRIS T 2 A0LE:
- RSA 2048, 4096 encrypt/decrypt/sign/verify
- ECC sign/verify
- AES CTR
- RNG
- SCPO3 (i2c communications between the processor and the device are encrypted)
- DielD generation

- cryptoki integration

OP-TEE M¥ plug-and-trust Ol DOBEWMISATZEZRU T LS W,

= OP-TEE Enabled Plug and Trust Libraryhttps://github.com/
foundriesio/plug-and-trust

KAARTHRBLULEN=Y 3 VIETOEED TY,
- plug-and-trust: 0.0.2
- imx-optee: If-5.10.72_2.2.0 (3.15.0 X—X)

- trusted-firmware-a: If v2.4 (2.4 X—X)

6.6.2. EJL RDFin
EARCIE CAAM D55 L ERDOFRNICIE D,
1. 7—hA—%—%ZEILRTS
2. imx-optee-client )L KT 3
3. TAL.CAZEIKRTS
4. ELRER=z&EDD
T4 LI MUBROBBEUTOESD TY,
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F—— imx-boot-[VERSION]
| F— imx-atf

| F—— imx-mkimage

| F—— imx-optee-os
| L—— uboot-imx
—— imx-optee—client
F—— imx-optee-test
—— optee examples
F—— plug-and-trust

L—— out

6.6.3. EILFRIEZBEIT S

OP-TEE M7 plug-and-trust ZEJL R T B DITHEBRNY T —I %AV A M—=ILULET,

[PC ~J$ sudo apt install cmake

6.6.4. OP-TEE M7 plug-and-trust ZEJL KT %
1. OP-TEE @7 plug-and-trust #7 A0—>9 %

imx-boot-[VERSION] +° imx-optee-client 7« L 7 kU &WFlICABLES N5 K Sl OP-TEE [
I+ plug-and-trust 27 O0—> UL T, BBIKIGUTEY R TSV FREZF v I 7T MLTL

£EW,

[PC ~J$ git clone https://github. com/foundriesio/plug-and-trust.git -b optee Llib

OP-TEE [ plug-and-trust ZEJL K9 3

[PC "1$ mkdir -p plug-and-trust/optee Llib/build

[PC "1$ cd plug-and-trust/optee Lib/build

[PC "/plug-and-trust/optee Llib/build]$ cmake ¥
-DCMAKE_C _FLAGS="-mstrict-align -mgeneral-regs-only” ¥
-DCMAKE_C COMPILER=aarch64-Llinux-gnu-gcc ¥
-DOPTEE_TREE="${PWD}/../../../imx-boot-[VERSION]/imx-optee-os” ..

-— The C compiler identification is GNU 10.2.1

-— The CXX compiler identification is GNU 10.2.1

1 (&B])

-- Generating done

—-- Build files have been written to: /path/plug-and-trust/optee Llib/build

[PC ~/plug-and-trust/optee Llib/build]$ make

make

Consolidate compiler generated dependencies of target se@50

[ 4%] Building C object CMakeFiles/se050.dir/path/plug-and-trust/hostlib/hostLib/
LibCommon/infra/global platf.c.o

[ 8%] Building C object CMakeFiles/se050.dir/path/plug-and-trust/hostlib/hostLib/
LibCommon/infra/sm_apdu. c. o

: (E8)
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[100%] Linking C static Llibrary Libse050.a
[100%] Built target se050

6.6.5. imx-optee-os @AY 7 « T DIEIE
SEO50 % crypto driver & UCHIFAT 2/HICAV T 1« T ZIEIET %,
SEO50 |iFIicEIL KT B =8I imx-boot-[VERSION]/Makefile Z1BHN9 %,

$(OPTEE) /out/tee. bin: $(OPTEE)/.git FORCE
$(MAKE) -C $(OPTEE) O=out ARCH=arm PLATFORM=imx CFG WERROR=y ¥
PLATFORM FLAVOR=mx8mpevk ¥
CFG NXP SE05X=y ¥ @
CFG IMX I2C=y ¥ @
CFG CORE SE@5X I2C BUS=2 ¥
CFG CORE SE@5X BAUDRATE=400000 ¥
CFG_CORE SE@5X OEFID=0xA200 ¥

CFG_IMX CAAM=n ¥ ©
CFG_NXP CAAM=n ¥

CFG CRYPTO WITH CE=y ¥ @

CFG_STACK_THREAD EXTRA=8192 ¥ (5
CFG_STACK_TMP_EXTRA=8192 ¥

CFG_NUM THREADS=1 ¥ @
CFG_WITH SOFTWARE PRNG=n ¥ @

CFG_NXP SE@5X PLUG AND TRUST LIB="/plug-and-trust/optee lib/build/libse050.a ¥ (8
CFG NXP SE@5X PLUG AND TRUST="/plug-and-trust/

AV 7« 7 DEIEICET 25

SEO50 ZFIFAY 27cHICEMICT S

imx-i2c RZ1/N\ £#BE¥ICT S

CAAM (3 #E3{b T %

AES  SHA [F&&: Arm CE ZfIE9 %

ATy ZBELDOLBEETDRDICRI VI ZEET S

ALY RICEZEBOAVTHFAMIHBULTWRWZHALY RZ 1 2T 3
N=ROz7EHBREREFNNBITDDICEMCTS

SE050 D R Z 1 /XDEE(F OP-TEE MF plug-and-trust 21 72 YRICEFET S

0060000 O

i.MX 8M Plus @ i2c DE\EKEKE#IE 400kHz Df=6). ELVEERER
ETEEINTWET

- CAAM & SEO50 D##F(d. SEOS0 ZB#MICcT BT &lick>T
CAAM DERID B Z A INDIRFEBRNREICR D28, RITRICT
TR BEENHDXT

/ - SEO50 @ host ##EA 12C (&K 3.2 MHz (high speed) T9 A,
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6.6.6. uboot-imx DEIE

Armadillo ([ZTHBBHDHIBD iz AR REFlc SEO50 % Deep Power-down E— RICEREL T
INIT=—=F 427 LTWEYT, SEO50 % Linux DIEHFET. S \L\i& Linux DN ARy ReR(CH AT
Bfelcid. iMX 8M Plus I[C#EfiEENTWS SEOS0 @ ENA EVET7H—KT20ENHD £,
ENA E>Z 7Y — 9% & SEOS0 IF—EREDRICESNT 5D T SE0S0 ZFIA T e ITIFET DR
S5RENMDEE D £29, OP-TEE OS [FEHFFIC R 1 /NOHHLEFEZTOEREICHE > TVWET, ZD
fzs. OP-TEE OS h'&2#)d % ailc&E%E L TW% SPL (Secondary Program Loader) T Deep Power-
down Zf#R9 52 & TRHREREZHVNTVWET,

UTEY X7 LDiEEE & SEOS0 DEfRZERLicY—T > XK,

Boot
i.MX 8M plus| RQOM ,
SPL Boc:tmg&
i TE-A . Booting ]
! SEUS0 :
! OP-TEE initializing
i ' ! | [
: : ! uboot_Booting \
: . ! r [
.: ' : Linux Booting E
E ! | tee-supplicantl
Mﬂmiﬂﬁf‘ 'SCP03 T : SE050 OF|M !
BTS2 THEE iopTee (ciB12e | LinwdZE)#%IZLinux @ 12C !
wkpa D' D03 E S NTRAEITD ESANERIBTS
SEOSOENAL €ty > ; | :
SEps0|Power down|  Booting Idle Austggﬂgrr:]igon SCP03 session

6.2 SEO50 M+ OP-TEE D&y —7 >~ XK
ENAZ7H— T B1DICUATDLIICEET S

diff -—git a/board/atmark-techno/armadillo x2/spl.c b/board/atmark-techno/armadillo x2/spl.c
index fd8869701805. .3aed04ccf2b2 100644
—-—— a/board/atmark-techno/armadillo x2/spl.c
+++ b/board/atmark-techno/armadillo x2/spl.c
@ -111,6 +111,11 @@ static struct fsl esdhc cfg usdhc cfg[2] = {
{USDHC3 BASE_ADDR, 0, 8},
};

+#fidefine SE_RST N IMX GPIO NR(1, 12)

+static iomux_v3 cfg t const se rst n pads[] = {

+ MX8MP_PAD GPIO1 I012 GPIO1 I012 | MUX PAD CTRL(NO PAD CTRL),
+};

+
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int board mmc_init(bd t *bis)

{
Int 1, ret;
@@ -254,6 +259,11 @@ void spl board init(void)
clock enable(CCGR GIC, 1);
fendif

imx_iomux_v3 setup multiple pads(se rst n_pads,

ARRAY SIZE(se rst n pads));
gpio request(SE RST N, "se rst n”);
gpio direction output(SE RST N, 1);

+ + + + +

puts("Normal Boot¥n”);

F 7. Linux T suspend Z{EBRT %1FE(d suspend KFlc SE050 MEMILEINABWKLSICT B
& se_en @ dtb /—RZ#EM{LLZET (linux 5.10.205-r0 Uk&F).

diff -—git a/arch/arm64/boot/dts/freescale/armadillo_iotg g4-customize.dts b/arch/arm64/boot/dts/
freescale/armadillo iotg g4-customize.dts

index dbf416b532b3. .b36adb8b13d8 100644

—-—— a/arch/arm64/boot/dts/freescale/armadillo iotg g4-customize.dts

+++ b/arch/arm64/boot/dts/freescale/armadillo_iotg g4-customize. dts

@@ -12,5 +12,6 @@

#include ”imx8mp-pinfunc.h”

-// Replace this empty section by your configuration
-&{/} {};

+8&se en {

+ status = "broken”;

t};

6.6.7. imx-optee-0os @ imx-i2c RS /NDEIE

imx-optee-os @ imx-i2c K Z 4 /NIC(F i.MX 8M Plus OFIEMA > TWEWee, LIXYEDE
EZBINYT 20EHNH D, imx-optee-os ICIF If-5.10.y_2.0.0 H'5 SE050 RS /\HAEXDAEN T WS,

UTDXSITEET %,

diff ——git a/core/arch/arm/plat-imx/conf.mk b/core/arch/arm/plat-imx/conf.mk
index b4fbfedb..3f6388f3 100644

-—- a/core/arch/arm/plat-imx/conf. mk

+++ b/core/arch/arm/plat-imx/conf. mk

@@ -555,7 +555,7 @@ endif

else

-$(call force, CFG_CRYPTO_DRIVER,n)
-$(call force, CFG_WITH_SOFTWARE_PRNG, y)

+#$(call force, CFG_CRYPTO DRIVER,n) (1)
+#$(call force, CFG_WITH_SOFTWARE_PRNG, y) (2

ifneq (,$(filter y, $(CFG_MX6) $(CFG_MX7) $(CFG_MX7ULP)))
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diff --git a/core/arch/arm/plat-imx/registers/imx8m.h b/core/arch/arm/plat-imx/registers/imx8m. h
index 9bbab0ee, .59fcea88 100644

-—- a/core/arch/arm/plat-imx/registers/imx8m. h

+++ b/core/arch/arm/plat-imx/registers/imx8m. h

@@ -42,6 +42,17 @@

fidefine IOMUXC I2C1 SDA CFG_OFF 0x480
fidefine IOMUXC I2C1 SCL MUX OFF 0x214
ftdefine IOMUXC I2C1 SDA MUX OFF 0x218
+#elif defined(CFG_MX8MP)
+#fdefine I2C1 BASE 0x30a20000
+#define 12C2 BASE 0x30a30000
+#fdefine 12C3 BASE 0x30a40000
+
+#define IOMUXC I2C1 SCL CFG_OFF 0x460
+itdefine IOMUXC I2C1 SDA CFG OFF 0x464
+#define IOMUXC I2C1 SCL_MUX_OFF 0x200
+itdefine IOMUXC I2C1 SDA MUX OFF 0x204
+#define IOMUXC I2C1 SCL _INP OFF 0xbA4
+itdefine IOMUXC I2C1 SDA INP OFF 0x5A8
flendif

fendif /%  IMXSM H =/
diff -—git a/core/drivers/imx_i2c.c b/core/drivers/imx_i2c.c
index a318c32c..a%dab31c 100644

-—— a/core/drivers/imx_i2c.c

+++ b/core/drivers/imx_i2c.c
@@ -34,6 +34,16 @@

/% Clock *x/
fidefine I2C CLK CGRBM( _x) 0 /% Not implemented x/
ftdefine I2C CLK CGR(__ x) CCM_CCRG_I2C##t x

telif defined(CFG_MX8MP)
+/% IOMUX */

+Htdefine I2C INP SCL( x) (IOMUXC I2C1 SCL INP OFF + ((_x) - 1) % 0x8)
Hidefine I2C INP SDA( x) (IOMUXC I2C1 SDA INP OFF + ((_ x) - 1) * 0x8)
+tdefine I12C INP VAL( x) ((Cx) ==11]] (_x)==2)70x2 : 0x4)
Hidefine I2C MUX VAL( x) 0x010

+#define I12C CFG VAL( x) 0x1c6

+/* Clock */
+#define I12C CLK CGRBM( x) 0 /* Not implemented */

+ftdefine 12C CLK CGR( x) CCM_CCRG_I2C##t x
flelif defined(CFG MX6ULL)
/% TOMUX */
fidefine I2C INP SCL( x) (IOMUXC I2C1 SCL INP OFF + ((_x) - 1) % 0x8)
@@ -182,7 +192,7 @@ static void i2c_set bus speed(uint8 t bid, int bps)
vaddr t addr = i2c _clk.base.va;

uint32 t val = 0;

-fif defined(CFG_MX8MM)

+if defined(CFG_MX8MM) || defined(CFG_MX8MP)
addr += CCM_CCGRx_SET(i2c_clk. i2c[bid]);
val = CCM_CCGRx_ALWAYS_ON(0);

telif defined(CFG_MX6ULL)

BUFIE imx 725y b7 4—L®0 makefile DFFETY, BIEITDLHDICAAYRNTIRULET,
(1) imx 72 v k7 4—ALT CAAM HUAD crypto driver ZFFHT 22 & ZBEL TULRW
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(2] CAAM @ HWRNG ZFABULAWEWS Z &id PRNG Z{ES 2 & UNEE L7k

6.6.8. EJLR &S =Ty MIR— RADFHHIAH
EELIE. EILRNSS =5y hR— RADHEMAKE T CAAM 13D OP-TEE & FAHDFIE

TEXT B ENARETYT, 643 7J—hO—45—ZBEILRT D) DEEHNSEHEL THMAHL
TLIEEL,

6.6.9. xtest DR
6.6.1. OP-TEE M7 plug-and-trust 24 7>, TEHBALELSIC—EBDT7ILTY) XALICHIBRHH
DET, ZDc® xtest DETDTARNEBZ/NRATBDIFTEHD FEBA, UTICKETETAKNE
BHZiET %,
TREEHDTZ—:
- regression 1009 TEE Wait cancel
- FryEINEBZESSOHIC OP-TEE BNYILFRAL Y RONBHBEH TERL TRERS5EWL,
SEOS0 NDF7 U ER%EV )7 T4 X T BHAT B7HIC imx-optee-os D make KFICAL v R
Z120CCbTW\Wasicd
XL TWERWRRDICHICT S —:
- regression 4006 Test TEE Internal APl Asymmetric Cipher operations
- regression 4007 rsa.1 Generate RSA-256 key
- regression 4011 Test TEE Internal API Bleichenbacher attack
- pkcs11 1021.3 RSA-1024: Sign & verify - oneshot - CKM_MD5_RSA_PKCS
- pkes11 1022.2 RSA-1024: Sign & verify - oneshot - RSA-PSS/SHAT
- pkcs11 1023.2 RSA OAEP key generation and crypto operations
optee os DAREE (Bt DERE):
- regression 4009 Test TEE Internal API Derive key ECDH
- regression 6018 Large object
- pkcs11 1019.3 P-256: Sign & verify - oneshot - CKM_ECDSA_SHA1
BT IR ICHEBR B WIRENI DN HICT Y- L TWBEHNIDKSICRZ S,
- regression 1006 Secure time source

- regression nxp 0001, regression_nxp_0003

xtest ZITSBRICIET 7 AR TT A K CKREU THR/ICECRE LB
TWET, i, BEDOI D ST A MIERICT B EHRETT,
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[container ~1# xtest -x 1006 -x regression_nxp 0003

6.7. imx-optee-os BTG

6.7.1. V7 kU 72ER

OP-TEE D7 —F* 77V F v DBMEZFHHET %, < I TIX i.MX 8M Plus IcEH S5 Cortex-A53 1
PDF7—FTUFv THd aarch64d ZHIRICEZED B,

UFICDYRAT LARZTRT .

. CA Dynamic TA
tee-supplicant
ELO : = SELO
TEE Client API ) ( TEE Internal Core API )
Secure TA
storage
Linux kernel OP-TEE OS
Pseudo TA
EL1 SEL1
optee driver
Rain
Shared memory |
EL3 |Trusted Firmware-A EL3

OP-TEE dispatcher

optee vector table

6.3 OPTEE O X7 LK

LTOAVIR—RY ML > TYRTLNEREINS, BEEEFLEBICDODVWT

- OP-TEE

- GlobalPlatform @ TEE 3%, secure EL1 [CECEZ 115

- Trusted Firmware-A

. Linaro [T &> TH% 3% Secure monitor MEE

ST 2o

. secure state & non-secure state OBBEIE, PSCl [CEML EREBELREZEYT S

- optee dispatcher &M (F1 2 OP-TEE OO HUEY 2 —ILEARSBICKED

- Client Application (CA)
- TA ZOHT 77U Tr—r3 Yy
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- Trusted Application (TA)
- TEE £T CA S OMHUH Lz 0E
- Dynamic TA & Pesudo TA h'$% %

- Pesudo & TA TlEH D EFH A, BEIE Dynamic TA ZFJFBL T EE W, Pesudo TA (&
OP-TEE OS [cE#Y vV 33 =% TEE Internal Core APl [ZFERFEH A

- Dynamic TA & Linux D7 71 LY AT A LEICECEEI N5, tee-supplicant &k > T OP-TEE
OS [c5|EEEINn

- tee-supplicant

. Linux user ZZRTE&IfE9T % OP-TEE ##> 70t X, BMIZ Linux ®YU Y —X% OP-TEE OS
MBI 276

6.7.2. 70—
TEE ZOHIT 7O—ICDWTEHHAT %,
CAD OP-TEE LD TA DY 3V &EMHEIT ZHN
1. Linux £® CA D, Ev¥a>rzfA<oHIC uuid Z3EEL T TEE Client APl ZIEO'HT
« Y AT L J—)LT tee driver BIEEN S

2. teedriver & €¥ 174 3—JL T Trusted Firmware-A (ATF) £® OP-TEE dispacher
ZMHOHEHT

3. OP-TEE dispatcher & optee vector table [CE#FE N TWS OP-TEE D/\Y RS ZHEUEHY
- COERPETIFERL EL3 DIRRE

4. OP-TEE OS (B 5 SELT 57T, NELEZL THS, X TOHIET tee-supplicant
ZIFEOCHT

5. tee-supplicant (& uuid ZEIC TAZO—RULTHBEAEVICEEL T OP-TEE OS ZHUH 9
6. OP-TEEE TAZO—K9 3
7. Ey¥avhnTEDS
CA H* TEE Client APl Z5& U T TA L THHUBZRTT DN
1. Linux £® CA »' TEE Client APl ZEUH T
- Y AT LJ—)LT tee driver BIEEN S

2. teedriver & E¥ 174 3—JL T Trusted Firmware-A (ATF) L@ OP-TEE dispacher
ZIEOHT

3. OP-TEE dispatcher & optee vector table I[CE#FHZRI N TWS OP-TEE D/\> RZZFEUHT

4. J\YRZ (OP-TEE OS) (B S SEL1 %5 %, AERILEZ L TH S5, SELO (5T TA =
(O=lcR
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5. TA I APl O5|#=EHICHDNIBEETIT S
6. CZCETOHIET CA FTRES

47 FDFUVLWABRICOWTREAARF 2 XY b ECELLLS W,

Normal World invokes OP-TEE OS using SMChttps://
optee.readthedocs.io/en/latest/architecture/
core.html#normal-world-invokes-op-tee-os-using-smc

6.7.3. XEUR Y
tXa )T« BEEOHEEZEH iIMX 8M Plus D¥EXEUX Y TZRICRULET,

H:__—______/’—“ﬁ__.———_f]

Ox2_3FFF_FFFF

DRAM
(Al modules except MT)
5120ME

Ox1_0000_ 0000
OXFFFF_FFFF

DRAM
[All modules)
3072MB
Ox4000_0000

R —

0x0098_FFFF OCRAM
0x0090_0000 5TEKE
Ox0018_8FFF OCRAM S
0x001E_D000 36KEB
Ox0D010_FFFF CAAM (secure RAM)
0x0010_0000 32KB
0x0003_FFFF Boot ROM
0x0000_0000 256KE

6.4 i.MX 8M Plus OYEXEIT Y/
imx-optee-os DAXAEITY TEZRICRULET, TNV ITFICBRILTLESI W,
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% 6.1 OP-TEE XEVUY VT

type virtual address physical address size description

TEE_RAM_RX/RW 0x5600_0000.. 0x5600_0000.. 0x0020_0000 OP-TEE text + data
Ox561f_ffff Ox561f_ffff (smallpg) toyvay

IO_SEC 0x5620_0000.. 0x32f8_0000.. 0x0001_0000 TZASC
0x5620_ffff 0x32f8_ffff (smallpg)

SHM_VASPACE

0x5640_0000..
Oxb83f_ffff

0x0000_0000..
OXOTff_ffff

0x0200_0000
(pgdir)

OP-TEE dynamic
shared memory
area, va DFERD &

RES_VASPACE

0x5840_0000..
Ox58df_ffff

0x0000_0000..
Ox009f_ffff

0x00a0_0000
(pgdir)

OP-TEE F#VtEI%
(late mapping), va

Oxbb5f_ffff

Ox57ff_ffff

DFERD H
IO_SEC 0x58e0_0000.. 0x3020_0000.. 0x0040_0000 AIPST1(GPIOT, GPT,
Oxb91f_ffff Ox305f_ffff (pgdir) IOMUXC % &)
IO_NSEC 0x5920_0000.. 0x3080_0000.. 0x0040_0000 AIPS3(UART2,
Ox595f_ffff Ox30bf_ffff (pgdir) CAAM, 12C 72 &)
IO_SEC 0x5960_0000.. 0x3880_0000.. 0x0020_0000 GICv3
Ox597f_ffff Ox389f_ffff (pgdir)
TA_RAM 0x5980_0000.. 0x5620_0000.. 0x01a0_0000 TA O— R, {75
Oxbb1f_ffff Ox57bf_ffff (pgdir)
NSEC_SHM 0x5b20_0000.. 0x57c0_0000.. 0x0040_0000 OP-TEE contiguous

(pgdir)

shared memory
area
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7. EEICHAITTTINY JHEEZRH U %

2T TNy THREZFHU DT EEZTDREICDODWTHRALET,

TINy THERBEIAFEOMNRZB LEEBLHICHET t—XTEBLLTRBSBVWHDTY, BHEd'
MIZICHFTS NS EHBRAROBNICOMRZRELIT, LML, AREBICE>TEANTHDEWS
ZElF FARICKHBEICE > THEABENFREBDTERIT.,. BESNIEHMOERFREICK > T,
TNy THEREDNDEATH2ERTELHDET, EXaVUT s UXTEDNL—RATICIRBAIREMED
HBDT, BRCTENESIHZRATEIEZ2HEDHLET,

TINY THBEZBAU B C L ISR E EWEBELITTHRLL, PYhY—0F
D/ICEKBBICOWTHRML—RATIKEDET, BACShicT Y
H—7 11— RAEFRAUBANTERK BB EECHBEWCLEEEY
ESBEWVWLET,

7.1.JTAG & SD 7—hZz@&Mkd 3

Armadillo-loT '— k7 =1 G4/Armadillo-X2 OB i E. JTAG R— M dERBFEFE cHESINE
o JTAGHNEVREETIT EHBENEEDH D A—REETITZ, XAEVEYYTUTREBEEF
TIRBEREWDHEITREDITANAREERD £T, 2Dk, THICHTINIRKEETIE JTAG %=
T B EEHENOHULET,

Ric, SD 7= K& SD XA F ¢ P &EI 21T THRENT 2 EFILEETT, TORME. SD X717 DE
HMPORHBICE > TYRATLAANDEA, SD 7= EFBLUcEF 27 T7—MRICHIT Z2HBENEZ SNE
T, INSDOURTIE, SD J—hEENCIT DI ETHRIT D ENAFEETT, LM L. SD 77— K&
VAT LADEHOEEHIES>TWEYT, SD 7—hE2EWELTE 2 EICK>T. eMMC 7 — kTl #EED
TERWRREICH - 2HEE. BB TITAG OEMENEDLETHREINTWSE, ZELEHT SR
EDNTELRWTNARICKRD (BETDUNEW) AN H D EHEBL TSIV,

VIR 7ORENTET UEERKICAS S, 2EA Armadillo ICY 7 M7 2 7Z2EZ AT 2HD
AVAN=ILT 14 AIDREICTRD £9, Armadillo Base OS TIEREFEMNTE T Lz Armadillo E¢a~v
YREEFTIBZEICED, #O Armadillo DIL— 7 7AIN IV AT AR T —hO—45—%2ZFDFEF
AVAN=ITARIAA=IEVUTERTBDZENTELXT, FHLABRIIUTORBEY=2T7I)L%E
SR TSIV,

- Armadillo-loT =k x4 G4 "TREUEIVRATLAZAVAN=IT 1 AVICT 3 [https://
manual.atmark-techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja/
ch04.html#sct.make-deved-system-to-install-disk]

- Armadillo-X2: THHE UL ATLZA VYA N=ILT 1 AV IcT % [https://manual.atmark-
techno.com/armadillo-x2/armadillo-x2_product_manual_ja/ch04.html#sct.make-deved-
system-to-install-disk]

JTAG & SD 7—hEEWMEL UM VY AN =ILT 1« AU Z1ERL T B IC(d abos—ctrl make-installer O
VY REZE{TIBHIIC, abos-ctrl installer-setting AV RTHELET,
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Armadillo-loT "=k 7 = G4/Armadillo-X2 EF a2 UF 1 A K BEICMITTT/INY Tzl %

ESD J—hEEWCTDRETH D, BAEAD Armadillo @ JTAG &

/ ERRUTcA Y A N—=ILT ¢« AU %ER L THIEME U7z Armadillo @ JTAG
SD 7—rDEMICHRDZEIEHD £ A

[armadillo /1# abos-ctrl installer-setting
Would you Llike to disable JTAG in the installer ? [y/N] (1

y
JTAG disabled setting for production Armadillo has been configured.

Would you like to disable SD boot in the installer ? [y/N] (2]

y
SD boot disabled setting for production Armadillo has been configured.

7T1AYAM=ILT 1 AV DITAG & SD 77—~ E2EMLT S
QO JTAGZEMELIZEHEIRF Yy EANLET. EWMLLBWESRMAHAAET Enter F—ZHL

TLIEEW,
O SDT7—rEEWLITZEREY ZAHNLET, EWNLUAWVESIZAHAHET Enter F—%
BLTLREEWL,

BEDOHRTEEESRT BIC|E abos—ctrl check-secure AN REZFEITUET, disabled DIBESIEE
b TBREICE>TWVWET,

[armadillo /1# abos-ctrl check-secure
- JTAG access disabled for mass production.
- SD boot access disabled for mass production.

K 7.2 JTAG & SD 7—hDOREEBEZERT S

HEZVELY NI BICIE —reset A7 3> %fFFT abos-ctrl installer-setting V¥ K%&EZE1T
LEY,

[armadillo /]# abos-ctrl installer-setting —-reset
cleaned up all settings.

K73 JTAG & SD 7—hOEEEZE LY TS

JTAG & SD 7— M OEMLERTEEETUEIC. abos-ctrl make-installer AV REZETLTA
VAN=IT 4 RV EEBRLUET, IV RETRIIC. Armadillo i1 V5 —% v NMCERSN TR D,
M2 10GB L EDZEERENH S microSD h—RHAEAINTVWS Z EEZERL T LE W, microSD
H—RADTFT—FEA VAN =T A ATERBICEEZEINTEITLESD T, RELT—FIEF
DNV T Ty TZ2RoTENWTLZEI W, AVY RETHIEIUATOLSICHED XS,

[armadillo /]# abos-ctrl make-installer

Checking if /dev/mmcblkl can be used safely...

It looks Like your SD card does not contain an installer image

Download baseos-{product-image-name}-installer-latest.zip image from armadillo.atmark-techno. com

C170m) ? [y/N] ©
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y
WARNING: it will overwrite your SD card!!

Downloading and extracting image to SD card...

Would you like to create a windows partition?

install, leave at 0 to skip creating it.

Custom partition size (MB, [0] or 16 - 29014): 500 (2]
Checking and growing installer main partition
Trying to install mkfs.exfat (exfatprogs) in memory from internet

(1/1) Installing exfatprogs (1.2.2-r0)

Executing busybox-1.36.1-r15. trigger

0K: 148 MiB in 197 packages

exfatprogs version : 1.2.2

Creating exFAT filesystem(/dev/mmcblk1p2, cluster size=131072)

Writing volume boot record: done
Writing backup volume boot record: done
Fat table creation: done

Allocation bitmap creation: done

Upcase table creation: done

Writing root directory entry: done
Synchronizing..

exFAT format complete!

Resize device id 1 (/dev/mmcblkipl) from 520.00MiB to max
Installer will disable JTAG access

Installer will disable SD boot after installation
Copying boot image

Copying rootfs

Copying appfs

At subvol app/snapshots/volumes

At subvol app/snapshots/boot volumes

At subvol app/snapshots/boot containers storage
Cleaning up and syncing changes to disk...
Installer updated successfully!

Finished writing baseos-{product-image-name}-installer-[VERSION]. img, verifying written content...

That partition would only be used for customization script at the end of

fetch https://download. atmark-techno. com/alpine/v3. 19/atmark/{arch-name}/APKINDEX. tar. gz
fetch https://dl-cdn.alpinelinux.org/alpine/v3.19/main/{arch-name}/APKINDEX. tar. gz
fetch https://dl-cdn.alpinelinux.org/alpine/v3.19/community/{arch-name}/APKINDEX. tar. gz

T4AYAN=IT 1 AT 2T B

Q@ yYyZEAALEY,

(2] AVAR=ILTARAVRIA VA=A ZREFLIEWEERE, BRICERTES%E 2 /(-

TavarveEEELLEY A XIERLEYT,

Mnstaller updated successfullyly &FRREINNIE, EFIC microSD h—RIZA YA R—=ILT1 X
TJAA—IZEZTIALIENTETVWET, Armadillo M5 microSD h—RZKREL TS W, &

® microSD h—RKR%Z{#E> TE=ER Armadillo [/ > XA M=)LZ1T5
SD 7—hhEMEESNTREEERD £,

7.2. U-Boot DIRIZEMODEEZHIR T 5

&L Z®D Armadillo (& JTAG &

Armadillo Base OS @ U-Boot (& eMMC DOEEDEEN STRBE M ZEFHARN> TWET,
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REDEWATIELI—F—FFD eMMC OFEIICEAATEETAN., eMMC DAL SEEEZN
fcEUTH Linux NEELWY—T Y X TREIT S LS5 UIcWEEIE. U-Boot DIREBEZH * &H H12E
Ov o UlcADNEZLTY,

imx-boot /N — 3 3 v 2020.04-at23 LLB&E T (& . uboot-imx/configs/x2 defconfig (T
CONFIG _ENV_WRITEABLE LIST=y ZiBHINT % &, BREABEEARUVCRBEZHLNIZEE TELRLEDET,

FOLEEAROBEZTHODY X M uboot-imx/include/configs/armadillo x2.h 7 7 A )LD
CFG_ENV FLAGS LIST STATIC TEREUL F9, CFG ENV FLAGS LIST STATIC [CU A RSN TWBREREZTHL
MNIEBETERLSRBDET,

RHFELTVWSEAY T4 TR UTOREZERNEERETY !

- upgrade_available & bootcount: O—)L/\y VBEBEICHEREF T, O—IL/\y U HEE% FEMIC
9 2559 upgrade_available D77 A )L MEHZEICL TLEE L,

. encrypted update available, dek _spl offset & dek fit offset: BES{k = TUL 3 imx-boot d
ELAHCHEREHTY, imx-boot ZREFILUBRWSEIFHEIBRTEEIN, RUILEFETHEE
HdHEREA

- ethaddr, ethladdr, ethact & ethprime: XY N7 —2 XY REEDZEH T, T7AIL DT —
RIXYRIZRY N T—0ZFERAUTCEEADTIHEICEEL D FEA.

Ffc. Linux ZHEEEIL T fw printenv EZFERA L TH Linux BITIET 7 A4 )L MEYZEE O HEDIRIEER
HUAMIEEL TWERWDTEEEIMENTT, ZEHOEICEWVWDH HI5EIF U-Boot @ prompt T
LTS EE W,

7.3. U-Boot 7OV 7 N &EEMICT S

Armadillo Base OS @ U-Boot (77 # )L k T autoboot NEZIICH > TWXF, autoboot HNE%N
IRAIREETIFRE 72T« L1 (bootdelay) DEIF—ANZFHFE. AADRITNIFEEMNIC bootcmd %
EITUT Linux ZEFILE T, —A. RFEBBEICF—AIDHDETOY T IDRRINT, AL
BRAYVRERTIZIENTEEFT, INSOAVY REETHEFRBREDTIN, WBEICEST
DB THNTZ2EOICENRBRFRERDEET, I TE. RE - HEBFONIEEEMLT 5%
ZEBULET,

bootdelay 2T 7AW, 2WFD
- 0 FERER L, ELF—ANTTAY T INRTREINDS
- -1 : autoboot HELN
- 2 FERER L, F—ANBEY

17.2. U-Boot DIRIBEZHDERE=HIRT 51 DFIEZIT > 2HEIE imx-boot D uboot-imx/configs/
x2 defconfig (C TCONFIG BOOTDELAY=-2;, ZEBIMUTEEL TLEE L,

REBZHHETERRERIEEIE Armadillo Base OS @ /boot/uboot env.d/no prompt OXKIRT 7 A1 )L
HES>T. FESICERHEZREINIESERDT Y 77— MNMIbBERHINET,

HHMEIRRIY 2 TIESEICLTLIEE W,
- Armadillo-loT & — k2 x4 G4: Tu-boot DBREBEBEZHDKRE [https://manual.atmark-

techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja/chO6.html#sct.uboot-
env]y
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- Armadillo-X2: Tu-boot DIRIFEZDKFE [https://manual.atmark-techno.com/armadillo-x2/
armadillo-x2_product_manual_ja/ch06.html#sct.uboot-env],

[armadillo “J# vi /boot/uboot env.d/no _prompt (1)

#f bootdelay % -2 ICERET B2 ET U-Boot OOV EEMELET
bootde lay=-2
[armadillo “J# persist file -v /boot/uboot env.d/no prompt (2)

" /boot/uboot_env.d/no_prompt’ -> ' /mnt/boot/uboot env.d/no_prompt’
[armadillo “J# fw setenv -s /boot/uboot env.d/no prompt (3]
Environment 0K, copy 0

[armadillo ~]# fw printenv | grep bootdelay (4]

bootde lay=-2

(o o)

AV 7407 74NN ZERULEXT,

774N XKL LET,

THEEZTIAHFT, swupdate TEZATHHREEBNICTONTWVWET,
EZANREEREEDRLE T,

r7.2. U-Boot OIRBZHMODEEZHIEIT 51 ZiTo> THRWERIC
CONFIG_BOOTDELAY T &# B = h £ 9 ., & 9
CONFIG ENV WRITEABLE LIST HEE 9 S H\. /boot/uboot env.d TEE UL
TLIEE W,

CZTHBAULLLUMMCE WS DODDAENHDEIT, V—XI—RICR
FAAXVEIDBDERT, UTZSRLTLLLLS W,

imx-boot-[VERSION]/uboot-imx/doc/README.autoboot
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Armadillo-loT "=k 7 = G4/Armadillo-X2 €F a2 U T« 1 R BEDHZHEENDIE

EEB ll_j\ll_;\ CZ:) Etzs ;%Es ]ggz:giiili%ggfl/ﬁ\\'CZ:>:$ttt

/'J‘l'

CODETIREZEDHDHEEHS Armadillo-loT ¥— k7 =1 G4/Armadillo-X2 %575 /5% 5tiA
LET,

8.1. KASLR

KASLR(Kernel Address Space Location Randomization)i&. Linux 1—XJLDER{TREDRET7 R
LAZEEZRBDOLICT VT MET 2 X2 U T H8ETT,

KASLR Z#F%1{td % &, WEEED Linux H—RILKNDIEEDEEEPT—FY D7 RLAEFRT B &
NEREICEDERT, FNICKL>T. PRLAHDHIBHL TWBIEEICHBELAKEICK T 2FRELN/LZE
gz ENTEZT,

TIBHEEIREED Armadillo-loT '— ko =1 G4/Armadillo-X2 T, KASLR &%t TWET,

1—H4Z Y RTHEEDEEME L TASLR EWSH#EENH D £, T15
HEHMREED Armadillo-loT ' — ko =+ G4/Armadillo-X2 Tl&. ASLR
lFEESNTWET,

ASLR D" B#EEINTWS Z & 2RI S ITIE. randomize_va_space
DIEN O LI > TWB I & &R LTSS L,

[armadillo ~1# cat /proc/sys/kernel/randomize va_space
2

ZIMSIEFKASLR ZBMEL. BMESNTVWS I L ERRY 2HEEHHAL £,
8.1.1. KASLR &1k

BREZB/AT D ETCICUTOLSIC uboot ST /Ny THANENEY, ZORAICI U7 ILERY 7
ROz 7 ETAISHOF—ZHUL T, uboot ® 7OV T MCA>TLRE L,

Hit any key to stop autoboot: 2
u-boot=>

IRIEZ# optargs DEZEZEL £9, nokaslr BMEESINTWBIEEIE. KASLR [FHEM LI TWE
ED

u-boot=> env print optargs
optargs=quiet nokaslr

BT optargs M5 nokaslr ZHIBRLE T, LT, quiet & nokaslr BMEEI N TWB I & &HE
RLZDT, quiet DAEIRELET,
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u-boot=> env set optargs quiet

RENRMEINTWS Z EZMHEZEUE T, optargs IC quiet DAHDEEINTWD Z EHERTEET,

u-boot=> env print optargs
optargs=quiet

REZREFLE T,

u-boot=> env save
Saving Environment to MMC... Writing to MMC(2)... OK

M ETKASLR OB Z# DD T,

8.1.2. KASLR OB ZN{LHERR

Linux Z#EE L T. Y VIRILDT7 RLRAZERUET, < I TEEFIE LT vprintk_deferred @7 KL
AzERULET,

[armadillo ~1# cat /proc/kallsyms | grep vprintk deferred
ffffdaffcac98530 T vprintk deferred

ffffdaffcac98530 TH S Z ENERTE X I, HiLHtk. BE vprintk_deferred D7 KL X =R
L9,

[armadillo “]# reboot

: (BB8)

[armadillo ~1# cat /proc/kallsyms | grep vprintk deferred
ffffabc2de898530 T vprintk deferred

ffffabc2de898530 TH B Z ENMER TE. P RLANEKL TWB Z ENER TERX U,

F17 16bit & Tz 20bit FZ V¥ AMEEhEzE Ao
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NETEE
IACE A= B F£HH BEIRES
1.0.0 2022/06/28 - FIRRFAT
1.1.0 2022/10/26 - 16.4.4. imx-optee-client ZEJL RT3, D optee D/\N\—I 3V
% If-5.10.72_2.2.0 ICEH
- 173 UBoot 7AY 7 hZ&E&IcT 2, THRLTWS
CONFIG_BOOTDELAY DA% uboot_env.d ZFERALH
DICEE
1.2.0 2022/11/28 - 1643. 7J—hO—4%—%ZBEIRITSD, N—=I 3 VEFHRAEDH
BELELE
cswu EZFABELET Y 77— NAEEEM
1.3.0 2023/03/28 - 8. BEEDHZHWEEANDIEK, =B
1.3.1 2023/06/29 - IBEY—JL (CST) 2#fHE I 2 NICEBRY —ILD/IN— 3 VI HE
9 B EHAZER
1.3.2 2023/10/30 - BEZRIEOY Y ROAFIT sigixt & LTWeE% sig.bin ICIE1E
1.3.3 2023/12/26 - T4.1.2. EdgelLock SEO50 ZE#ICT %, DEANXZEIE
- 76.6.6. uboot-imx MIEIE; DA EEIE
1.4.0 2024/03/26 - BIRZI(C Armadillo-X2 % #t58
AN —YBSEREDOERZFH Linux H—FRILA4 X—ID1E
By I —lock A 7Y 3 vICEEd 2MEHAEERT
- 16.4. CAAM %= ;ER U TEE #8595, ICH S op-tee DEIL
RAEZIEILE
- 17.2. U-Boot DIRIBEZHDEE = HIRT 5, %ZEBM
1.5.0 2024/10/30 7. EEICEIFTTNy JiEEZR U %5, NDOFIE% abos-ctrl O
VY RZFERUEFIBEICESE
- FRECIEIE
1.6.0 2024/11/27 5. 8xa277—bF; AOFIEEZ 2024 F£ 11 BEREFTORNAE
ICBE#T
- FRECIELE
1.7.0 2025/02/26 B X2 77— IEEWVWT, SWUAX—YZFERALTExX
FT—hDEMELERA N L —YDES{LETSFIBICEE
1.8.0 2025/03/26 - T4143. - —DMREUEZHIBRT 51 ZiBIN
1.8.1 2025/04/23 BB X277 hBELPIL—RT 7LV AT L (rootfs) @D

BE5{t1 I device-info IC& B EF 277 — N DOHERAEZEM

. T 5.15. secureboot_make_installer.swu ¥ > XA ~k—JLEEOO

71 OOTRAZ&MICERH

. Tsecureboot.sh secureboot_init; % Tsecureboot.sh build;

ICIEIE

chtm RO Z 27 )ichds0T%2 7Yy I 95EX_a7ILD

My 7ICRDLDICEE

- html lRO Y = 2 7 )L OISR RE % Hl R
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