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FETHELEE SWU A1 X—U% USB XEYICEEEBLXYT, USB XEY % Armadillo-loT ' — b

x4 G4 ICERITDEEFNICTY ITT—MDBED XS, 7V T —MNETRIC Armadillo-loT 7' —
Nox+1 G4 (FEETHEFHULET,

33.A49—Txz—ALAF7I b

Armadillo-loT =214 G4 DAV IT—T 1 —ALATIRNTT, AV —T7 1 —ADEBEIZA
EHEEILTLLIEE W,

CONS CONTO SP1

CON12

LED

CON11

JP

Cco
CON15

q ]
QipTp
CON2 CON3 CON8 CON4 CON6 LED3 CON14 SW1

K334 —Tx—ALAFI Kk (T—XREB)
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Armadillo-loT '— k7 =4 G4 Node-RED &1 R

Armadillo Dty K7 v 7

CON2 CON3

CON8

| [w=-) HLED3 SW1

CON4

TCONT CON14

3447 —Tx—ALAT7U N (F—RIEH)

R32MAV5—T—AAR

BmES A9 —T1—R% Gl

CONI1 SDAVH—Tx—R microSD h—REB® SD XAy hTY, AZLA M L —IDRE
RIBEP. microSD h—RICEBBULIET—h T4 ATA A=Y
MNoRLEN T 2IBEEHREICHERLET,

CON2 LIANA>5—Tx—R2 LAN 7 —7I)LEHREA® RJ-45 AXI 5 TY, B LAN 258
ITRHEEICFERLET,

CON3 LANA Y45 —7x—2R1 LAN & —7)LEHRRE D RJ-45 AXI 49 TY, B LAN #FH
IRHERICFERLET,

CON4 USBA>v4%—71x—2R USB XEY ¥ USB #i#i7/\1 A#EHEAD USB3.0 Type-A O
RIFI TG, AEBANL—IDRELRIBEP. USB ERDEE
TINA R ERT 2EEICERLET,

CON5 M2A>Y5—Tx—2R MR LAN/BT EYV 2 —LEHRAD M.2 I% 7 % (E-Key) TY,
IR LAN/BT AVAREYV 2 —ILBEHETILOBEIX. ER
LAN/BT AVAREY a2 —ILhMEREINE T,

CONG6 USBOvVY—Il4>vF—Tx—2R USB microB 7 — 7 JL#E#HEB ® USB micro-B IX 7 % T9Y,
VY =LA HZHET2EEICERLET,

CON7 JTAGA V5 —T7x1—R 138 EY@254mm EY F)DE YA Y T HEBEHARE T,
JTAG zfIB9 2 GaICFERLE T,

CON8 HDMI 1 v % —7 2 —2X HDMI Type-D 7 — 7 JLiEHAD HDMI Type-D A%V ¥ T,
HDMIFIGT « A 7L 1 E=FBT 258ICFERLET,

CON9 LVDS 15 —7x1—2R LVDS HAHA 31 E>yaxI4Td, LVDSHIET« AL A
ExFAT2EEICERULET,

CON10 MIPI-CSI A 5 —T z—2X MIPI CSI-2 i X &R 15 > (Imm £y F)FFC O
XU HTF, MIPICSIR2 RGN X % FET ZH5EICHERLE
ER

CONT11 RA VY —T7 1 —2R 1 2517 E>254mm EY F)DEUAY T EEH I N TWE
9, MEEIRT BB RICERALEY, 3G/LTE EY 1 —I/LEEH
EFITIERFERATEEEAS

CON12 WRA VI —T—R 2 2358 EX(254mm EY F)DE YAy S EEEHATRET T, 1
BEIRER T 2B EICERLULEYS,

CON13 RTCNNy O 7y T4V —Tx—2R CR2032 &D 14 Y EMEGROEMRY VX TY, U7
FALTOY I DINY I Ty GBI ERIGEICERLET,

CON14 BRANAVI—T1—X 1 AC 75 79EERADC v v oI TY, HEDAC 7T THH
5 Armadillo-loT — k7 =+ G4 NERIEET 2B EICER

CON15 ERANA VI —TT—R2 EBRAAB2EY2Cmm EYF)SAMNFYZILART T TY,
AC 75 79 UNDEREEH S S Armadillo-loT =k~ x
1 G4 NBRHHET 2SI ERLETE,

JP1 RREIT/INA RERET v VIR EBEE—REZREITDLHD2EV254mm EY F)EVAY
9“?3‘0

SW1 I—H—-IAvF I—H—HFETERY I N2 Y FTY,

LED3 a—4H—LED I—H—HFI B EELRAEHE 5 « 7 (O3mm) Dk LED T,

LED4 &R LED BEROANREEZRIRT DREEEY 1 7OKE LED T,

SP1 M2 BBRA% v R IR LAN/BT EY 2 —I)LERBE DO AR—H— (M2,
L=2.45mm)T9, &R LAN/BT AVREY 2 —I/ILEBHETIL
DHEIE. ERLAN/BT AVARETY 2 —I)LORIIESHICERS
nx9v,

CH1 EIRIAN 7 VT FAVT—T 12— 1 EAR LAN/BT AN 7 > T+ —T IV %k T iz DINE

B#IxI5TY,
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Armadillo-loT '— k7 =4 G4 Node-RED &1 R

Armadillo Dty K7 v 7

HRES AV —T 1 —R% B

CH2 ERLAN PV T FA VT —Tx—R 2 IR LAN/BT B 3 7 > T — T IR kKT S D/NEY
EE#HIRT YT,

CH3 BT7YF+A vy —T7x—2R AR LAN/BT AAN 3 7> T+ =TIV 2k T % s DNR

E#HEIxIYTI,

CIERAANA VI —T =R 1 EBRAAA VI —T 11— A2 OWAISAKICERRIGT DI L TEEEA,

LED20

K354 —Tx—ALAF7 UK LTE EFIL(T—RAAR)

LED20

36 AYY—7x—ALAF7 YK LTE ®EFIL(U—XIEM)
®33M1V9—T7x1—AAR

HmES AV —T71—R% FtEA

CON21 3G/LTEZ > TFAV5—Tx—A 1 3G/LTE AT 7 YT+ —J I %= ERT % D/\EEE
ARTHTY,

CON22 3G/LTE 77 FTAVI—T—R2 3G/LTE BT 7 > 7+ o —T IV EEST 212 D/NEEE#H
ARV I TY,

CONZ23 nanoSIM 1 4% —7 1 —2X nanoSIM 1— RE® nanoSIM 2Oy kT9, 3G/LTE 7—%
BEZHAITZBEICERLET,

LED20 3G/LTE R7—% A#ERF LED 3G/LTE @EDREZRRT BFEHE Y 1 7 (P3.4mm) DIRE

LED T9,
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WLAN/BT

LTE
K37A4Y9—Tx—ALA 7T~ 7T FHEGENE
3G/LTE RAMI 1T 7 > 7 8. AEIx 27 ¥ (SMA-J). 3G/LTE B Main 7> 57
AR LAN/BT BAME I 7 > Tkt B#I<R2 4 (RP-SMA-J). iR LAN A Main 7> 77
AR LAN/BT BT 13 7 > 7 865, AEO=R2 4 (RP-SMA-J). R LAN B Aux 7>V 77

© ® 00O

#HR LAN/BT BAMN I 7 > 77 5. R#IR7 Y (RP-SMA-J). BTR7 > 77
@ 3G/LTE AAMIIF 7 > T HHk. REIX2 % (SMA-J). 3G/LTE A Diversity 7 > 77

34. Xy ND—UCiEmRT S

Node-RED DFAF% 9 %/ > & Armadillo D% kT —7 %#EH I Sz Armadillo-loT ' —
RITA GADIP7RLAZREBEIIERELET,
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Armadillo-loT '— k7 =4 G4 Node-RED &A1 R Armadillo Dty K7 v 7

Armadillo DF#R LAN (&, #HPRRET DHCP OREELBR>THH XI DT, DHCP A& EL TWS
BIR LAN ICER UL ICBRIE. BASHD IP 7 RLANRMESNIREICE > TWET,

DHCP TIP 7 RLANEEINZIREDIHS. ABOS Web Z{EHIT B2 & T IP 7 RL XDMHEZH
_.]— b_tg_o

1. Armadillo-loT — ko x4 G4 % 73.2.Node-RED OA>FF %21 AN—I)LT B, TEYHL

7y T BT EIIHEIE ABOS Web DEEIL TWET, BEBHDIIEDHHIIBRZHBRAL
EE

2. BAFF/X\YO>T Web 75U —%&EE L https://armadillo.local:58080 (77X UL %9,

ABOS Web »'&1E9 % Armadillo . B U LAN EICEX® 55
&. ABOS Web ([c##9 % URL DR RANHZIBR
(armadillo.local) . 2 &8Il armadillo-2.local. 3 &BI&
= armadillo-3.local &, S HDONEEMICEID Y TESNET, &
DBZEED URL iAED Armadillo =BT 2D IFE L WO TEHE
EIP7RLAZREL. P 7RLATIEETESLDICTBAE
NHOEXIT, EEIP 7 I\ L XADE‘EAEIE 73.4.1. Armadillo @
BRLAN ICEEIP 7PRLAZRKRET 5, 2=BLIEEIV,

3. FIEEEkREIE. ABOS Web O/XRAT—RZRET DDHENHDXI DT, RELET,
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Armadillo-loT "— k7 =4 G4 Node-RED &A1 K Armadillo Dty k7 v 7

BaseOS

1N B %
BBRIINAAT—FEADLTL N
ISR —F

IR T — F(HER)

X 3.8 /XA T — R &REH

4. "PEIOZA V"D RT— REFBEE T, "/XAT—R" 74 —)LR&E "IXRT—RHFER)" 7« —
WRIT, BRULEWIRT—REAALTHS, "BE" RYVEI Uy I LTIREN, /IR
J— REFSETEENIRRI NS, KRT—REFDET TI,
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5, OJ14YUL&ET,

) 85550

MRAT—FoERFETLELSE

OJ+2R—=

3.9 /XRT— REFT T HE

BaseOS

X 3.10 OV VHE
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Armadillo Dty K7 v 7

6. EOXZa—h5 TRE—8, =

e ABOS Web

ky F—
WWANZR
WLANZRE
FEERE
DHCPY —i— %%
NATERE
VPNERE
AYFFER

SWUA ¥ & b—i

WWANZEE

BIRULET,

L ethd up

il &

HERRE

]
—
[ 1 1 ]

DHCPH# — /X —FR7E

-

SWUA >~ R k—Ib

X 3.11 RE—EZRR

7. TLAN 3, © P ZRLZ) OBICHER LAN O IP 7 RLADERENTWETDTAEL

TEWTL IS,

@ ABOS Web

by A
WWANGE
WLANZRE
BHEERE
DHCPY —~
NATRE
VPNEE
avy+EE
SWUA A b —ib
RE—E

asr7t

EERL ethl up

LANT5#R

_ Y¥7xy bR F=t7z AvE= —_
IP7FLR 5 % J2lz MACTFLz
e e

] 25525500 ethd

DHCPH — /s —1&$R

IPPFLR  #7&ybw2s U —EHE Y-ZEE Afr&—-71-R

K 3.12 LAN &%

3.4.1. Armadillo ®FE#R LAN ICEZE IP 7 RLAZRET B
DHCP ¥ —/\—h'EE LB WRE TR 1T 5B&. Armadilo-loT 7'~k o G4 CEED IP 7

FLRAZMEL THRFEZITVWET,

Armadillo U7 aAVY =)L EREUTCIANYN Y RZEANTIZHENHGDEFT, YUT7IILaAVY —

I oEEmAEE 13.1.3. #iAE)

2RSS W,
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Armadillo-loT '— k7 =4 G4 Node-RED &A1 R Armadillo Dty k7w 7

1. Armadillo-loT =k Vx4 G4 EHEFEA/NYIVEHEFELY MCEBIh TWET USB(A A
Z-microB)7 — 7L TER L £ 9, Armadillo-loT =k 7 x4 G4 flid "X 3.2. Armadillo-
loT =k x4 G4 OEFEHEH, ITRT '@ D7 ILBERUSB 7 —7 )by @ microB %=, F
A/ OVIE Type-A i L TLEE W,

2. BEEANXYIAYTIYUTZILIAVY—ILEREEXT, [MHELTWEY 7 kT 7k, Windows OS
THNIE TeraTerm, Linux THNIE minicom BRENRHDEFIDT, 1 VA M=)LULTZHIEB
<FEEVN,

3. VI T7DIVITILEEEZ R34 VUTILBERE) IKRULET,

&34 DU T7IIBERE
IHE RIE
kL — bk 115,200bps
TR 8bit
Ay ZEY b~ 1bit
AU ¢ RU
7 00—l ANV

1. Armadillo-loT “—h T x4 G4 D AC PH¥ 79— Aty NMIEETERZHALET,

2. YUFZILaAvY=IICUTo&LS OOy 7 hBERRSNEFLES, root 22— —7O
T4 UET, HICEKREL TWRWEED root T—F—DHEA/SA T — R L root T,

Welcome to Alpine Linux 3.18

Kernel 5.10.197-0-at on an armv7l (/dev/ttymxc2)

armadillo login:
3. "Wired connection 1" ICEE IP 7KL XA%ZEZEULE T,

[armadillo ~J# nmcli connection modify "Wired connection 1”7 ¥

ipv4. method manual ipv4.addresses 192.0.2.10/24 ipv4.gateway 192.0.2.1
4, FHHFE LAN ethO =8BiE£#H UL £,

[armadillo “1# nmcli connectio down "Wired connection 1”

[armadillo “J# nmcli connectio up "Wired connection 1”
5. RESNEIPZRLAK ip addr AV R CHEFRTEXI,

[armadillo “]# ip addr show eth@

2: eth0: ...dMEg. ..

inet 192.0.2.10/24 brd 192.0.2.255 scope global noprefixroute eth0
valid Lft forever preferred Lft forever
. TREE ...

6. BEZEKEALT BIcIC, persist file AVY REEFTLTLIEE L,

23



Armadillo-loT '— k7 =4 G4 Node-RED &1 R Armadillo Dty K7 v 7

[armadillo ~1# persist file /etc/NetworkManager/system-connections/”Wired connection
1.nmconnection”

3.5. Node-RED Ic#E#d 3

XY YD Web 75 0Yh5, T34 Xy NT—JICEHFETD, THREULLEIP PRLAZFERHU
T. http://Kip 7 RL2Z>:1880/ Ic7 7 ERALTLEE L\,

Node-RED DEFBEEMNRRSNIcSEY M7 v 73T TI,

Jo-1 i 5/

injoct

uuuuu

ccccc
sssss [
ki Node-RED 34A&LS 2!

EUU-2OFHEER O THE UL S,

3.13 #I[EEEIRF D Node-RED EimE
3.6. Node-RED OV TFFHICEREZEMT %

Node-RED OV FHIcA— B DREZBINT 5 ENFHETT ., TDIEEEITSIciE Armadillo
EVUTINT—=TIVTERIT ZVENHD T, EHREAEICDOVWTIE 3.4.1. Armadillo DF#& LAN
ICEEIP 7RLAZRET ) ESEBIEI,

COHEEEFER T BICIE. UTIRRIN=I3 VDY I NI PHIRET
AS ED

. abos-base 2.16 X E

FIRIZUA T T,

1. /etc/atmark/containers 7« L % kU IC node-red.conf.d 7« LU ~ U Z{EET %,

2. /etc/atmark/containers/node-red.conf.d 7« L ¥ h URAIC EFED conf 7 7 1 ILZERKT S
3. 1ER LT conf 7 71L& KL T B
B{TI3f & LT addition.conf &WS conf 7 7 M ILZER LTciZEDOETIANY KT,

[ATDE ~1$ mkdir /etc/atmark/containers/node-red.conf.d (1,
[ATDE ~]$ vi /etc/atmark/containers/node-red.conf.d/addition. conf E)
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[ATDE ~]$ cat /etc/atmark/containers/node-red. conf.d/addition. conf (3)
add armadillo env

[ATDE ~1$ persist file -rv /etc/atmark/containers/node-red.conf.d/addition. conf (4]

X 3.14 2 —HRBEREZEMN

(1) node-red.confd 7« Lo MU EERLET,
(2) addition.conf 7 7 1 JLZER L £,

(3] addition.conf 7 7 1 JLORNBZMEZ L F I, SEIL add_armadillo_env &L 5 Armadillo D&
% Node-RED OV FFICETHREZEBIMUE U,

(4] addition.conf 7 7 1 L&KL LE T,

FRREZTO>Z LT, BED Node-RED IV FTFDREICIMZA T, I—HMEDKREZEMT S
ENTFRETT,

Node-RED v 77+ 121 ULEtZCERDEFZS (X, /etc/atmark/

containers/node-red.conf.d 7« L7 N UNBEERSNET, T4 L7

N UAICIL addition. conf.example EWSEHMD 7 7 A LA BB E
= ¥, REICHGLTZ 7ML EIE—UTSHEALLEE L,
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Armadillo-loT #°*— k2 = G4 Node-RED B A+ R HARETS

4. AAEZITS

4.1. Node-RED C#E#id 5

r3. Armadillo @ty h7v 7, Z#%FTULTWBEHEIE Armadillo Z&£E9 % &. BEMIC Node-
RED > FF+MEHUFE I, Node-RED NDEHGICIE T3.4. X NT—0IICEESKET S, THEULRZIP
PRLAZFEHULED,

XY AV ®D Web 72055, http://<ip 7 KLZ>:1880/ [C7 7 ZALTLIEE L,

=<2, Node-RED

Jo0-1 * 7)Y i

‘‘‘‘‘‘
uuuuu

aaaaaaaa

ccccc
sssss [
ki Node-RED 31A&LS 2!

AV -2OFHEER D THELE

nnnnnn

4.1 #EEENRFD Node-RED EiHE
Node-RED (ZIFREL 3 DOMEENH D I,
- XLy bk
AR/ —R WAL/ —RO—EZXRRLET,
- D= AR—X
Node-RED TE—2DF7 7V —rarvdiinz 70— WSBEUTRULET, 7T—VAR—X L
i/ —RZ8IFT70—ZERULET, LY "DOSRER/ —RZT—JAR=RICRZ VT,
KOy 7 TERELXEI .
- YA RN—

BIRUIc/—ROBHY. TNy I Xy E—IZRRLET,
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wFivy | i@ [k (8 -

4.2 Node-RED DidjE#EIE,

4.2. Node-RED OAvF7-o0oO7 %R mR9 3

JXYO>®D Web 750 M5, http://<ip 7 KL X>:1880/node-red. log (c 77 AT % & Node-
RED OvF+oOshRrEsnfzd,

ZDO% 7 74 )& /var/app/rollback/volumes/node-red/log ICREINTWVWET, AT DY A X

MBEMB ZBZ2EHFLWAT 7 7AIICBITLES, WA 7 71 ILZRRLIZWEE(IX, http://
ip 7 KL A>:1880/node-red. log. 1 Ic 77 AL TLEEE L\,

4.3. Node-RED THIAFgER/ —RD—E&

3. Armadillo v 7 v 7, TA YA K—J)LUTc Node-RED J>F FiciE Node-RED 37
J—=RDOMICAVAR=ILENTWEIHRIL/ —RBBEDET, A VAN—ILBFEDODHAT L/ —RIE
FICBDERT,

- Dashboard /— R
Dashboard Z%&kR<9 %/ — R T,
- exit /—R
Node-RED Z#& T3 37cHpD./—KTY,
- exec queue /— R
exec ZEHELH TED/—RFTT,
- credentials /— K
REABZHESLLTREITSCHD/—RTY,
- AWS /—R

AWS H—EXZFIRT 25/HD/—RTY, BSIHITERIBHIE. AWS loTData / — R &%
RBUTTNRA XY+ R DREDFIEETT,
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4.4 70—%ERT 3

Node-RED TlE—2D 77U sr—yavoiinzE 70— WSBEATRULET, &/ —REFERALE
JO0—DEBRAEICOVWTIBNULET,

4.4.1. LED =H#lfH9 3%

7Tk LED Z 1 WERTRRBI 27 H—2 1ML E I, IXT Node-RED 037/ — R ZfEH
ULZE 9. Armadillo-loT &=k Vx4 G4 THERTES LED & LT2A—Y— LED@)DH D FI, 1—
H— LED(#&) OBFAICDOWTIE B3. AV F—Tx—ALAT7 Tk ZTHERILEEL,

I1—H— LED(&) I& /sys/class/leds/led1/brightness 7 7 A ILANEZEZEZAH T &L > 7T, LED
DRATBIAIZITOZENTEFTFT, 0 ZEZATEBEUT. O LINDIE (1~255) ZEZ AT E[MTULE
ER

& 4.1 LED {55!

HBmES ZT(E) FtH
LED3 21— — LED(¥%) NSV IRF%FBRLTIMX 8M Plus @ GPIO1 1014 B>k
(Low: SEXT. High: s47)

1. XLy b5 [inject] /—RZET—VAR=XICRZvY, ROVYZIULET,
2. [inject] /—RD70O/NXT 1 ZiREL £T, [inject] I 2 WERBTEITULET,

£Hi: LED Blink
#BYIRL: f8E LERERER
B - 2 7
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RFEZITS

inject J — RZ&IEE
MR Fuk =T
& O+ & 3B H=
W ZE] LED Blink
msg. payload = ~ HiF x
msg. topic = v 3 x
+isil inject=4T
(J Node-REDAZEND g, LITETsS
CiEDEL SiF L/=B5RAREIE v
ISRARAME 2 : 7 v
& O '8

K 4.3 [inject] /—RDZ70O/87 1+ AR
3. [trigger] /—RZzKRZvy, ROV ZULET,

4. [trigger] /—RO7ONT 1 ERELE T, [trigger] &1 £XEL T 1 WiFHEEL. 0 ZXEL

E9. INlc LD RBEMFZRTELET,

EET—5 1

EEROWE : 57 L 7B/
1

BEET—%:0
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Armadillo-loT *— k7 =1 G4 Node-RED B% A K HHEZITS

trigger J — R&EIRE
IR ik SET

& O« & B =

EET—H v &1
REROIIE 45 UIchERIATHE v

1 # v
O FTTIEA Y T—2EBITERO ERICEE R IR
O msg.delayz= A\ CEIERREE FE=
BXET—9 |v% 0
O 22HOHEADRF(C2EBDA Y T—I%FIX(E

BB« msg.reset®iHE
» msg.payload*/RDAE

VBESSET FAYVE-Z v

L E2E]]

& | O Bx

X 4.4 [trigger] /—RDO70/8F 1 AR

5. [LED Blink] /—RKRO&EflIcHh BimFao Yy o U, [trigger] /—ROEBRIDIHTF%ZEIRL TH
LEY,

6. [writefile] /—RFRZRZvT. RAYTLET,

7. [write file] /—RO7AONT 1 ZiwRELF T, /sys/class/leds/led1/brightness 7 71 JLA
[trigger] DS DEET—FZEZTAHFTT,

T 74IV%: /sys/class/leds/led1/brightness
BE: 774 ELEEE

XFIA—R: F74) b0

4ZHy: LED1
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write file ./ — R&iEE

Bl Gl

ﬁ
|_\I

& 70/ + - ARE =

B 71L& v JXR jsys/class/leds/led1/brightness

> BE Jr)lELEE v
AWTZ—ZDA DD TR EN]
0 7+ L7 FUDFFE LI MEE (SRR

m7FEI—R | FIAIL- v

W &l LED1

IR [ D7 -1ILE] ([ZT)LVAESTE URUVMESE. Node-RED O
T ZAOEFTT « Lo USSR (A EmDET,

& || O B

4.5 [write file] /—ROZ70ONRT 1 AR

8. [trigger] /—RDABICHZHFEY ")y U U, [LED1] /—ROEBIDHFZ3EIRL THU
ED

9. [debug] /—RzZzRZvJ, ROYZFULET,
10. [LED1] /—ROAHAICH 2inFzo ') v U, [debug] /—ROERIDIHFZFEIRL THRUET,

----- @ —_— @ —® 5
LED Blink v ([ ——() trigger 1s ZZ:—-:I:- LEDT (e .|

46 LED = 1 WHERBTRRT 70—

1. BEAEO [F704] #RUET, 1—F— LEDER) 1 | WEICRRERDETBHE 231
BT T,
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442 . CPU DRI EEZIET S

ZZTlE. Armadillo-loT “— ko x4 G4 ® CPU OHEIEEE%. 1 WEfRE TG T 57 O—%1ER
L¥Yd, 2T Node-RED @7/ —R%ZERULET, /sys/class/thermal/thermal zoned/temp 7 7 A
IWDEZGZAET CEICEL>THEREZRE I D ENTEEXT, BEIEIVUC DB TRRINS
feoh, °C BUNDTHETVWET,

1. XLy b5 [inject] /—RZET—VAR—=XICKRZv Y, ROVYIULET,

2. [inject] /—RDZ7ONT 1 %RELE T, [inject] (& 1 WERTRITLE T,

BYSEL: 18 L BRI
BEERERR: 1

inject J— RZEIRE

HilbR Pk T
& J0/F+ & 35| H
® &l Get CPU temp
msg. payload = « Bbs x
msg. topic = v x
+ih inject=E4T
O Node-RED#ZEhD wig. UTZETD
CHEDEL S LI RiREmE v
FSRIRIRS 1 o v
& | O &%

K 4.7 [inject] /— RO ZO/¢F 1 NE
3. [readfile] /—RZERSvZ. ROYFUET,

4. [readfile] /—RD7AONT 1 ZHREL XTI, /sys/class/thermal/thermal zoned/temp 7 7 -
IWOEZFEAELUERT,
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7 74)b%&: /sys/class/thermal/thermal _zone®/temp
HAFK: XFF

XFIA—K: F74) b0

ZHa1: CPU temp

read file ./ — RERE

HlBR sk

ﬁ
|_\I

& JO0/)NF+ & B =

k77L&  ~ /XX sys/class/thermal/thermal_zoneO/temp

B R | v
NFI-R | FIAILE v
© &l CPU temp

FIR: [J7-0ILE] (T2 CRESETFE LIDUVESE. Node-RED S
TADETT A LI FUNSOER) (A ENET,

& | O B

X 4.8 [read file] /—RD70O/XF 1 RE

5. [Get CPU temp] /—RDHEMICHDimTFZET Yy L. [CPUtemp] /— RDERDiHF 2 E
RUTHULEY,

6. [function] /—KZKZvZ, ROy FULZXT,

7. [function] /—RDO7ONXTFT 1 =2iRELX T, CPU DRIERENIUC OEMDI=6H, °C DE
RINZTHLL 9, msg.payload TESINfE%Z 1000 TEID. msg.payload CELZX T,

£81: CPU temp calc
J—RK:
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msg. pay load = msg. payload / 1000;
return msg;

function J — RZ&iEE

o JoNT« & B =
® &5 CPU temp calc g~
& =F HEALE J—Fk BTN
1  msg.payload = msg.payload / 16@0;
2 return msg;
8|0 &Y

4.9 [function] /—R®70/8F 1« RE

8. [CPU temp] /—ROEMICHZImT%E2 ") v L, [CPU temp calc] /—RKRDOERIDIHTF %=
BIRULTHULET,

9. [debug] /—KRZRZwvY, ROYFLET,

10. [CPU temp calc] /—RDHAIICH BimFz=2 ") v U, [debug] /— RDER DinF % FEIR
LTHUET,

(] o @
Get CPU temp U CPU temp CPU temp calc debug 2

4.10 CPU 0flIEEEZ 1 WHERTREI S 70—

1. BEAELD [F7OA] 28 ULEIT. TNy I XyvE—JiC 1 BEIC CPU DAIERENRRS
nx9J,

4.4.3. RS-485 modbus RTU EAH UL ZTTS

Z ZTlE. USB RS-485 Ziags#{#MA U fc Modubus RTU FiAH U7 AO—%1/ER L £ 9, Node-
RED @37 /— R®DEMHIC modbus-client /— K, Modbus-Read /— k. modbus-response ./ —
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RZEFERAUET, RS-485 YU FPIA VT —T 2 —ADTI/INA X7 74 )&, /dev/ttyUSBO ZfEFREL £
9, USB DFATICDWVWTIE 3.3 4/7 TJT—ALAT7 T b, (_ﬁEnlL;\< 72_3\:\0 7@@19(—]:0)
RS-485 1_1nﬁmT/\’fZ€n_,\Eb7L EQEW@&:ED x9, 9% Ej.]ﬂzﬁﬁnlu\ i ﬁﬁﬁ?—
% RS-485 BEEMILT /N1 XA DERE| Lﬂ%b—c< =LA

a=v ~ID: 1

SBEZO ML Modbus RTU
A—L—k: 9600
SEAH LT KL Z: 0x00
J7vovarva—R:1

1. XL v D5 [Modbus-Read] /—RZT—UZAXR—AICRZvP, RAYZULXT,
2. [Modbus-Read] /— RO 70O/IXT 4« #iRELE T,

3. Zic Server ZRET DHENH D £9, [HHHRIC modbus-client ZBIN] DAEBKDIREMRY >
%L T [modbus-client] Z1EB U £,

£ H1: RS485 slave device
Type: Serial

Serial port: /dev/ttyUSBO
Serial type: RTU

Baud rate: 9600

Unit-Id: 1

Modbus-Read _/ — F#4&EE > modbus-client J — REiRE

il e

o JO0/IF+ & 3
Settings Queues Optionals

2Rl RS485 slave device

Type Serial ~

3G Serial port | /dev/ttyUSBO Q

Serial type RTU ~

Baud rate 9600 v

Unit-Id 1

Timeout (ms) 1000

£2 Reconnect on timeout

L,

8 | oam 610/ CoOBREEFEBULTVEY | £2ToI0O—+1 v

4.11 [modbus-client] /—RDZ7H/XF 1« RAE

35



Armadillo-loT #°*— k7 = G4 Node-RED %A~ R HARETS

4. [Modbus-Read] /—RD7O/XT 1 %iRELET,

£8i1: slave device

KEw

Unit-Id:

FC: FC 1:Read Coil Status
Address: 0

Quantity: 1

Poll Rate: 1 Second(s)
Server: RS485 slave device

Modbus-Read ./ — RZEIEE

Ak I

o JO)/F+ & B =
Settings Optionals
E2E) slave device
~Ew
Unit-Id
FC FC 1: Read Coil Status v
Address 0
Quantity 1
Poll Rate 1 second(s) v

U Delay to activate input [

Server RS485 slave device v rd

& O &%

X 4.12 [Modbus-Read] /— RO 70/ 7« AR
5. [Modbus-Response] /—RzZRKRZvo, ROy Z7ULET,

6. [slave device] /—RODHRlICHBiHFEY ") v o L. [Modbus-Response] / — K DRI D
FEBRLUTHRUE T,

36



Armadillo-loT #°*— k% = G4 Node-RED B A1 R HARETS

@
*1  slave device Modbus Response -
O connected

4.13 RS-485 M U fc Modubus RTU Z#&#H VA7 00—

7. BEAGLED [T7OA] Z2HMUET, AL UICHIIT S E 1 WEICHRAL ULBENEHRIN
[Modbus-Response] / — KD TFICRRESNET,

4.4.4.CPU QDAIEEREDT 775 v aiR—RICKRRT S

442 . CPU ORIEREZERFI 51 THRULE CPUREZY Y Y aIR—RICTVZT7ELTERRY
57 H—ZERLET,

1. YA RN—DERICHI=ZAFLDRTVZRU. [Fv ¥ aR—R] ZBRLET,

i 1E55m i & | o S|~
a 1 J—PROBEREFR
S 8 ~LT
3 E J0O0— 1 i ?r'll'\‘.}-’dj‘yt_i)
> 9J7J0O— & UFE . —REFRR

» JO—)ULEE/ B AFFRANT—4

Dashboard

414 [y ¥ aiR—RI1ZERT S
2. [Fv¥aiR—NR] REEEIRRENED I EZHERBLET,
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Wl 'y a3 R— R AN - AR AR - AR
= 1 T Angular =
‘97 &UT a | w | ST | 14T

B 4.15 ¥y ¥ aR— RS EH
3. P71 R ZEWLT [Tabl] ZEMUL T,

Ll 'y =3 R— R i & w82 -

[ZH= U1~ T—Y Angular “

AT & U alw | +457 |+
v & Tab1

4.16 v ¥ aiR—NRic [TAb1] ZEM
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4. [Tabl] 7ONXT 1 ZziwREL X T,

ZHai: Armadillo
74 3 : dashboard

dashboard tab J — RE{EE

HIB% ik E33
& JONF+ o RN
» Za0 ‘ Armadilld] ‘

(& 7-rd> dashboard

Q@ 1REE © 53

@ A_1— O Fr

FA 27+ —)L RICZ(E Material Design icon (f5l: 'check’, 'close’). Font
Awesome icon (. fa-fire’). &L <& Weather icon (l: 'wi-wu-sunny')
=IEEC=%9,

& O Aazm O 0ED./—FF COBREERERALUTNEY

417 [Tabl1] 70/ 1« AR
5. [Armadillo] ¥ 7h%EMmEnE Ui,

ZHE0: Armadillo
774 3 : dashboard
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6.

Ll Fy = 21 R— R i & w2 v
BciEd U1 T—~ Angular “
27 &UT alv|+57[+Uss
v [@ Armadillo +OIL—T | SREE| S LATI

X 4.18 ¥'v ¥ 27/h— RiEEEMEIC [Armadillo] ¥ 7h%EN
[Armadillo] #®D [+7)L—7] "7 > &#L T [Groupl] =&ML X,

Zay: Armadillo
74 3 : dashboard
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Ll 'y 23 R— R i | & % &S -
BCiE A1~ T £y
T &UD Al v |+87 |40
v & Armadillo +OL-T | S RE | # LTI

> BB Group 1

419 ¥y ¥ aR— RiREEMEIC [Groupl] Z)L—7h%MENMN
7. [Groupl] 7ONXT 1 %iRELE T,

Za1: Group 1

4 7+ Armadillo

fE4E:

fg: 15
OJIV—7T&ERRT 3
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RFEZEITS

dashboard group ./ — RZ&{RE

CU[ES fk
& J0ONF+
® #Ai Group 1

|
@By Armadillo v
<> TEHE

‘ — g 15

0O PIL—T&%=FrTD

B OBy O 1ED—BE CORFEEFERALTVNET

4.20 [Groupl1] ZO/XF 1« AR

[chart] /—R&ZETJ—9UZAR—RICRZvY, ROvIULET,
[Group1] Z)L—ZlcBMEnizc & =R LET,

8.

5w aiR— RiREBEE D
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Ll w23 R— R i 8 | % o S -
Aoid U1~ T—Y «
5T &V alv|+57 | +uzs

v & Armadillo

v B Group 1

] chart

X 4.21 ¥v Y aR— RigEEHEIC [chart] / — RA%E&
9. [chart] /—ROZ7ONT 1 ZIRELZE T,

ZIV—7: [Armadillo] Group 1
Y4 X: BE

Z~)L: CPU temp

B IThigy > 7

X#h: B3R 1 5E

X&EHS~NJL: HH:mm:ss

Y&l &/ 20 &K 50

R IERTR fie: BER
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chart J—R%EEE

HIBx ik 5T

: & JO)F+ & B3 =
B)L—F [Armadillo] Group 1 v | & :
Hu-rX =E)
Is~L CPU temp
= e RIS v O RA> EER
XEf B 1 B v XE& Vi
b
XEh=YL » HH:mm:ss O utc=
&=/
YEf &/ 20 BAX 50
R TR v T ER v

|| & o B

K 4.22 [inject] /— R Z7AIRT 1+ AR

10. [CPU temp calc] /—RDHM[IICH BimTZEo Yy L. [CPUtemp] /—RDERIDIHT %
BIRULTHRULEY,

\g | Get CPU temp (}:-—-:{j ‘ CPU temp (}:—-ij CPU temp calc c —:‘j]
1 z

4.23 CPU QRIEREDT S 7%y Y aR—RICKRRI B 70—

1. BEEALD [T7O4] ZHULET, ¥FvYaR—RNREEHEOD [7—Y] ¥ 7OHRICH 2 A
ICREDEB TRV ZBRT D E. Ty Y aR—RBIRRENET,
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Armadillo

CPU temp

0
BT e ]

X 4.24 CPU QRIERBEDT 705y aR—R
12. v aiR— RO CPUBEDYTZ 73—MWEICEHRINET,
AAS NE7OT7 5 L BEETITS
ZITlE. A0V LERITUZOR/RREZIEIZ 7O—52ERULET, AETOT S AL [exec]
J—RTEFTITBZENTEXT, TTTOALTZOY T LERFRIYATALAIAYY R —BEHIE
L7005 LD E%ZIBELEY,
& LT date ANV RERTID7O0—%ERULE T,

1. XLy hH5 [inject] /—RET—IIAR—=RICRZvY, ROYZULET, 7ANT 1 ET
TAILEDSEBEHD XA,

2. [exec] /—RZRZvJ, ROVvIULET,
3. [exec] /—ROZ7ONT A ERELET,

a< v R: date
Bl AL
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exec J—REGE

HllER ik

dl
=

& 01T - ARNE RN =i

| date

+ 813 (] = msg. payload

= 7 OV F¥ETE -execE—F v
OFTLTI- il
mIOvvY—lE =T O

W Bl

& || O 'Y

K 4.25 [exec] /— RO Z70O/F7 1 RA
4. [indect] /—ROHBICHDiHFEV ) v U, [exec] /—ROERIDIHFZEFEIRL THUET,
5. [debug] /—RZKRZvJ, RAYZ7ULET,

6. [exec] /—RODABIO—FBLICHZmTZY ")y T U, [debug] /—RODERIDIHFZEIRL T
BMUET,

: [j BALZIVT

Y
e —— e

K426 ARTOT 5 L0%2RTIZ 70—
7. BEALO [F7OA] Z#ULET,
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8. [inject] /—ROEDEA%IFT & [exec] / —RNICRE U date AV Y RARITI NIZER S
DEENTFTNYy T Ay E—IICRRENET,

[exec] /—ROAEDHFIEF ENSEFNZN TEER ) MBEIS—EHD) DRANO—K) &B->TH
D, BB ULEWHEAIRK > TEWRFTERZENTEEXT,

4.4.6. Node-RED ##&T9 3%

ZZTlE&. Node-RED ZEEDHA I VI THTIS70—%EKRULET, Node-RED @7/ —
RDIFMIT exit /—RZEFEAHULZET,

Node-RED #T#. Node-RED ZBEE# I 2= Ic X Armadillo-loT
T—hUx4 G4 DERZBIRATIHENHDET,

1. XLy D5 [inject] /—RZT—UZAXR—=XICRZvY, RAYTUEXRT
2. [inject] /—RDOZ7ONT 4 %=RELE T,

Zai: Finish Node-RED
BYiRL: 2L
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RFEZITS

inject / —RZ&iEE
HiBx
& JONFo
® Zl Finish Node-RED
msg. payload = v B
msg. topic = 7
+ &0

J Node-REDAZEND

inject=E4T

. LITETD

4.27 [inject] /— RO 70O/F 1« AR

3. [exit] /—KRZRZvJ, ROV IULET,
4. [exit] /—ROZ7ONXT1 =2RELE T,

Name: exit
Exit code: 0
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RFEZITS

exit J — REiEE
I

& 70N\«

¥ Name xit

M Exit code 0

8 O B#®

K 4.28 [exit] /— RO ZO/T 1« NE

5. [Finish Node-RED] / —ROHRAICH dmFzT Uy 7 U, [exit] /—RDOERIDHFZERL

THRULET,

Finish Node-RED

exit

X 4.29 Node-RED ZEEDY A IV I TR TI S 70—
6. HEEHAGLOD [70O41] Z# UL XY, [Finish Node-RED] / —ROERICH ZRY V=T &

Node-RED & T UL %9,
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45. -9 75 ZHIRT %

Node-RED (B %1 —%F—% (& /var/app/rollback/volumes/node-red/root ([CIRESNET, H
T4 LI NI ZHBRU BRI —TFT—F BETHRENEX T, ZDHBE Node-RED O 75 UHH 5
AVAN=IUIchRY L/ —RIFHIFRENZX T,

4.6. AWS \NT/NNA REWZEXEET 57 A—%1ERT %

Armadillo-loT “— kU x4 G4 5 AWS H—EZAANTNA AEREEEIT DcHO—ED 7 O—
CDWTEHBBLET, T/\A1 RIREEDE(EICIE AWS loT Device Shadow F—EXZ#FIFHL X T,

COBER BRI BICiE. /N\—Y 3> 1.1.0 LD Node-RED J>F+
[5 PBHETT,

FIEZLUTICRUE T,

RAIC AWS ETHEENDRETT,

- AWS 7H 7> b DIERL

- 1AM 21— —DER

CFENARTF—=HYITYRRA Y NDEE

BUF I Node-RED ETigtELE T,

- TINA AFRAE ZES Y % 7 O — DIERL

- TINA 2Z BT D7 O—DIER

- AWS loT /R ¥ —%1ERS % 7 O—DIER

- TINA RFERAEEBIRT BT O—DIER

R Y—%TFHYvFI270-DIERK

CCETOFIRETNA RBEDEHIC—EDHAEITIDRENHDEXT, DL, TNARXZER>T
iﬂl??ob'c ULEocima Y. BERULIHAEOHENMINILEEBRENHNIE. BERTIZIDLENHD
AWS loT Device Shadow U —EXZFBALT. TNA A v RUZFIHLE T, ARF2 XV KT
. BEIEULETNA Ry RUZAWSZET, TNRAZARREICOVWTED X1 7ICBELEXRT,
FINA Ry ROZEFIEITZ70—ICDOVWTIE, UTICRDET,

- FIA RV RUEREBY 2 70—

C TINA Ry RUZEHY 5 70— DIER

- TIA Ay RUZHIBRY 57 0—DIERL
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4.6.1. AWS 7 ho > ~DYERX

AWS 7 ho Y NDERAERICDOWTIE, AWS XY+ hD AWS ZHU Y MERDTRN [https://
aws.amazon.com/jp/register-flow/] Z&B LU T fZ2E L\,

46.2. 1AM 21— —DERL
AWS IAM (Identity and Access Management) (&, AWS UY —ZAND7 IV A ZzRZEICEET 3
DUz THY—EXTY, IAKM LD, #EZREE(T AV V)L. HICUY—RXDERZERT 5(7
JEAFAERICER)NEERITHIENTEXT,
ARETHEUTOFIBICOWTHBALET,
- IAM 2 —H—D1ER
- IAM 2 —H—[CRY ¥ —DRE
- AM - =07 7 X F—DIERK
46.2.1. 1AM 21— —%Z{ERT 3

IAM 2 —HDERICDOWVWTIE ARXD RF 2 XK~ [https://docs.aws.amazon.com/ja_jp/IAM/
latest/UserGuide/id_users_create.html] #Z8B U T<7ZE L\,

4622 IAM 21— —cRU>Y—Z2RET S

BB U T AWS IAM Z—4[C & AWS loT Device Shadow U —E X ZFBT 7 HICHERF =
BEZ2RENHDET, DEBRYI D—CDWTIE ARD RF 2 X >~ [https://docs.aws.amazon.com/
ja_jp/IAM/latest/UserGuide/access_policies_examples.ntml] Z&R U T<EE W, UTIERY > —
DFITT MU I—RICDVWTIFERDERZEZITLRE W,

"Version”: "2012-10-17",
"Statement”: [
{
"Effect”: "Allow”,
"Action”: [

”jam:CreateRole”,
"iam:Getx”,
”iam:PutRolePolicy”,
”iam:DeleteRolePolicy”,
”iam:DeletePolicy”,
”iam:DeleteRole”,
”iam:AttachRolePolicy”,
"iam:List*”,
”jam:Pass*”,
”iot:Connect”,
“iot:Publish”,
”iot:Subscribe”,
"jot:Receive”,
"iot:AcceptCertificateTransfer”,
”iot:AddThingToThingGroup”,
"iot:AssociateTargetsWithJob”,
“iot:Attachx”,
”iot:Cancelx”,
"iot:ClearDefaultAuthorizer”,
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»!

"iot:Createx”,

"iot:Deletex”,
"iot:DeprecateThingType”,
”iot:Describex”,

"iot:Detachx”,
"iot:DisableTopicRule”,
"iot:EnableTopicRule”,
"iot:Getx”,

"iot:Listx”,

”iot:Registerx”,
"iot:RejectCertificateTransfer”,
”iot:RemoveThingFromThingGroup”,
"iot:ReplaceTopicRule”,
"iot:SearchIndex”,

"iot:Setx”,
”iot:StartThingRegistrationTask”,
"iot:StopThingRegistrationTask”,
"iot:TransferCertificate”,
"iot:Updatex”,
"autoscaling:Describex”,

"¢ loudwatch:x”,

" logs:*”,

”s3:PutObject”,

”s3:ListBucket”,

”s3:GetObject”,
”s3:CreateBucket”,
"cloudformation:*”

1,
9"

"Resource”: "%

"Effect”: "Allow”,
"Action”: "iam:CreateServiceLinkedRole”,
"Resource”: “arn:aws:iam::*:role/aws-service-role/events. amazonaws. com/
AWSServiceRoleForCloudWatchEventsx”,
"Condition”: {
"StringLike”: {
”iam:ANSServiceName”: "events.amazonaws. com”

}

4.30 \RY > —0fl
46.23. 1AM 2—H5—DF7 7 L AF—%EKT S

EB LTz AWS IAM 2—H5 D7 7 AFx—%ZEHULE T, AWSIAM 2—H—DF7 VXA F—DEE
KDOWTIRAKDKF 2 XV~ [https://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/
id_credentials_access-keys.html] Z2B UL T EEW, ERULIETZ 7 ERF—V—2U Ly bF—IC
DWTlE. AWS loT Device Shadow ' —E XDF|ED =6 Node-RED @/ — KICKRET 2NENH
51z, L IBRWTLIEET W, U ET AWS ETIRBENRERFIBICOWTIZRTTY,
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463. TINAAT—HITVRMRA Y N ZERTT S

TINA R v RUDBE - B - HIRICETNNA ATF—F TV RIRA Y hN2ERALET, T/NMRXT—
YTV RRA Y NOBEAEIE ARD RF 2 XV~ [https://docs.aws.amazon.com/ja_jp/iot/latest/
developerguide/iot-connect-devices.ntml] Z&8B L TSI,

4.6.4. TI\A RGEHEZE 95 7 O—D1ER

Armadillo Base OS ##EHas 3. EH#TEXF 2 7ILAYNEBEHLTED, WIHELIEEBS{EARD
WEFRVCAFRAE Z T2 ICRTF - FIA T2 2 &A'AEETY . Edgelock SEO50 (& loT 77U —> 3 Y
FITDOEF2T7ILAYRNTY, 779 VaXTEIVZHRBLTED.,. RESNWERZNASBICELT
BT LR BENBICHATEXT,

TXFa2T7ILAVKNII2C FNAREVTRBINE T, BRICK>TI2C NADNERBZ-HTEER
<FEEW, Armadillo-loT =k 7 x4 G4 TEHRAT S 12C /X% TR 42. EFa27ITL XY MHME
B335 12C /XX, [cmULEY,

RA2 X2 F7ILAYRIHEHTS 12C /KX

12C /XX 12C F/)IN1 X
FRLA TINARE
2(12C3) 0x48 SEOS0(EF+ 27T L XV K)

ZOT7O—TlFWERE 7T/\1 XFEAE% EdgelLock SEO50 & DERS L T. /var/app/rollback/
volumes/node-red/cert [C{RTEL £ T,

1. XLy k5 [inject] /—RZET—IJIAR—XICRZYY, ROy TIULET, 7ONT 1 ET
TAIKDSEEHD T A,

2. [exec] /—KRZzRZvJ, ROVIULET,
3. [exec] /—ROZ7ONXT« Z#RELE T,

v K: sebbx_getkey 0xF0000111 /cert/device cert.pem /dev/i2c-2:0x48
Bl#: Fxv oL

HA: OV RI&THF - exec E— R

EA-THE VA @ &1 EJ0): e
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Armadillo-loT "— kU =« G4 Node-RED BFAF A1 R HHEZITS

exec J— RERE
Al b FET
-3y =Vl comt 8 B =
| e se05x_getkey 0xF0000111 /cert/device_cert.pem /dev/i2c-2:0x48
+ 318 [ msg. payload
= $77 O PHETEE - execE— 1 v
|
| OFALI I i

mIOxY-EIERR O

L X T A ASEIREDEIE

8 O &

K431 [T\ AFAHAFOET] /—RFO70/XF WA

4. [inject] /—ROABICHZmFZ2T Uy T U, [T/\A AELERZFOE] / —KOERIDIRF%Z
BRUTHBRULET,

5. 5—D [exec] /—KRZRZSvJ, ROVvIULET,
6. [exec] /—ROZ7O/IXT 4« ZiRELZE T,

v R: ls /cert

Bl FxvoilL

HA: OV RETH - exec E— K
2l 774 IO
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10.

exec J—REEE

IR i

b
=

lil)
H

‘ o OG-+ o

‘ k<K Is /cert

+ 313 ) msg. payload
C eV} OV FHETE - execE— B v
@ FA LTI i

WO YLEERR O

L X2

-l

7 ILODFER

& O B

X432 [771 O] /—RO70O/XT 1 RE

[T\A RFARZBDOET] / —ROBRAICH ZimFes Vv I U, [771ILDOWHER] / —RDEAR
Dl F 2 #R L THRU X T,

H>5—2. [inject] /—RZTV—JAR=XICRZvT, FOYTULET, 7ANRT A FTT 4
IWEDSEEHD XA

[exec] /—RERZYY, ROvIULET,
[exec] /—RO7ONT 1 =#iRELE T,

v R: se@bx_getkey 0xF0000110 /cert/key.pem /dev/i2c-2:0x48
518 Fxv il

H: Oy R#ETHE - exec E— KR

ZEl: V77 LY AE—DEE
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exec /— REIEE
& 70/ % B =
| Wowor se05x_getkey 0xF0000110 /cert/key.pem /dev/i2c-2:0x48
+ 315 ) | msg. payload
@ ih OV FETR - execE— B v
[
| @FALFIR b

mIOxY-EIERER O

W ZAl DI 7L RF—MEE

8| 0B

433 [V77LYAF—DOWE] /—rFO7ONXTF 1 RAE

11. Z2B8® [inject] /—ROERICHZImFEs )V I [VT7LYAF—DWE] /—RDE
B DImFZEIRL TRULE T,

12.[V77LYAF—0OBE] /—ROERICHZDmF=T7 Uy T U, [T71ILORER] /—RDE
Rl F 7z RL THRULET,

13. [debug] /—KRZRZvJ, RAYZ7ULET,
14. [Z771ILORESE] /—ROARIO—FBEICHZHEFET Y v U, [debug] /— RDOERIDIHF

ERLULTRUED,
A LRTT =) REBE RS
7 LR debug E

BA LT VU7 L2 AF—0ENE

B 4.34 7)\A AFEREZFI 5 70—
15. BEEG LD [F7014] 2HULXI,

16. [inject] /—ROEDOMAZZNZNIHT & IVY ROERITRERERNT /Ny I Xy E—JIC
RRSNETT, TRZ7AIDBEASNTVWNIEEFICHIIL TWET,
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AmazonRootCA1. pem
device cert.pem
key. pem

435 771)IL—=K

EITICEIN U =84 1E /var/app/rol lback/volumes/node-red/cert/ [T /N« REEBBZEIMFEINT L)
9,

4.6.5. TINA A &&ixd 57 O—DIERL

AWS |oT Device Shadow H—E X &FIHI B7sH. AWS loT Core IcT/\N\1 R (E/) =&ixT D
WENH D XTI, SET/DAFNETI/INA ZADOI Y ZI)LF>IN— (l: 001234567890) =#{EHUEI,

1. XLy hH5 [inject] /—RET—IZAR—=RICRZ YT, ROV ZULET, 7ANXT 1 1ETF
TAILEDSEEHD A,

2. [credentials] /—KZRKRZwvJ, ROV IULET,
3. [credentials] /—ROD7ONT 1 ZiRELF T, BN MY >ZH U TEZEIMUL XY, private

DRAT—F AN [XFI] OXRXLEEABDRRESNCXX Do, H#REIE [hidden] ICEET
DEHRLIT,

Name: BEREIEER D4R

Values:

private: [hidden] (1]

to: [msg.] aws_access_key
private: [hidden] (2]

to: [msg.] aws_secret key
private: [x=51] ©

to: [msg.] aws_iot_region
private: [hidden] (4]

to: [msg.] aws_iot host

M46.2. 1AM 21— —0D1Epl; TRELE7Z 78X F—
f46.2. 1AM 21— —0DER) THSLIY—IL v hF—
')—3 3 > (ffl: ap-northeast-1)

()

loT Core REST API T~ KRR+ > b (fl: iot.ap-northeast-1.amazonaws.com)
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credentials ./ — R&EEE

ey il T
& 0N+« & B H
Name EREmROERE
= Values
pri\,rate W kik  ssssssssssssssssssss
x
fo = msg. aws_access_key
pri\,rate B -
x
fo  ~ msg. aws_secret_key
private | ¥ % ap-northeast-1
4

o  ~ msg. aws_iot_region

& O B#

X 4.36 [EHRBEROERK] /—FO7ONT AR

4. [inject] /—ROERICHDHFET YT U, ERIEROZEE] / — ROLRIOHFZRRL
THRULET,

5. [function] /—RKRZzRZvJ, ROV TIULET,
6. [function] /—ROZ7ONRT 1 =iRELET,

2 TN RBEDBIBERE

d—K:

msg. payload = msg.aws_access _key + ”:” + msg.aws_secret key
+ 7 7 + msg.aws_iot region
+ 7”7”7 + msg.aws_iot_host;

return msg;
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RFEZEITS

function ./ — R%E{EE

HllBR ik T
& JONF+ # B H
W &l T\ REROB | HEYE &~
£ S AR J—k Erna

1 msg.payload = msg.aws_access_key + ":" + msg.aws_secret_key

2 + " " + msg.aws_iot_region

3 + " " 4+ msg.aws_iot host; ™

4 return msg;
8 || O B

X 4.37 [exec queue] /— RO 7AXT « WA

7. FERBROEBE] /—FORMICHZImETFET VYT U, [T/ RAEBFRDIIHERTE
Al F 7z RL THRULET,

8. [execqueue] /—RZKZvY, RAYZULET,
9. [exec queue] /—RDZ7ONT1=RELET,

] /—RDE

ZHI: TN RBE
<> R: bash $file
Queue: 1

Debug Mode: v

Append msg. payload:
#>2: Shell

AAE:

AWS_ACCESS="$1"

AWS REGION="$2"
ENDPOINT="$3"
URI=/things/${AT SERIAL NUMBER}

RESULT=$ (curl ¥
—--cacert /cert/AmazonRootCA1. pem ¥
—-user "${AWS ACCESS}” ¥
——aws-sigv4 "aws:amz:${AWS REGION} :execute-api” ¥
--request POST -v ¥
-w " ¥n%{http _code} ¥
-d "{}” ¥
"https://${ENDPOINT}${URI}"”)

RESULT BODY=$(echo "${RESULT}” | sed "$ d”)
RESULT STATUS=$(echo "${RESULT}” | tail -n 1)

if [ "${RESULT_STATUS}” = 200 1; then
echo "${RESULT BODY}”

else
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echo ' {"statusCode”: ’${RESULT STATUS}’, ”responseBody”: ’${RESULT BODY}’}’
fi

exec queue J— F#EEE

. FE =T
@ JONFr & B =
L X1 FIARER e-

| micaags bash Sfile

& Ouete 4 Nooups [ vmies [ Agpens msg paysss e v

1 ANS_ACCESS="$1"

2 ANS_REGION-"$2"

3 ENDPOINT="$3"

4 URI=/things/${AT_SERIAL_NUMBER}
5

6

8

RESULT=$(curl \
--cacert /cert/AmazonRootCAL.pem \
--user "${AWS_ACCESS}" \

9 --aws-sigva "aws:amz:${AKWS_REGION}:execute-api” \

10 --request POST -v \

1 -u "\n¥{http_code}' \ L

12 —d A

13 “https://${ENDPOINT}${URI}")

14

15  RESULT_BODV=$(echo "${RESULT}" | sed "$ d")

16  RESULT_STATUS=$(echo "${RESULT}" | tail -n 1)

17

18 if [ "${RESULT_STATUS}" = 26@ 1; then

19 echo "${RESULT_BODY}"

20 else

21 echo '{"statusCode”: '${RESULT STATUS}',"responseBody": '${RESULT BODY}'}

22 i
— IR Plain text ~ ® Mode exec mode- v = JO/{Z+ ~ msg. payload E |
& | O B3

X 4.38 [exec queue] /— RD7O/XF 1 RA

10. [TINA REBFDSIHRE] /—ROERICHDiHFZI Vv I U, [T/INAREE] /—RDER
D F 2 #IRL THRU X T,

11. [function] /—K%ZRZvJ, ROv7IULET,
12. [function] /—ROZ7ONXFT 1 =wRELE I,

ZHI: TN AZDERE
J—RK:
var str = msg.payload;
var json = str.substr(str. index0f(”{”), str. lastIndex0f("}”) + 1);
try {
var res = JSON. parse(json);
msg. payload = "thingName:” + res. thingName;
} catch {
msg. payload = json;
}

return msg;
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| function ./ — RERE

. gk

& 70T+ 8 2 H
W &l T\ REDEE a-
o 3E FDER{ kAR J—k &g
1 var str = msg.payload;
2 wvar json = str.substr(str.indexof("{"),str.lastIndexof("}") + 1);
3 try {
4 var res = JSON.parse(json);
5 msg.payload = "thingName:" + res.thingName; |
6 } catch {
7 | msg.payload = json;
g8 1
9 return msg;
& | O B

X 4.39 [T/NA RAZDERE] /—RDZ7O/X7T 1 AR
13. [debug] /—RZERS w4, ROV IULET,
14. [FINA REDEE] / — ROBERIOHFES U w4 U, [debug] / — ROEBIDEHFEBIRL T

BUET,
CRIN T | meREmoss § FIrzERO3NEE
L @
CEEE o oeone — I
Qo)

K 4.40 7)\A R&2&ixd 5 70—
15. BEAE LD [F7O1] 2 ULET,
16. [inject] /—ROEDEABZH T EEFJRUICE/ DEZFINT/NY T Xy E—JILRREINET,

”thingName:001234567890”

X 441 BFUIE/ DL

RRSNFCE/ DERDTNA Ay RUVDHRICEDTT, U, TNAXADEFKICKBUIHE
FIS—ICHURAT—FYXI—RZEXRRLET,

4.6.6. AWS loT MY > —%Z {3 5 70— DIERK

ZHRUE/ICX LT AWS loT Device Shadow Y —EXZFIBT B/1cHDHFR =52 2EBENHD
9, 2D, BER AWS loT RY V—2EBRLTTZ Y VY FIIRENHDET, £9. RUY—
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ZHMUSIERLE T, 465 TNA R Z2&FKI 2 T7O0—DER TERU ERIEHROER] /—F
ZERLET,

1. [ERBEROER] /—Ro7O/NXTaic [RUY—%] ZEMULET,

Name: 3EHIBEHRD Bk
Values:

private: [hidden] (1]

to: [msg.] aws access key
private: hidden: 9

to: [msg.] aws secret key
private: [xx=5I] ©

to: [msg.] aws iot region
private: [hidden] (4]

to: [msg.] aws iot host

private: [hidden] (5]
to: [msg.] aws policy name

f46.2. 1AM 21— —D1ER, TERLETZ 7 EXF—

1462 1AM 2—H%—D1Epl TRBLIEY—FL Y hF—

') —3 3 > (fl: ap-northeast-1

loT Core REST API T~ KRR > b (fl: iot.ap-northeast-1.amazonaws.com)
Y > —2%(#Bl: node-red-thing-policy)

©O0000Q
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credentials J — REIRE

ey Hak T
& 0N+« & B H
Name ESEIROER
= Values
pri\,rate R R T T T ——
x
fo = msg. aws_access_key
pri\,rate R T LT T p—————
x
fo  ~ msg. aws_secret_key
private | ¥ % ap-northeast-1
4

o  ~ msg. aws_iot_region

& O B'B®
K 4.42 [EHRBBROERE] /—Ro70/NXT711AA
2. [function] /—RzZzKZvo, RAYZFTULET,
3. [function] /—RO7O/NXT 1 =iRBELE T,

ZET: B —BEOB| BT

J—RK:

msg. payload = msg.aws_access _key + ”:” + msg.aws_secret key
+ 7 7 4+ msg.aws_iot region
+ 7”7 ” + msg.aws_iot_host
+ 7 7 4+ msg.aws_policy name;

return msg;
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FRFEZITS

function ./ — REiRE
S

& JONT+

L EZE) RS —SERO3HEE

£ S5E AR a—k
1 msg.payload = msg.aws_access_key + ":"
2 + " " + msg.aws_iot_region

3 + " " + msg.aws_iot host

4 + " " + msg.aws_policy name;

5 return msg;

& | OB

+ msg.aws_secret_key

TR

B 4.43 R >—EFRO5IHRE] /—ROT7ANT 4 AR
FERBEWROER] / —ROBAIICHZmTFET Vv I L. RUY—FROSIHERE] /—ROE

BIDIHFZEIRL THRUET,
[exec queue] /—RzZRZvy, ROV ZFTULET,
[exec queue] /— RO 7ONT 1 EfRELE T,

ZE: FHLWERY O —DERK
< K: bash $file
Queue: 1

Debug Mode: v

Append msg. payload:
2 Shell

NA:

AWS ACCESS="$1"
AWS_REGION="$2"
ENDPOINT="$3"

POLICY NAME="$4”
URI=/policies/${POLICY NAME}

RESULT=$ (curl ¥
-H "Content-type: application/json” ¥
--cacert /cert/AmazonRootCAl. pem ¥
--user "${AWS_ACCESS}” ¥
——aws-sigv4 "aws:amz:${AWS REGION} :execute-api” ¥

¥ Al Llow¥”, ¥ Action¥”: ¥ iot:x¥", ¥ Resource¥”: ¥'x¥"}]}"} ¥
--request POST -v ¥
-w " ¥n%{http code}’ ¥
"https://${ENDPOINT}${URI}"”)

RESULT BODY=$(echo "${RESULT}” | sed "$ d”)
RESULT STATUS=$(echo "${RESULT}” | tail -n 1)

-d " {"policyDocument”: ”{¥”Version¥’: ¥"2012-10-17¥", ¥"Statement¥”: [{¥"Effect¥”:
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if [ "${RESULT_STATUS}” = 200 ]; then
echo "${RESULT BODY}”

else
echo ' {"statusCode”: ’${RESULT STATUS}’, ”responseBody”: ’${RESULT BODY}’}’

fi

exec queue J —REIEE

&
g
g
G
A
&
®
i}

L =0} # LU RL = — AL &~
BT F bash Sfile
® Queue 1 o Ot (]

1 AWS_ACCESS="$1"

2 AWS_REGION="$2"
3 ENDPOINT="$3"

4 POLICY NAME="$4"

5 URI=/policies/${POLICY_NAME}

6

7 RESULT=$(curl \

8 -H "Content-type: application/json” \

9 --cacert /cert/AmazonRootCAL.pem \

1@ --user "${ANS_ACCESS}" \

11 --aus-sigvd "aws:amz:${ANS_REGION}:execute-api” \

12 -d *{"policyDecument”: "{\"Version\": \"2@812-18-17\",\"Statement\": [{\"Effect\”: \"Allow\",\"Actiol
13 --request POST -u \

14 -w \nE{http_code]l’ \

15 "https://${ENDPOINT}${URI}" )

16

17 RESULT 80DY=$(echo "${RESULT}" | sed "$ d")

18 RESULT_STATUS=$(echo "${RESULT}" | tail -n 1)

26 if [ "${RESULT_STATUS}" = 209 ]; then

21 echo "${RESULT_BODY}"

22 else

23 echo "{"statusCode”: '${RESULT_STATUS)',"responseBody”: '${RESULT_BODY}'}'

24 fi

25
ad==Va}i Plain text v @ Mode exec mode- v « F0JTF | v msg. payload splittn [
&8 D '/

B 4.44 [# UL WRY Y —0OfER] /—ROZ0O/F 1 RE

7. DRYUD—EHFOSIHERE] / —ROBAIICH2mFZET )Y I U BELWRY —DFER] /—
R DOERDmF 2RI THRUXT,

8. [function] /—K#ZKZvZ, ROy LY,

9. [function] /—RO7ONXFT 4 ZiRELE T,

ZHi: R —ZDORE
J—RK:
var str = msg. payload;
var json = str.substr(str.index0f("{”), str.lastIndex0f("}”) + 1);
try {
var res = JSON. parse(json);
msg. payload = "policyName:”
} catch {
msg. payload = json;
}

return msg;

+ res.policyName;
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| function ./ — R&EiRE

L En R —EDEE &~

AEA bR aJ—F e

o
K8
it

var str = msg.payload;

var json = str.substr(str.indexof("{"), str.lastIndexof("}") + 1);

try {
var res = JSON.parse(json);
msg.payload = "policyName:" + res.policyName;

} catch { —
msg.payload = json;

Lo A W

return msg;

& | O &

K 4.45 [RUY—Z0OBE] /—Ro70O0/XF 1 RAE

10. BRLWRU Y —DER] /—ROERICHZmFZET Uy L. PRYS—ZOEE] /—ROE
Al DiHF 2R L TRU T,

11. [debug] /—kZRZvT, RAYTULET,
12. [RU>Y—Z0OHT] /—ROGEAIDHEF=ZI Y v o U, [debug] /—ROERIDLRFZEIRL T
BUET,

O srsxesg T EwERoen | — U -snosmEE )

:;_:—: ) aus—zoms  o— JNEBigY 0

0o (0/1)

B 4.46 KU Y—%EKI 570
13. BEALD [7701] 2 ULET,
14. [inject] / —ROEDOMAZRYT ERY Y —EROERNT /Ny I Xy E—JILKRRINET,

”policyName:node-red-thing-policy”

B 447 B UToRU > —DEHE

I TICBEIFTEADIESIE "Policy cannot be created - name already exists AA&RRENET., b L.
MY Y —DIERICKB UG EIE IS — KIS UIcRT—7 XA I—REZXRRULE T,
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46.7. TI\A ASEHHE X ZEIKIT 5 7 O—DERK

BRULETINA ROTINA AFPREZEZHZLUE T, 465 TN\NA XA ZEHKIT S T7O0—DIERKL THERK
LJTC [Eli'%%ﬁ@ﬁﬁ] J — P%ﬁﬁﬁbig—o

1. XLw kD5 [function] /—RZT—IAR—=X|[cRZvY, ROV TULET,
2. [function] /—RoOZ70/XF1 2RELZX T,

BHEl: TN, RFARAEEZROSIHEETE
J—RK:
msg. payload = msg. aws_access_key +
+” " + msg.aws_iot_region
+7 7 + msg.aws iot host;
return msg;

» .

+ msg.aws_secret key

function ./ — RZEIEE

bR FHIC g
o T0/F & 2| =
L ) T A ASTREE RO I E &~
£ T HIER AL J—Fk FET I

1 msg.payload = msg.aws_access_key + ":" + msg.aws_secret_key

2 + " " + msg.aws_iot region

3 + " " + msg.aws_iot_host;

4 return msg;
& O &Y

448 [T/\1 AFEHEEZFROSIHERE] /— RO 7O/NT 1 AB

3. [BEEmIBWOER] /—ROBRICH2mTFET )Y T U [T\ AAERAEEBRDSIMEERE] / —
R DOERDmF 2 #IRL THRU XTI,

4. [exec queue] /—RzZzRZvYJ, ROYZULET,
5. [exec queue] /—ROT7ONT 4« #iRELET,

20 TN RFEBAZE DB
<> R: bash $file
Queue: 1

Debug Mode:

Append msg. payload: v
#>2: Shell

RA:

67



Armadillo-loT #"— k7 =« G4 Node-RED FE 1 K

RREZITS

6.

7.
8.

AWS_ACCESS="$1"
AWS_REGION="$2"
ENDPOINT="$3"

RESULT=$(curl ¥

else

fi

echo ' {"statusCode”:

URI=/certificate/register-no-ca
CERT=$(cat /cert/device cert.pem | sed -z ’s/¥n/¥¥n/g’)

if [ "${RESULT_STATUS}” = 200 ]; then
echo "${RESULT BODY}”

-H ”"Content-type: application/json” ¥

—-—cacert /cert/AmazonRootCAl. pem ¥

—-user "${AWS_ACCESS}” ¥

——aws-sigv4 "aws:amz:${AWS REGION} :execute-api” ¥
-d "{¥’certificatePem¥”:¥"${CERT}¥”, ¥’ status¥” :¥”ACTIVE¥"}” ¥
--request POST -v ¥
-w " ¥n%{http _code} ¥
"https://${ENDPOINT}${URI}")

RESULT BODY=$(echo "${RESULT}” | sed "$ d”)
RESULT STATUS=$(echo "${RESULT}” | tail -n 1)

"${RESULT STATUS}’, ”responseBody”:

" ${RESULT BODY}’ }’

exec queue J — RERE
HiBR
anlivag
® &l 7 A RIAASOER
BI<>R bash $file
® Queue 1 O VmMede (]  Debughoce Append msg payload
1 AWS_ACCESS="$1
2 AWS_REGION="$2"
3 ENDPOINT="$3"
4 URI=/certificate/register-no-ca
5  CERT=$(cat /cert/device_cert.pem | sed -z 's/\n/\\n/g')
6
7 arl\
8 -H "Content-type: application/json" \
9 --cacert /cert/AmazonRootCAl.pem \
10 --user "${ANS_ACCESS}" \
11 --aws-sigv4 "aws:amz:${AWS_REGION}:execute-api” \
12 -d "{\"certificatePem\":\"${CERT}\",\"status\":\"ACTIVE\"}" \
13 --request POST -v \
14 "https://${ENDPOINT}${URI}"
Iz =va}iz Plain text exec mode-\ v == 70){F v msg. payload
& O B

spitn (]

4.49 [TI\A AFEHEOEI] /—RO7ONT 1WA

[T\ AFEEREBHDSIHHRTE] / —ROBRICH2mFZT Uy I U, [T\ XAEREOE
%] / — ROERIOIRF2EIRL TRUEXT,

[function] /—KZKZwvJ, ROY7ULXY,

[function] /— RO Z7O/XT 4« ZiREL X,

&Hl: GEEAE ID OB

d—K:

var str = msg.payload;
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var json = str.substr(str. index0f(”{"), str.lastIndex0f("}”) + 1);
try {

var res = JSON. parse(json);

msg. pay load = "certificateArn:
} catch {

msg. payload = json;

+ res.certificateArn;

}

return msg;

| function J— REIRE

il it
& FONFr o B H=
% &l ZIBAE ID DES a-
& E HIEAEIIE a—k Erng

1 var str = msg.payload;

2 var json = str.substr(str.indexof("{"), str.lastIndexof("}") + 1);

3 try {

a var res = JSON.parse(json);

5 msg.payload = "certificateArn:" + res.certificateArn; ]

6} catch {

7 | msg.payload = json;

8

9 return msg;

8 | O EBD

X 4.50 [FEEAE ID OES] /—RO7ANT 1 RA

9. [TNARREDERK] /—ROEAICHDmFZY ") v o L, [REEAE ID ORF] /—RDE
Rl Tz RL THRULET,

10. [debug] /—RZzRkZvo, ROYZFULET,
11. [EERE ID OER] / — ROERIDIHFZ V) v U, [debug] /—ROERIDIHFEZEIRL T

BMUET,
[ jE sip2527 O— T EaRRoss | —)  7remREBod :':::
o e
0o = 1

X 451 FINA AERREZ&EHFI S 70—
12. BEALD [Z7040] 2#HUE I,
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13. [inject] /—RDEDOMAZRY &7 /\A AFAZOEFHERNT /Ny I Xy E—YICRRSN
x99, EERRFEALTWBR =Y 3vHE PATVYNIDDEENXT,

"certificateArn: arn:aws:iot:ap-northeast-1:00000000:cert/XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX"

452 SEFAE ID &

I TICEIEHDIHZE L "The certificate is already provisioned or registered" NE&RRENE T,
HU. TNA RFREDEFRKICKBMUIBERIFT - UIERT—%X0—RZ2XRRULET,

46.8. AWS loT IRU >—ZFNA RIcFH v F9270—DIEK

4.6.6. AWS loT RU Y —ZERT 57 0—DFE, THERUCRI S —Z2TNA A7 Ty FUR
Yo 465 TINARAZEFI D T7O0—DEHR TERUK BEHREROER /—REFEALEI,

1. BEHREBEROERF /—RO7O/FT 1lc. T46.7. FINA AEEREEBEHITZ270—DER, T
S U [BEBBZ ID] ZEMUL X9,

Name: 3E#EIHE#RD EF

Values:

private: [hidden] (1)

to: [msg.] aws_access_key
private: [hidden] (2]

to: [msg.] aws_secret key
private: [x%5] ©

to: [msg.] aws_iot_region
private: [hidden] (4]

to: [msg.] aws iot host

private: [hidden] (5)
to: [msg.] aws cert arn

M46.2. 1AM 21— —D1ER) TRRLE7Z I EXF—

f46.2. IAM 21— —D1Epl) TRR LY=Ly hF—

I)—3 3 > (fl: ap-northeast-1)

loT Core REST API T KRR+ > k (f1: iot.ap-northeast-1.amazonaws.com)

i BB & ID ( # arn:aws:iot:ap-northeast-1:00000000:cert/
XXXXXXKKKXXXXXXXXXXXXKKKKKXXXXXXXXXX)

0000
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credentials J — REIRE

ey il T
& 0N+« & B H
Name EREmROERE
= Values
pri\,rate W kik  ssssssssssssssssssss
x
fo = msg. aws_access_key
pri\,rate B -
x
fo  ~ msg. aws_secret_key
private | ¥ % ap-northeast-1
4

o  ~ msg. aws_iot_region

& || O B3
K 4.53 [EHREROZEE] /—ROZ7O/X71RAE
2. /XLy D5 [function] /—KRZT—J ZAR—=RICKZvY, ROy FULXT,
3. [function] /—RO7O/NXT 1 =iRBELE T,

ZHI: RYS—%BTHYFI2-ODEIHERE
J—RK:
msg. payload = msg.aws_access _key + ”:” + msg.aws_secret key
+ 7 7 4+ msg.aws_iot _region
+ 7”7 ” + msg.aws_iot_host
+ 7 7 4+ msg.aws _policy name
+” ” + msg.aws_cert_arn;
return msg;
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function J — REiRE

& 0T+ & B =
L =] MU —EFIYFITBDOBIHERTE &~
O B IR EALE d—kK Mg

1 msg.payload = msg.aws access key + ":" + msg.aws secret key Bl

2 + " " + msg.aws_iot_region

3 + " " + msg.aws_iot_host —_

4 + " " + msg.aws_policy name

5 + " " + msg.aws_cert_arn;

6 return msg;

& | O &

454 (RUD—%F7 5T v FI3HDIIBERE] /—ROTONRTA AR

4. [HEERBWOER] /—ROGRAICH2mTFETI Vv I U, (RUY—ZT T v FT BHDIIHHK
E] / — R OEROIRF2FERL THRUL XTI,

5. [execqueue]l /—RzZKRZvy, RAVYZFTULET,
6. [exec queue] /—RODT7ONT s ZiRELE T,

2l RO —%FRAEICTY v F
<> R: bash $file

Queue: 1

Debug Mode: v

Append msg. payload:

#>2: Shell

NA:

AWS_ACCESS="$1"

AWS REGION="$2"

ENDPOINT="$3"

POLICY NAME="$4”

CERT_ARN="$5"
URI=/target-policies/${POLICY_NAME}

RESULT=$ (curl ¥
-H "Content-type: application/json” ¥
——-cacert /cert/AmazonRootCA1. pem ¥
--user "${AWS ACCESS}” ¥
——aws-sigv4 "aws:amz:${AWS REGION} :execute-api” ¥
-d "{¥"target¥”:¥"${CERT ARN}¥"}” ¥
--request PUT -v ¥
-w " ¥n%{http _code} ¥
"https://${ENDPOINT}${URI}”)

RESULT BODY=$(echo "${RESULT}” | sed "$ d”)
RESULT STATUS=$(echo "${RESULT}” | tail -n 1)
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Rz

N

3

>

if [ "${RESULT STATUS}” = 200 1; then
echo "${RESULT BODY}”

else
echo ’ {"statusCode”: ’${RESULT STATUS}’, ”responseBody”: ’${RESULT BODY} }’

fi

exec queue J— FEIGE

Bl ik FET
& JONFa & 2=
W A MU —ZIRBC T IV F a-

| s bash Sfile

® Queue 1 toouet () Mate [ Dol e e 2| Shet htl L

1 AWS_ACCESS="$1"
AWS_REGION="$2"

3 ENDPOINT="$3"

4 POLICY_NAME="$4"

5  CERT_ARN="$5"

3

7

8

URI=/target-policies/${POLICY NAME}

RESULT=$(curl \
-H "Content-type: application/json" \

10 --cacert /cert/AmazonRootCAl.pem \

1 --user "${AWS_ACCESS}" \

12 --aws-sigv4 "aws:amz:${ANS_REGION):execute-api” \

13 -d "{\"target\":\"${CERT_ARNJ\"}" \

14 --request PUT -v \

15 -w “\n¥{http_code}" \

16 “https://${ENDPOINT}${URT}")

17

18 RESULT_BODY=§(echo "${RESULT}" | sed "$ d")

15 RESULT_STATUS=§{echo "${RESULT}" | tail -n 1)

20

21 if [ "${RESULT_STATUS}" = 208 ]; then

22 echo "${RESULT_BODY}"

23 else

24 echo '{"statusCode”: '${RESULT STATUS}',"responseBody™: '${RESULT BODY}'}

25 fi
— ENRER Plain text v ® Mode | execmode- v = 70/ » msg. payload spitn [
& D B/

455 [R) Y —%ERBCT S v F] /—ROTONT A RE

7. IRUY—ZT7 59 FI2ODIBRE] /—FOERICHBmFZET )Yy T U, RY>—%EE

BEICT7YVF] /—ROEADIRFZERLTHRULES,
8. [function] /—K#ZKZvY, ROy 7L,
9. [function] /—RO7O/NXT 1 %#iRELET,

LT KUY —T 8y FREOIME

J—K:

var str = msg. payload;

var json = str.substr(str.index0f("{”), str.lastIndex0f("}”) + 1);
var success msg = "{ ¥’policyAttach¥” : ¥’success¥” }”;

if (json. length === 0) {
msg. payload = success msg;
} else {
try {
var res = JSON. parse(json);
if (Object.keys(res). length === 0) {
msg. pay load = success _msg;
}
} catch {
msg. payload = json;
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}

return msg;

function ./ — RZEiEE

e G T
o JO0)F1 # 2 H
W & RUZ =Ty FEROERE &~

o RE YA J—Fk g
1 var str = msg.payload;
2 var json = str.substr(str.indexof("{"), str.lastIndexof("}") + 1);
3 var success_msg = "{ \"policyAttach\" : \"success\" }";
a
5 if (json.length === 8) {
6 msg.payload = success_msg;
7 } else {
8 try {
| 9 var res = JSON.parse(json); ]
1@ msg.payload = success_msg;
11 } catch {
12 msg.payload = json;
13 ¥
14 ¥

16 return msg;

8|0 B&o

456 [IRUY—F & v FHEROIE] /—ROZ7O/T 1 RE

10. PRY Y —ZFAZIC 7Y v F] /—ROBRAICH BmFZT7 Vv I U, IRUD—T 5y FHERD
S / — ROEAIDIRF2:ERL TRULET,

11. [debug] /—kZRZvT, RAOYTULET,

12. pRUY=7% v FREROIWE] /—ROAAIQHRFZY U v o U, [debug] /— RDERIDIHF
ZERUTRUET,

13. [exec queue] /—RzZzRZv o, ROYZULET,
14. [exec queue] /—RDZ7ONT 1 =#RELE T,

Ll ARAEAETNA RICT Yy F
<> R: bash $file
Queue: 1

Debug Mode:

Append msg. payload:
#>2: Shell

AAE:

AWS_ACCESS="$1"

AWS REGION="$2"
ENDPOINT="$3"

POLICY NAME="$4”
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CERT_ARN="$5"
URI=/things/${AT_SERIAL_NUMBER}/principals

RESULT=$(curl ¥
-H "x-amzn-principal:${CERT ARN}” ¥
--cacert /cert/AmazonRootCA1. pem ¥
--user "${AWS ACCESS}” ¥
——aws-sigv4 "aws:amz:${AWS _REGION} :execute-api” ¥
--request PUT -v ¥
-w " ¥n%{http _code} ¥
"https://${ENDPOINT}${URI}”)

RESULT BODY=$(echo "${RESULT}” | sed "$ d”)
RESULT STATUS=$(echo "${RESULT}” | tail -n 1)

if [ "${RESULT_STATUS}” = 200 ]; then
echo "${RESULT BODY}”

else
echo ' {"statusCode”: ’${RESULT STATUS}’, ”responseBody”: ’${RESULT BODY}’}’

fi

exec queve J— FEtafE

Bl sk FET
o TONF« 2B H
N & SEEASET /(A RAICT S F &~

| = bash Sfile
® Queue 1 Nedust ]
1 AMS_ACCESS="51"

2 AWS_REGION="$2"
ENDPOINT="§3"

3
4 POLICY_NAME="3$4"

5 CERT_ARN="§5"

& URI=/things/${AT_SERIAL_NUMBER}/principals
5

8

RESULT=$(curl %

El -H "x-amzn-principal:${CERT_ARN}" \ _

10 --cacert fcert/AmazonRootCAl.pem \

1 --user "${ANS_ACCESS}" \

12 --aws-5igvd “aws:amz:${ANS_REGION}:execute-api” \

13 --request PUT -v \

14 -w "\n¥{http_code}’ \

15 "https://${ENDPOINT}§{URT}")

16

17 RESULT_BODY=$(echo "${RESULT}" | sed "§ d")

18 RESULT_STATUS=S(echo "${RESULT}" | tail -n 1)

13

26 if [ "${RESULT_STATUS}" = 288 ]; then

21 echo "${RESULT_BODY}"

22 else

23 echo '{"statusCode”: '${RESULT_STATUS}',"responseBody”: '${RESULT_BODY}'}

24 fi
— WP Plain text v @ Mode | exec mode- v 70/ (Ft| * msq. payload seitn (]
& | O "/

X 4.57 FERREEZT/NA RICFHYvF] /—RO7ANT1 AR

15. (RUY—ZTF T v FI2ODIIHEEE] /—ROERAICHBmTFET Yy o L. REAZEZTN
ATy TF] /= ROERDHEFEERL TRLUET,

16. [function] /—KZRKRZvJ, ROvIULET,
17. [function] /—RO70ONXT 1« ZiRELEX T,

£Rl: EERAE T Y v FRROIS
:I —_— -

R
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var str = msg.payload;
var json = str.substr(str. index0f(”{”), str.lastIndex0f("}”) + 1);
var success msg = "{ ¥'deviceCertAttach¥” : ¥’success¥” }”;

try {
var res = JSON. parse(json);
if (Object.keys(res). length === 0) {
msg. pay load = success _msg;

} catch {
msg. payload = json;
}

return msg;

function J— REIRE

Ak ik T
o JONF1 L MERE N =
L X2 SERE 7Yy FHAROATE &8~
o HE FHR AL -k HET R
1 var str = msg.payload;
2 var json = str.substr(str.indexof("{"), str.lastIndexof("}") + 1);
3 var success_msg = "{ \"deviceCertAttach\" : \"success\" }";
4
5 try {
6 var res = JSOM.parse(json);
7 if (object.keys(res).length === @) {
8 msg.payload = success_msg; -
9 }
10 } catch {
11 msg.payload = json;
12}
13
14 return msg;
& | OB

[} 4.58 [BEAE7 ¥ v FREDONE] /— RO 7O0NXF1RA

18. fERZEZTNA XTIV F] /—ROARICH ZimF=r )y U, [ARET7 Y v FiiaROE
7 /—ROERADIRTZRRL TRULET,

19. fIARZE7 Y v FREROBRT] /—RORAIQRFZ2 ') v o U, [debug] /—RKDERIDIRT%Z
BIRULTRULET,
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CRIN TN : ‘Eﬁ%ﬁ@%ﬁ S RUS—ETIYF I BEHOIEETE
L RS EERRCTIYT
0o
RUS— 7oy FHB0mE debug E
mmEeAcTsyE
Do) ’ @

SERET Y Y FRROIES

K 459 FINA RCRYY—%FH v F$370—
20. BEALD [F70O4] 2L ET,
21. [inject] /—ROEOEAERT EFNA RICHKY Y —DTF Iy FSNET,

TEYFICEKIN LB EE "success" BERRENEXT, L. KBRUIEHESERREIT - U T—
YAA—RZHRRLET,

46.9. TINA A2+ RUZEIST 57 O0—DER

FINA ADNBEFINTWBIHEE. T/INA AV RONPEBHETT, WRETZT/N1 XX T4.6.5.
TINA A% BRI 5 70—DER) THYS Uz thingName Z{ERL X9,

1. XLy hH5 [inject] /—RET—IZAR=RICRZvY, ROV ZULET, 7ANXT 1 1ET
THILEDSEEHD XA

2. [credentials] /—KRZRZvY, ROYFULET,
3. [credentials] /—RODZ7O/IXT 1 ZiRELE T, DBM] RY V=L TEEEBINULES, private

DAT—F AN [XFI] OXRXLEEABDRRESNCEXT Do, HERERIL [hidden] ICEET
SDEHERLET,

Name: $EHEIEERD S Ek

Values:

private: [hidden] @

to: [msg.] aws device endpoint

QO 463 FNARF—HFIVRRAYVMEEIET %) TEHEULETNAATFT—=FITY RRA
> K~ (f: aaaaaaaa.iot.ap-northeast-1.amazonaws.com)
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credentials ./ — RE{RE

HIBR Huk ST
& 70O\ - SERERE =
Name BEBROER
i= Values

PriVate | # sssssssssesssssessssssensesssssesssssnnss

to |+ msg. aws_device_endpoint

+3EM

& | OB/

460 EREROER] /—Ro7O/XFRAE

4. [inject] /—FOERADIHRFZT Vv I L. HERBEROER] / — FOERIDKEFZHEIRL TK
LET,

5. [function] /—KZRZvo, ROV 7IULEY,
6. [function] /—RO7O/NXT 1 %wRELE T,

HZEl: TNARAY v RUBREBORLODE|HEE
J—RK:

msg. payload = msg.aws_device endpoint;
return msg;
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| function ./ — R%EiRE

S HRIE T
e vinlicarg &% 3 =
W &Al T A RS v ROBUEDsH DS | HESE 8~

¥ SE HE bR aJ—Fk TR

1 msg.payload = msg.aws_device_endpoint;
2 return msg;

& O &

K 4.61 [T/NA R v RUBRBDcHDIIBETE] /—ROT7ANT AR

7. [FEmBWOER] /- FORADRFEI VYT U, [TINA A2 v RTEE D126 D5 HERE]
/—ROERDIEFZERL THRULET,

8. [execqueue] /—RZRKRZvJ, RAYIULFET,
9. [exec queue] /—RDZ7ONXT 1 =iRELET,

ZHl: BELEFERLLETNNA AV ¥ RODORE
<Y R: bash $file

Queue: 1

Debug Mode: v

Append msg. payload: v/

#32: Shell

RA:

ENDPOINT="$1"

URI=/things/${AT_SERIAL NUMBER}/shadow

curl ——tlsvl.2 ¥
—-cacert /cert/AmazonRootCA1. pem ¥
--key /cert/key.pem ¥
--cert /cert/device cert.pem ¥
--request GET ¥
"https://${ENDPOINT} : 8443$ {URI}”
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N

)

Rz

>

10.

11.
12.

exec queue J— RZERE

[ELlES

& JO)Fr

» EHl SRR LT RS KOOGS
k<> bash $file

= Queue 1 No Output [

ENDPOTNT="$1"
URT=/things/${AT_SERTAL_NUMBER}/shadow

1
2
3
a curl --tlsvi.2 \

5 --cacert /cert/AmazonRootCAl.pem \
6 --key /cert/key.pem \

7 --cert /cert/device_cert.pem \

8 --request GET \

9 “https://${ENDPOTNT}:8443$ {URT}"

— EHER Plain text v ® Mode

8| 0 &Y

Vim Mode

O

exec mode- v

Debug Mode Append msg payload

= JO){F » msg. payload

X 4.62 [BES{EeERLET/NNA A2y RUDERT] /—ROZ7ANT AR

[TIRA A2 v RUBHDIZHD5|BEKRE] /—FOEAIDIRF=I Uy I U, [lES{LEERLE
TINA R+ RODEE] /— ROERIDIRFZFERL THRUE T,

[function] /—KR%&Z RS v,

ROy FUET,

[function] /—RD70O/XT 1 ZiRELE T,

BHEl: TNA RV ¥y NURBORE

J—RK:
var res =

msg. pay load. match(/¥{. x¥}/);

msg. pay load = res[0];

return msg;
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| function J — REIEE

ik . =7
& JO)NT+ # B =
| %z F) A R ROPRIEDERE &~
o =F PR a—k oL

1 var res = msg.payload.match(/\{.*\}/);
2 msg.payload = res[e]; —_
3 return msg;l

8| 0B

463 [TIRA AV v RURBDOEE] /—ROo7ONXRT 1 AR

13. [BStzeERLVLETNA A2y RUDES] / —ROARDIHEFZI Vv I U, [TIRAAT v R
VABDOEE] / — ROEAOHFZERL TRUET,

14. [debug] /—RZRKZvJ, ROy 7ULET,
15. [FINA R+ RURBOEE] /—ROGRIOI®HFZY ') v U, [debug] /— RDEBIDiHF

ZERUTBULED,
” ——— ]
L B WA T b EFIEROER T T/ A R RIBUEDITHDS | HESE
L Q.
0o 1)

464 T—Y DESILEERALETNNA AV Y RUZDRI S 70—
16. BEEA LD [F704] ZHLET,
17. [inject] / —ROEDQEABZRT EBME LT /NA R v RVODABH TNy I Ay —JILEK

REnNzd, TNARAYvY ROUNMEB SN TWEWESIE "No shadow exists with name:
001234567890" O &S ICRRENET,

46.10. FTINA AV ¥ ROEEHITZ7O—DIER

FINAAVY RIZFEHFRLE T, WRETEZT/INA RIE T4.65. F/INA A &2&iRT 5 70—DER,
THUB U 1= thingName Z{ERU X9,

1. XLy D5 [inject] /—RZT—UZAXR—=XICRZvP, RAYZ7ULET,
2. [inject] /—ROZ7ONRT 1 ZRELET,

ZEI: TNAAY Y RURA
msg. payload: { "state”: {"desired”: {"message”: "success” }}}
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inject ./ —R&ERE

HillB Bk T
& JONF+ %3 H
W Al T 2 ROAE]
msg. payload =« & ["state™ {"desired": {"message": "success" }}} x
msg. topic = -3 x
+i&hl inject=AT
O Node-RED#EEID g, KTETD
CiighiEL 2l v
& | O B

K 4.65 [T/NA R+ RUANA] /—Ro7ANRT1RA
3. [credentials] /—K&ZKZvZ, ROy ILZE,

4. [credentials] /—RO70O/XT 1« ZiREL FT, [BM] MY V=L TEZEMULET, private
DAT—H AN [XFF)] DERFREANABDRRSINILFETDH, ERZIE [hidden] ICEFET
HDEHRLET,

Name: ¥EHIBEHRD E K

Values:

private: [hidden] (1]

to: [msg.] aws device endpoint

Q@ 463 FNAATFT—HYITVRIRAVNEZRIBT S THEULLETNAAT—FITY RRA
> ~ (f3: aaaaaaaa.iot.ap-northeast-1.amazonaws.com)
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credentials ./ — RE{RE

HIBR Huk ST
& 70O\ - SERERE =
Name BEBROER
i= Values

PriVate | # sssssssssesssssessssssensesssssesssssnnss

to |+ msg. aws_device_endpoint

+3EM

& | OB/

466 EHREROER] /—Ro7O/XF+RAE

5. [inject] /—ROBA[DIRFZI Y YT U, FEHREBROZIER] / — FOERDIRFZEIRL TR
LET,

6. [function] /—RKZKZvZ, ROy UL,
7. [function] /—RO70O/NXT 1 %#iRELE T,

Bl TNARAY v RUBHDOHDB|HERTE

J—RK:

msg. payload = "¥” + msg. payload + "¥
+” ” + msg.aws_device _endpoint;

return msg;

'y ’”
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function ./ — R%ERE

s

& T0)F+

L =tani F) A RS RO BSOI=hM3 T
0 =T IEHEE a—k

1 msg.payload = "\"" + msg.payload + "\'"

2 ‘ + " " + msg.aws device endpoint;
3 return msg;

& O B

ETne

467 [TINMM AV v RUBHOLHDIIEEHRTE] /—ROZ7O/XTF AR
8. [EHRBHROER /—ROGREIDIHFEI I I U, [TINA XY+ RIEISDOO D3| HEERFE]

/—ROERDIHFZEIRL THUED,
9. [execqueue] /—RZKZvY, RAYTZIULET,
10. [exec queue] /—RDZ7ONRT 1 =iREL XTI,

ZHl: BESEEFERALET XA A v NODERH
< Y R: bash $file

Queue: 1

Debug Mode: v

Append msg. payload: v/

#32: Shell

AE:

MESSAGES="$1"

ENDPOINT="$2"
URI=/things/${AT SERIAL NUMBER}/shadow

curl ——tlsvl.2 ¥
—-cacert /cert/AmazonRootCA1. pem ¥
--key /cert/key.pem ¥
-—-cert /cert/device cert.pem ¥
--request POST -v ¥
-d "${MESSAGES}” ¥
"https://${ENDPOINT} :8443$ {URI}”
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exec queue / — REIRE

Hilk ealls SET
&4 J0/G1 L ANER =
© Za0 BES{LEERLES) (A A3 v RODES a8~

| e bash $file

@ Queue 4 NoOutput (] vimMoge (] Debug Mode Append msg payloa @ Shel v
1 MESSAGES="$1" &
2 ENDPOINT="$2"
3 URI=/things/${AT_SERIAL_NUMBER}/shadow
4 L
5 curl --tlsvi.2 \
6 --cacert /cert/AmazonRootCAl.pem \
7 --key /cert/key.pem \
8 --cert fcert/device cert.pem \
9 --request POST -v \
10 -d "${MESSAGES}" \
1 "https://${ENDPOINT}:8443$ {URT}"
— HhREN Plain text M ® Mode | execmode- v = 0/ v msg. payload spitn (O
a |0 B

468 [BE{EERULLETNNA AV Y RUODEH] /—ROZO/XTF AR

11 [TIARY v RUBERDcHDIIHHRE] /—FOERADIRFZI Uy 7 U, [BES{EZERLT
TINA R v RUDEH] /— ROERIDIRFZFERL THRUE T,

12. [function] /—KRZzRZv 7, ROV T7IULEY,
13. [function] /— RO Z70O/XT 1 =iRELE T,

ZH: TINA RV v RUARDOEE
J—RK:

var res = msg.payload.match(/¥{.*¥}/);
msg. pay load = res[0];

return msg;

| function ./ — RZEIESE

HlIBR fuk T
o 7J0) G+ & B =
% 2al T A3 BOREDENE &~
& 3F FER{LmE J—Fk TR
1 var res = msg.payload.match(/\{.*\}/); e

2 msg.payload = res[o0]; —
3 return msg;

& 08B

4069 [F/IN1 AV v RURBOEE] /—Ro7aONFT1AA
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14. [BSteERLVLETNA A2y RUDERH] /—ROARBAOHEFZI Vv I U, [TNRAAT v R
VABDOEE] / — ROEAOIHFEEIRL TRULE T,

15. [debug] /—RZERS vy, ROvFUET,

16. [T/NNA R v RURBOHE] /—RFORfIDRFZ7 ') Y7 U, [debug] /— R DERIDIRF
ERERUTBRUET,

TSRS BURE EFIRROER FIA RS RIEHDIZsh D3| $ETE

S, o oreone — N

470 7—5 DESEZEERUVITNA Ay RO ZEHIZ 70—
17. BEALD [T7HA] 2R ULET,

18. [inject] /—ROEDOMAZHITEEHRULT/INA AT v RUDABHT /Ny I Xy E—JIck
RENEI,

46.11. FTINA AV ¥ ROUZHIBRT 27 0O—DERL

FIA RV ROZBEIBRUET, WRETDBT/NA RIE T4.6.5. FINA RA=&ExKIT 2 70—DERK,
THUB L 1= thingName Z{ERAU XY,

1. XLy hH5 [inject] /—RZT—TZAXR—=XICRZvT, ROV IFIULERIT, 7ONT 1 FT
TAISDSEEHD T A,

2. [credentials] /—KZRKRZvJ, ROV ZULET,
3. [credentials] /—RO70O/NT 1 ZimELFIT, [BM] RT>ZH U TEZEMLE T, private

DRAT—F AN [XFI] OXXLEEABDRRESNCEXT D, HERERIL [hidden] ICEET
DEHRLIT,

Name: ¥EHIBEHRD E K

Values:

private: [hidden] (1]

to: [msg.] aws device endpoint

Q@ 463 FNAATFT—HFITVRIRAVNEZRIBT S, THEULLETNAAT—FITY RiRA
> ~ (f3: aaaaaaaa.iot.ap-northeast-1.amazonaws.com)
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credentials ./ — RE{RE

HIBR Huk ST
& 70O\ - SERERE =
Name BEBROER
i= Values

PriVate | # sssssssssesssssessssssensesssssesssssnnss

to |+ msg. aws_device_endpoint

+3EM

& | OB/

K 4.71 EHREROZF] /—Ro70/X7 AR

4. [inject] /—FOERADIHRFZT Vv I L. HERBEROER] / — FOERIDKEFZHEIRL TK
LET,

5. [function] /—KZRZvo, ROV 7IULEY,
6. [function] /—RO7O/NXT 1 %wRELE T,

2l TNA RV v RUBIBRO O DB EERE
ad—K:

msg. payload = msg.aws device endpoint;
return msg;
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function ./ — F&iEE

& O
W &l F) A 22w FOBIBOESDEIZERTE
& TE HR{ e -k

1 hsg.payload = msg.aws_device_endpoint;
2 return msg;

& | O BH

&% B H

ETnsE

472 [TINA A2 v RUBIBRD e HD3IEERTE] /— RO T7ONT AR
7. ERBHROER] /—ROERIQRTFZEY VY I U, [TINA X2 v R THIBRD T8 D5 8ERE]

/= ROERIOHFEEIRUTHRULET,
8. [exec queue] /—RZRZwvY, ROVvIULET,
9. [exec queue] /—RDZ7ONRT1s=RELET,

ZHl: BESLEFERLEZT/NNA X v K7D
<> R: bash $file

Queue: 1

Debug Mode: v

Append msg. payload: v

#>2: Shell

AE:

ENDPOINT="$1"
URI=/things/${AT SERIAL NUMBER}/shadow

curl ——tlsvl.2 ¥
--cacert /cert/AmazonRootCA1. pem ¥
--key /cert/key.pem ¥
--cert /cert/device cert.pem ¥
--request POST -v ¥
-d "${MESSAGES}” ¥
"https://${ENDPOINT} : 8443$ {URI}”
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exec queue J— F&EE

% C 1 =T
o 7ONFs L ANE]
L =111 EEEERLET) AT OOk [-Ad
| “mEads bash Sfile
= Queue 1 feo O fim a Detug Mode e P h

1 ENDPOINT="$1"
2 URI=/things/S{AT_SERIAL_NUMBER}/shadow

3
4 curl —-tlsvi.2 \ L
s --cacert /cert/AmazonRootCAl.pem \

5 --key /cert/key.pem \

7 --cert /cert/device_cert.pem \

8 --request DELETE \

9 "https://${ENDPOINT}:8443${URI}"
— AR Plain text v & Mode exec mode-1 v = Z0J{5+ v msg. payload Splitin [
& || o By

K 4.73 [EEbE2ERLET/NAI A+ RUDHIER] /—Ro7A/XFT AR

10. [T/INA RV v RTHIBRD e DEIMERTE] / — ROERIDmFE7 )y 7 U, [BSkzERLE
TINA A v RUDHIBR] / — R OERIDIRFZ:ERL THRUL KT,

11. [function] /—KRZRZvo, ROvIULEY,
12. [function] /—RO70ONXT 1« ZiRELEX T,

ZHI: TNA AV ¥ RORBDOEE
J—RK:

var res = msg. payload. match(/¥{.*¥}/);
msg. pay load = res[0];

return msg;

| function ./ — REIREE

HIER thuk T
o JONT+ %3 =
W i F) AR v RORBEDEGE &~
& 3E #ER{ LIS J—Fk T
1 var res = msg.payload.match(/\{.*\}/); e
2 msg.payload = res[o]; =

3 return msg;

& 0O Bx

K 4.74 [/ Y v ROKRBORE] /—ROT7ONF AR

13. [BSbeERLLETNA Ay RUDEH] /—RORAOIHRFZEI VY I U, [TNRAAT v R
VABRDOEE] / — ROEAIDIRF2EIRL TRULET,
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14. [debug] /—RZRKZvJ, ROy 7ULET,
15. [TIN1 R+ RURBOEE] /—ROARIDIHFE2 Y v U, [debug] /— RDOERIDIHF
EERIRLTHRULEY,
l] HALRGT | —D #FoBROER — S 22T FOSIBROIZHOSIEEE :

OISR, - reon — S0

0o o1

B 4.75 7— 5 DES{LEER LTI AV ¥ RUZHIBRYT 2 70—
16. BEEALD [F704] ZHLET,
17. [inject] / —ROEDEBZRT LHIBRLICT/NA A2+ RVDABH TNy I Ay E—JLK

MENFEIT, T/INA AV ¥ RUMNT TICHIRE N TWLWBIFEIE "No shadow exists with name:
001234567890" O LS ICERRENE T,
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b. EEY %

AETlF Armadillo ZHAAATERIKERZEERNEE - SEET DDA T, DEERDBERPIEE
[cDWTREHULET,

- 151, Bif%) T BEDEDHHICET 2B ZHEHL XTI,

. 15.2. BTO H—ERXRZFLRQRWEEEFESIHBEDELV, TlE. BTO(Build To Order) H—E X |(C
B9 25T LET,

- 53 BEROAX—YEZAHFER TR BARETTUILY I NI 7DEERA XA —I1FR -
ESAHTEZHRALET,

- 15.6. 7y 77— hA SWU QERFE Tl FARTT UlcA X—YZESAAKLERICT U T,
7y I7T—hBD SWU 24T 25 EZHBALET,

5.1. B

SEDESTOHIERZ "X 5.1. Armadillo EERKOHRK, (CRLUET. BEROEBIERPEIE
TEOEHICE > TR IDF L IFESTCIRIRE R BIHEY. TRDEM - HIFRNH SN H D T,

BERE

AT

FFRAAEE

sl
N
T

X 5.1 Armadillo EEROHEKE

51.1. YU—RIALEEE

BEETILER IR BERICHMEINEETICY—RIAMLDRELET, AEEY hPOEDE
ETTIVBADEEG, 7Y hN—0T7 0 /PREEEEICL> T, BBARTHRTESILEHDET,
ULHL., REFRSIBEDEETET/ILDHE. MM TICERBAZW LS ZENBDTT, HRICH
mEEE - BAI2HB8RY—RIAMLZERURATY2—-U V7 28BWLET, e YE—b
BEZT5H%AETCH. RMERISBVESBEYBEEOERZEEVNWNLLET,

D—RYALLIFRR - YA VTICE->TERBRDEXI DT, HE., BHEEZE, CHADRTGRE/EIIC
BEWEDLELEE L,
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5.1.2. Armadillo @B DOEE - BEFE

HBEED Armadillo ZMBRICRICRT KODBF VT4 VIEE, AU T, REZEREUEEZIT
W£d9,

- VIR PEZELAH
- Armadillo Base OS 77U —> 3y AV T A X—IDEEAH
- BRETFAILDEZAH
- BIEBERDMEMHILT
- SD 1—R/SIM 1— R/ RTC Ny 7 7 v TEMBZEDE
- HREREARER O T — - SRR DT
- BRERFAERNDHEHAH
- RE
- Armadillo D%} ANRE
- AL THROBEER - HERE
- BRRE
- EIESE
- RS
BEDBTO Y—ERZFATSHIET. INSDEED—BZT Y hN—0U T 0 /NFEFE - RfeEH
DIREET Armadillo Z#ImT 52 EHARETYT . BERIEWLLESTINREBRICK D ITIEILS LIS 5
i??ﬁ\¢¥%®ﬂﬁx%E%ﬁ%@F—&»]ZF%%i%té%bkﬁﬂf(%@#—zﬁ%m
e BTOUH—EXTRBRIFTERVWLSBF YT 427 BRE. FEICDOVWTIE. RiEFIRERE

BZCRBN T 5%, ERIONISZET B ETHRRTEZHELIEIVWEY, FUSRBEHBLDESE,
FfclZZHABDIRFERIBEIC SEAS LS L,

5.2. BTO 4 —EXZEbLRWGES EESHEDEL

Ty k=077 HER

BEENE
Armadillo® ey | SMEDROF JoTED . sEBONEE  sEREBLL
fescih e e i BOEhORT | ToMEhE

K 5.2 BTO Y—EX TxIind 5 HiEH
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52.1.BTO H—EXZFIALLBWERES 17 v 7 )

FEOEBEY—EXZFRALBWGE, BESA V7Y THERTOMBERD TT, RE< DT TH
FRREBETHEDS THEty b CEBERTO 'EBEETIL) O 2 BENHDEIT., BEAETE 8
EETIL Z2ZHALRLE W,

TEETTI, KX AC 7T TIEDA TV a Yy @EIMHEBESNTE D EFEADT. RAYEIERD L.
REEEBBEWWWELET, 2ETETILDSAV7 /7\b{"f)§uu CDOWTE, REROERNY 17 )%
SHRULTLEE L,

KETREKICIE. RRICDEREDZ—REBARL THEEY b BERICE. BRERNROEY MK
BlciRofc "TEERI UL T8ER—K) ZcBALLTW, TEER) BT —RXA. '8ER—RK
FT—XEEBDET,

521.1. BESA Y7y TRICEZEATFNTWVWEY I U7

BESA VT TRICEZAEFNDY 7 774 X—Y(Armadillo Base OS)lE. 7v h~Y—2F %
JTRBELTWSIESEE 4x—/ta0$¢°§L\V7h7:7A—y3/;$ ETBIENTET,
TV F VI THRRERFREZER LU TWEXRT, <D, MEED Armadillo EETIE. FH
ERFE TSI L /= Armadillo Base OS E B4 2/\N\—Y 3 UNEZATN TWBAEEENSB D X,

Kfc, 77V 75—2a3 AT HICOVWTRAHESATNTVWARWREERD XTI,

NmE., BEFROEEIRTY IRV I POEZAMEENIREELRDET, FUKIF 5.3 EER
0)’]’)(—‘/‘\%%5&5'}¥5fj ‘—ﬁEn <7‘—L_é\/\

522.BTO U—EXZFHAT3

BTO —ERiF, EIA—F—AAZ 21— 5FEIRLT Armadillo DEERZ —IEFEFRWEIT2E
BY—EXTY, BESA VTV ITROERER—IELT, BEHIZEY1—ILOBELT—X,. AC

FETYDERE, BEFEXHRED SD H—RP SIM H— RO#EF. BEFESIEEDY IR I T7AX—
/Eé?ﬂﬁé’%ac‘: XZa1—ADSIEERRRTY T« VY JIEB%ERIR - €I 22 ENABETT,

IRFEMRIBIERCE 7Yy hY—0T77 /OBODNSERULIAHWLLEITET,
BMECEIC. WD TEZEEETERWMEEN T VWE T, Ffe. RTBEROERZDIBERE BTO

P—ERXICKFIETHZDEEEHDFT, FU<IE Armadillo 1 h® BTO B —E X [https://
armadillo.atmark-techno.com/services/customize/bto] %z ZHEFE L £ & L\,

53. BERDAA—YBETAHFE

EERICHELRFETERERBICEI>TERDEIN, ARLEYV T I\ 7 = 7% Armadillo ICEEA
B%JE&&*LZ\T%H@?% &l D £9, Armadillo Base OS BHEZICHWT, EERICEEDY 7 ~
D P EEZADRICIE. LUTO2 D0FEDEELShZRAWVWEEERHTEEY,

cAYVAN=NUTARVZERWTY 7 NI 2 7 ZETIAD

- SWUpdate ZAHWTY 7 Dz 7 ZEZIAD

12U, SWUpdate [&ERAFD Armadillo D7y 77— NEBETH D, EERDA X —IEZIAHIFE
KERORZERTRHRWEZD, BERNICIEAA—IEZAHFELLTWEA YA N=ILT 1 ATV ZAWEA

FEBRLTLIEE W, ZDfcdh. A YA R=ILT A« ATAX=IDER, ESAHATEICDOVWT 54
REUVICVATLZA VAN =IVT A RATICT S ICEBLET,
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54 RAAUVICVATLZA VAR —ILTAAVICTS

ATDE & Visual Studio Code (L& VS Code EEEHUET) #FEAL T HREULIEIYRATLDA Y
AN=ITARIAA=I %R ULET, 6.4.2.VS Code DY 7wV, Z#ZESZE|[C. ATDE i VS
Code AERBRIIVAT>yavaEA YV AR=ILLTLEEIW, VS Code ZHEHLTA Y AN =T« X
VHEERT BGEIFUTOFIEICED T,

A REREOEY NTY T

- VS Code Oty h7v >/

- VS Code =R U fc#IEARRER SWU DARL

- YA EA SWU 7= ABOS Web i1 VYA h—JL

- VS Code ZER LA YA M—=ILT« AV1ERA SWU D4R

- Armadillo IZ USB XEY Z#EA

- AVAN=ILT « R7YERKE SWU Z ABOS Web 50 > X k—)b
- USBXEVLEICAYAN =T A RTAX—=IZHERK

CDOBERFERT BICIE. UTICRI/N—I3>yDY T NID T 7HRET
A'S 9,

. ABOSDE 1.6.0 Lk
- mkswu 5.3 Bk
. abos-base 2.3 M E

Visual Studio Code & & U' VS Code (. Microsoft Corporation Mk
EHELOZOMOEICHE T 2EHEERITHETI,

=

54.1. REBEEOLEY N7V

EERPCEZEYNT7YIULES, PYRNY—0FT0/Tld. BHEODOY 7 N 7HRECENFERA
BEICITSz8IC. Oracle VM VirtualBox IRENY Y VDT —F A XA —=I%ZRBMHELTWET, cDT—F
1 X—3% ATDE(Atmark Techno Development Environment) &EMEO'E 3, ATDE DfEEic (E k18
Y7 o7 TH3 VirtualBox ZERLET,

Oracle VM VirtualBox T IZL T DM H D £,
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. GPL v2(General Public License version 2) Cigfta T3 1

- VMware e DRET « X7 (vmdk) 7 7 1 JLICKHIE L TWD

5.4.1.1. VirtualBox 1> XA k—IJL

ATDE #{#ER3 57z6ic. fE2FE PC I VirtualBox #4 Y A h—JLULZE T, VirtualBox ® Web ~—
Y (https://www.virtualbox.org/) ZZB U TA Y AM=)LLTL LS,

Fic. RA KR OS N Linux DIBE. 7 4 )L M TIE VirtualBox T USB F/I\NA X &ERTZ &N
TEZXHF A, MAK OS (Linux) TUTOIOYY REETH. MAK OS #HEE LTI,

[PC ~1$ sudo usermod -a -G vboxusers $USER

RA K OS A Windows DIFEIEZ DRIEZDED D T A,
5.4.1.2. ATDE O 7 —hH+ 7ZB=E

ATDE @7 —Hh+ J(.ova 7 71 JL)% Armadillo -1 k (https://armadillo.atmark-techno.com/
resources/software/atde/atde-vO)M 55 o> O—KUL%E,

ZYyNY—=UF70 /BEOBEREC EICHBLTWS ATDE ON—Y 5>
NELDZXFT, AEBICHIELTWSD ATDE O/XN—I 3V idUToER

nTY,
VirtualBox ATDEQ v20240925 LIk
VMware ATDE9 v20230123 5 ATDE9 v20240826

ATDE9 (& Debian GNU/Linux 11 (31— K ®—LA bullseye) ZX—X . Armadillo-loT ¥—k 7 x
1 G4 DY TR PRAKZITOLHICLEGZRIOXAREY —ILP. Armadillo-loT =k D 41 G4
DEMEHERZIT D e DICRERY —ILDFRIICA Y AR —=)LEenTWET,

EZER PC OFEIRE(/\— R 7 £ 7. VirtualBox. ATDE OXH7 —F
TIOFvRE)CED, ATDE NIEBICEMELLRWAIEMENH D X,
VirtualBox @ Web ~— ¥/ (https://www.virtualbox.org/) H5. EBL

TW3 VirtualBox O RF 1 XY NG EEZSRBU THEBEZERL TL
k=Y AW

5.4.1.3. ATDE 1 vik— bk
1. VirtualBox =& U, [Z 7AMI-IREF7Z 7547 ZADA Vik— N ZERULET,
2. [V—RIOIEEHT., Y9 >O—KRUMK ATDE 7 —H4 J(ova 771 IL)&EEIRULE T,

0)R—3¥'3 > 3.x Tl PUEL(VirtualBox Personal Use and Evaluation License) N EEAESNTWBIHEENRH D X,
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3. [BEIDEHT. /\—RRZA4T72#VDIEULTAVYR—KNODFzvI2NALET,
4. T2V I ULFET, 1 VR—MNDUEBNTETITDETHOIERELET,

5, AVR—FDWEBMNTET LIcS. KRR OS DRIBICEDLELREICEFRI D HRBYI V%
BRUTERE]ZY ) v I UIRBICIOK]ZZ Y v I LET,

ATDE [CEIDHETHXEV KLV 7Oy U HZIEPI I & T, ATDE

ZEDRBEICFEAITZIENTEXRT, REYIVD/N—RIZT7RED

ZEAHZFICDWTIE., VirtuaBox @» Web <~ — 3 (https://
= www.virtualbox.org/) 15, VirtualBox D RF a2 XY h 2 EESBLT

<fEEW,
5.4.1.4. ATDE D#cEl
1. RIEEYYVERIRU CEENZ VU v 7 LTS W,
2. ATDE oOJ« VEEIERSNET,
ATDE lcOZ'« VAR —H—%, &R 5.1. A—H—REL/XXAT—R, [TRLET @,
#£5.1 A—H—ZL/)XRT—R

d1——% IKRT—R &R
atmark atmark —fg 21—t —
root root gD —H—

5.4.1.5. AT Y KRS 41 ViR (GNOME ifmR) D)

Armadillo ZFJB UcfE% Tld. CUI (Character-based User Interface)imiE# 295 IV RS
1 VinAR%ZBU T, Armadillo ¥ ATDE (X U TEZITOHBEANEAHD F£I, AVY R T A VimK
[ClEW D DBEENRH D FITH. TZTIEGNOME FRI by TEIBICIEES VA M—)LENTWS
GNOME ik Z#&E8 UL £,

GNOME in Rz 289 icld. " 5.3. GNOME IRD#EE) ) DL SICTRI NV TELEDT T 77—
Ya3v® "A—=F4UT a1 ATTUDLS TmK) ZBRLTLLLEE W,

Cligtg1 —F—< GUI OV v ETS5 T EIRTEX A
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TFUT—2ay el A 12813H 1334 S % O

HEICAD
FoeTU o FEAAVREL-T—
TYI—whk

s Y kSt

H571wD3R AT
=

L

) E]UE—F?ADF";?E:—H
YoV REETH
YRF LY=L Play

IOH53
B mmuzy0-omE

& ms

vi XF

X 5.3 GNOME >R DACEh

2 5.4. GNOME i#RDV 1 Y Ry DESICT 1Y RIDRHEXT,

FFUug=2ar K L3 A 129138 1334 & @ O

o] atmark@atded: ~

atmark@atded:~$

@ [l stmark@atdes: - -

5.4 GNOME I wRkDV 1~ R
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5416. Y7 0707y TT—h

ANV R A VIR S RDBEZITWN. VIR P ZRFBRNT Y 7T7—h UL TLES W,

[ATDE ~]$ sudo apt update
[ATDE ~]$ sudo apt upgrade

55YI7h07ET7YIT—KTB
5.41.7. O A UARET /N1 X DfER

VirtualBox (&, 4 Z k OS (ATDE)IC & 3EXD AL ETRE 7/ Z(USB 7/t 2% DVD % &) D%
PR— N LTWET, F/0A XU E> Tl "R~ OS (VirtualBox Z#28) L T3 0S)& ATDE T
BHCERT 32 ENTEE A ZDESBT/NA X% ATDE TERT 7c0IiE, ATDE I£7/11 R
I 5 "X 5.6. ATDE [cT/\A R Z#HHt T 21 DBRIENMBEICRZD T,

il RERYY ET AN TR AP

FFUT—UsY B (@ HEEY
{8 A7t
& tebT-h
(¥ LEB

£ USBERTE

] #ars-
F] sr-roms
= bEwiakoes

SunplsIT Inc Inteerated Camera [5811]

Cyenal Inteerated Products, e, CP210x UART Eridee / my®WR mySmartUSE light [0100]
TBART A 10A5:9800 [2333]

Fealtek Semiconductor Carp

y vy v vy ow

& Guest Additions 0D 34— DA
) Guest Additionsi7I 4 L=

5.6 ATDE [CT/\1 A %ZEiHT B
5.4.1.8. VirtualBox Guest Additions OFB—1 VA K—JL

ATDE (& VirtualBox (xf8~ > Y 7 hTéh 3 VirtualBox Guest Additions BB SHMUH1 VX
M=k TRmEINTWETD,

Guest Additions ®/\—3 3 > (E VirtualBox BAED/N—Y 3 Y EEELTWS S, BEVLD
VirtualBox ®/\— 3> & ATDE T4 VY A M—ILiEHD Guest Additions D/N— 3 YHERDIFE
NHDET,

VirtualBox & Guest Additions @/N\—3 3 UHERZ &k > THEN R S RREHIFENWTT
M. chiciERT 2 EBbndRES (ATDE OEE - E7 ALY — - 27Uy THR—RFEORHA) M
REUREEIE. UTOFIEZSZE(C Guest Addltlons EEBAVAN—ILLTLEE W, (EfTRIIC
ATDE DR+ v 73y b EERL TR ZEZHELXT)

1. ATDE %=k, EEF/\—D[Y—JL]-[Guest Additions CD 4 X—Y DEA]ZEIRL T ES LY,
2. BFEVLD VirtualBox EEL/N—'3 > VBox GAs [VERSION] A F7 7 ALy ElcERREShZEd,

3. VBox GAs [VERSION] Z2¥ D> kg Bfcélc. "7 74 )Ly H5 VBox GAs [VERSION] Z#H T L TK
EE W,

4, AYVAKN=I)L9FBHEIC. UTOOAYY RTEICA YA K—=ILFEHAD Guest Additions =7 > 1
VAK=ILULZXY,
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sudo /opt/VBoxGuestAdditions—-[VERSION]/uninstall. sh

5. UT0aAvY Y RTHFEWLD VirtualBox D/N— 3 v IcEH > 7z Guest Additions h' 1 A k—JL

SNEY,

cd /media/cdromd
sudo sh . /autorun. sh

5419 BT AT —DERK

RAKN OS & ATDE ETT7 7ML ERITETFERELT, HET7AINY—NH 2 EXREEFNTT, &
ZTlE. IRA S OS & ATDE BDOHB 7 A LT Z1ERT 2FIRZBNLEXIN. RELRARIOFIEZ

AFyFTLTLIEE L,

1. VirtualBox O LEZB/IN—DS[TNA RA-[HEBE7AINY=]-[HET7 AT —KREIZRBIRLET,
(M B.7. £E7AIY—FKEZFRL< 1)

2. "®MI58. HBT7AINY—KEI OFBRTRLETZAAVZEI )Y IULET,

3. "RI59. HBET7AIY—DEM DL, [ZAINT—D/IXR]-[ZDM]ZFIRLT. £ET7
W —ICHREUVCWRAKNOS LOT7 AT —%BRULET,

4. "M59.HBET7AIY—DEN DLSIC, [BEBINTY N EKGETRICF Vv IZANET,

5. [OKI1ZZ7 Uy 2 UTHBE7AINLY—ZEBMULET,

Jrd)l RIETLL F&T AR FHAL AT
FPFUT—23Yy 1B &) XFERAF
{2 +-F7

@ kD
¥ se

[] #EE7IE— 4
F] sy -kt 8
EN= A s

r vy v v

[T -

o Guest Addtions GO A A—JTHEA
B Guest Additions@Fy 4 |-

5.7 BT AT —REZR<
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< | > B sfshare ~

© BEBEVEI 7L
W Ef0F

o -1

L Fuvn—g

O RFaxvk

a BT

Eri=i

&1 i

o I=%

M sf_share

»

©® VBox_GAs_7...

»

+ {thDIERT

K510 "770)) KRRENZDHET AT —
BMUIEHBT7 ALY —E T®5.10. "774)l) ERRShBHEETAINT—1 DELSIC 774

Uy D7 IR BH. £fld /media/sf _share (XET7 I —F8) HSFIEATEXY, (share
EVWS T A Y —ZTHERTZE. ATDE £ Tl sf share EUTERRENET,)

54.2.VS Code Dty b7 v

ATDE [Cc VS Code XU, AEAI VAT ayvEvOQRAVIMIVBAZA 72U A VA=)l
LTLEEL,

UTOFIEIFESTATDE ETEMmL £,
5421. Y70z 7D7v7IT—h

ATDE @/\—2 3> v20230123 Bl EICiF. VS Code D1 Y A~ —JLEHDIcHFRICA Y A h—
IWIBRERHDXBAN. AT DAEIICIE M55 VI 7Z27yv7T7—r921 Z22RULT
BAHTIRAND Y Yy TTF— R Z{ToTLREW,

VS Code ZREEIT BICIE code ANV REETULET,

[ATDE ~1$ code

5.11 VS Code Zi&£&T %

VS Code Z##cE#Id25 &, HAEBIKLI VRT3 YDA VA N=I)L%1R
LZULTLKBIELHBDET, FOBICRRINZYA7O7ICE->TA Y
2Ah—J)LZE{TS5 & VS Code ZHAREILTEZT,
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54.22.VS Code ICHRERBTVRAT>Ya>EA VAN =ILTS
VS Code ET7 7V —oavaREITDIRODIIRTVIayEZAVAMN=ILUET,

ITORATyoavR@N—T Y RTILAADSEAVARN=ILTEHIENTEXRT, VS Code Zi2E L.
EYARN=DIT VRT3 VB RLT BRI A—AIC Tabosy EAAL TS L,

EXTENSIONS: MARKETPLACE

abos

@ Armadillo Base OS Development Environment <1

Atmark Techno Install

X 5.12 VS Code ICHERITIRTYYa V(YA N—ILT S

FRE iz "Armadillo Base OS Development Environment; @ Minstally R V&g &1V R
A—=ILIFETULET,

5.4.3. VS Code Z{ER U #IHIERER SWU DL

initial_setup.swu [FAY A Y /XX T — RO 1—F—EHDOERER E DHEIREZ Armadillo (T
VAR=ITBRHDT 7AILTT, initial setup.swu TA YA M=)l 31— —EHDIHARSH
BWEE, I—Y—pHERELLFTUT—vavEA YA M=) FLBPYTTF—RTBIENTE
FtHho IO, FIRFBREFIC initial_setup.swu D1 YA R—LEITSRENHD XY,

X 5.13. initial setup.swu Z1EBKT %, IKRT LSIC. VS Code DENRA D [COMMON
PROJECT COMMAND] 5 [Generate Initial Setup Swu] 217U TLEE W,

> CREATE NEW PROJECT
~ COMMON PROJECT COMMAND
Generate Initial Setup Swu

Generate Container Clear Swu

Generate Installer On USB Swu

~ OPENED PROJECT

5.13 initial_setup.swu Z{ERT B
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VILETHICEBEREDANZROSNET, ANTEIREDODHNEZ X 5.14. initial_setup.swu
FIEEREDOEBERES ICRULET,

Executing task: ./scripts/generate initial setup swu.sh

mkdir: 54 L% k') ’/home/atmark/mkswu’ % {ER L &E L7
HETFAINEFH L E L : /home/atmark/mkswu/mkswu, conf

HEAEQIE Y F—L(—E)EAS LTS L: [COMMON_NANE] @
SREBORDART— REAACES W (4-1024 x5) O
SERRZEDHED/NR T — K (HEER)

Generating an EC private key

writing new private key to ' /home/atmark/mkswu/swupdate. key. tmp’

Ty TF— N A—VEBSELETH? (Vy) O

TYRNT—0F 0 IR LA A=V B A VA =LA LETH? (/n) O
root K27 —k: ©

root M/XR 77— K (FEER) :

atmark I—H# D27 — K (ZOBEAET7AY Y raOv s LET) : O

atmark M/RA 77— R (FEER) :

Base0S/ ')A VA N—)LO>VFF% armadillo.atmark-techno.com H—/—HSBEH 7Y TTF— M LETH?
N/y) @

abos-web MD/XRT—REHRELTLIEIL,

abos-web D/SX T — K (ZDBPESIEHF—EREEMLET) : O

abos-web MD/XX 77— K (FEER) :

/home/atmark/mkswu/initial setup.swu Z{ERX L ZF L 7=,

”/home/atmark/mkswu/initial setup.swu” ZFDFEFIIENTEETH
EV21—IEEMLTA A=Y 5BERTZHBEIROIATY RTHER LTIV :
mkswu ”/home/atmark/mkswu/initial setup.desc” [fhD.desc 7 7 1 JL]

AVAN=IEIE, COT14L I M) EHBRLAEVWEIISERELTLEIWY,
BAEKXD EFHIART Y TT—MIF/INA XD /etc/swupdate. pem
EBELRVWEA VAN —ILTERLAYET,

* Terminal will be reused by tasks, press any key to close it.

[ATDE ~]$ Lls ~/mkswu
initial setup.desc initial setup.swu mkswu.conf

swupdate. aes—key swupdate. key swupdate. pem 9

X 5.14 initial_setup.swu #IEI4B KO RERE

COMMON_NAME [TIZEFERfE®D "common name; & U TEHPEENDOND LS BEEDE
fmaE AL TSI WL,

SRR ZIRE T B /\RT7L—X%Z 2BANLET,

SWU A X—YVBHZIESILT 35aIC Tys ZABDULET,

PYNY=0FT0 /D7 TTF—hEAVAM=ILULIBWEEIEF Tny ZAALET,

root D/XXAT—R%Z 2EBADLET, AT Z/NZXT—REUTDOIL—ILICHE >TSS W,

000 ©

- HEICH-> TWAEEAFERALAN
- BIRBXFEIEFERLLZN
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- BXFHULEDIKXAT—RRICT S

(6) atmark 1——D/IXRXAT—K%Z2E8AHLVET, AHAHLLAWGESEFI——20Ov I LE
9, EFRATZS/{XXT—RDHIRIE root EREKRTY,

(7] BE 7Y 77— NEEHOEETEHET, 22T Tyy ZAND &, EPNICTF Y hNY—0TFT7
DY —=N=—D5F7yvTTF—NOFEZEZ L. BBNICAYAN—ILLET,

O abos-web ZFEAY BHHIF/RT—REREL T REW, T TREL/CRT— R abos-
web MEZEETEFT, FATES/XXT—ROFIRIL root EEKTT,

© 1EHULKET77CILEKERUET, "swupdate.aes-key, FESILDBRICOMEBEINET,

774 )Ll “/mkswu/initial setup.swu [CfRFESNET, <D SWU A1 X—I% T544 ¥HEEKE
B SWU = ABOS Web "5/ YA =)Ly ZZBUT Armadillo N VA R—=JLLTLEEE W,

A4 A KN=)L#&IC ~/mkswu T« L2 M ULITIC3 B mkswu. conf &, 7 71 )LD swupdate. * % 7%
EHRWVWESICLTLEE WL,

5.4.4. ¥IHAEXER SWU %Z ABOS Web 61> X k=)L

ABOS Web #{#ERHUL T, PC £E® SWU A4 X—I» HTTP H—/V\—_LE®D SWU 1 X—3I% Armadillo
ICAYVAN=ITBIENTEEXT, &L initial setup.swu Z1 VA M—=JLULET,

ABOS Web @ kv IR—=Ih5, "SWU A VX L—)L"Z20 Vv 3FB&, TR 5.15. SWU 1V X
=)Ly ODEEICEBLET,
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mkswu --init TYERL L 7 initial_setup.swu Z 4 > X b —JIL LT
L2

SWU 774 ILAH

SWU 774
IPAIVEER | RIRENTLE LA

SWU URL A

SWU URL

https://download.atmark-techno.com/armadillo-iot-a6e/image/baseos-6e-late

515 SWU 1A k=)L

CDEMETIE. PC LD SWU A/ X—=I T 7A0)LFF. HTTP H—/\—LED SWU £ X—=I T 74
JLD URL Z3IEE L T, Armadillo IE14 YA KN—=ILT 2 EMTEZXT, Armadillo DY T Tz 7D
7y 77— KNBICERDICTSERE TERT % initial_setup.swu »', £7Z Armadillo [cf YA M=) &
NTWRITFNIE, "mkswu —init TER U 72 initial_setup.swu Z4 VAR —=JLLTL I W, " &EWS
Aye—IZBEHELEICRRLET,

AUz initial setup.swu ZBIRUEXT, EiTHRDOOTH ABOS Web EickREn®zxd, 1R
N—=JLICERTHUE 55T T,

5.4.5.VS Code ZERA LA Y A N—ILF« X {ERLA SWU DAL

VS Code OENRA > D [COMMON PROJECT COMMAND] h'5 [Generate Installer On USB Swul]
ZETULET,
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~ COMMON PROJECT COMMAND

Generate Initial Setup Swu

Generate Container Clear Swu

Generate Installer On USBE Swu

5.16 make-installer.swu /KT 2
RIT, WREGEEBEIRLET,

1t to create an installation disc

517 NRHMRZERERT S
EBECERSNBE. AV V- IILIUToOREAENE T,

/home/atmark/. vscode/extensions/atmark-techno. armadi l lo-base-os-deve lopment-environment-1.6. 0/
shell/desc/make installer usb.desc D/NX—T 3% 1 5 2 (CEBELE L,

Enter pass phrase for /home/atmark/mkswu/swupdate. key: 0

/home/atmark/mkswu/make installer usb.swu Z{EEL X L7=,

To create Armadillo installer on USB memory install /home/atmark/mkswu/make installer usb.swu in
Armadi llo

* Terminal will be reused by tasks, press any key to close it.

B 5.18 make-installer.swu &£k O

(1] INAT—=RDANZRSSNEIT DT, FHALAE swu 2ERLIcEEEBUNRT—RZADL
E3C)

/home/atmark/mkswu =« L2 N YU RIC make-installer.swu DMERE LT,

TRICUATO7 74 IV ZBERUTEDET -
. /etc/machine-id (T V4% LAEFEERIFHS)
. /etc/abos web/tls (ABOS-Web @ https ##)

. /etc/ssh/ssh_host *keyx (ssh H—/\—D#, RIFNITERLEE
A) ABOS 3.19.1-at.3 L&

/ X2V T A —DEEIS. A VAN —IUT A RATICEDA VA N—ILE
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Node-RED Tidmi— &S 1880 ##EAHLT. XY NT—I EHST Y
TAUTHELET, ULH L. EERICR—ME2RITTEL EAENS T
JEATETCULESRBRENHD £9, £D7sd. make-installer.swu &

FERAUVTA Y AN T A RIAAX=IZERT BHBEIF. CDR—h%&
FAUET,

5.45.1. Armadillo I USB XEU ZFA
Armadillo ICERZ/RAU. 1 VAN=ILT 4 RV &R EITBHICUSB XEUZFEALTLEE L,

USB XEY L vfat LK IF extd EXTT7A4—T v hU., ZEEREDN
10GB U EDHDEFERLTLIEE WV, Armadillo-loT “— o 1 G4
NDUSB XEUDNY Y MNMIFRETYT,

AVARN=ILT A RAITA4AXA—IE installer.img EWSEZEITIREL X
I, I TICAZD T 7 ILDEET DHEIELEEINET,

5452. 1 YA M=ILT 1 AU 1EBA SWU Z ABOS Web iS50 VX h—JL

5.4.4. f)EAE%FEH SWU % ABOS Web 54 YA h—JLby TEfFULEELSIC. SEIRERLU
make-installer.swu Z1 > AN—=JLUZEY,

ABOS Web O kv IR—IHh5, "SWU A VX N=)L"Z2o )y d2E, TR 5.19. SWU 1R
N—JLy OBEMEICEBRLET, ETEIE ABOS Web T K 5.20. make-installer.swu - Y A k—JL
BoOs) &5BA7RKRREnET,

107



Armadillo-loT *— k7 =1 G4 Node-RED B% A K EETD

mkswu --init TYERL L 7 initial_setup.swu Z 4 > X b —JIL LT
L2

SWU 774 ILAH

SWU 774

J7 A ISR

HIREhTuwEta

SWU URL A

SWU URL

https://download.atmark-techno.com/armadillo-iot-a6e/image/baseos-6e-late

X519 SWU 1A=L
4B Ut make-installer.swu ZEIRUZX T,

make installer usb.swu #4 Y X h—JLLE T,
SW 7y FO—Kx7T

SWUpdate v2023.05 git20231025-r0

Licensed under GPLv2. See source distribution for detailed copyright notices.

[INFO ] : SWUPDATE running : [main] : Running on iot-abe Revision atl

[INFO ] : SWUPDATE started : Software Update started !

[INFO ] : SWUPDATE running : [install single image] : Installing pre script

[INFO ] : SWUPDATE running : [read lines notify] : No base os update: copying current os over
[INFO ] : SWUPDATE running : [read lines notify] : Waiting for btrfs to flush deleted subvolumes

[INFO ] : SWUPDATE running : [install single image] : Installing Copying installer to USB device

[INFO ] : SWUPDATE running : [install single image] : Installing swdesc command nochroot ’podman
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kill -a’

[INFO ] : SWUPDATE running : [install single image] : Installing swdesc command nochroot —--stdout-
info “abos-ctrl make-installer —-noprompt --output /target/mnt/installer. img’

target/mnt/installer. img

customization script at the end of

[INFO ] : SWUPDATE running : [read lines notify] : Using installer image on image file.
[INFO ] : SWUPDATE running : [read lines notify] : Would you like to create a windows partition?
[INFO ] : SWUPDATE running : [read lines notify] : That partition would only be used for

[INFO ] : SWUPDATE running : [read lines notify] : install, leave at @ to skip creating it.

[INFO ] : SWUPDATE running : [read lines notify] : Custom partition size (MB, [0] or 16 - 364): 0
[INFO ] : SWUPDATE running : [read lines notify] : Checking and growing installer main partition
[INFO ] : SWUPDATE running : [read lines notify] : Resize device id 1 (/dev/loop@p1) from 513.00MiB
to max

[INFO ] : SWUPDATE running : [read lines notify] : Copying boot image

[INFO ] : SWUPDATE running : [read lines notify] : Copying rootfs

[INFO ] : SWUPDATE running : [read lines notify] : Copying appfs

[INFO ] : SWUPDATE running : [read lines notify] : At subvol app/snapshots/volumes

[INFO ] : SWUPDATE running : [read lines notify] : At subvol app/snapshots/boot volumes

[INFO ] : SWUPDATE running : [read lines notify] : At subvol app/snapshots/boot containers_storage
[INFO ] : SWUPDATE running : [read lines notify] : Trying to shrink the installer partition...
[INFO ] : SWUPDATE running : [read lines notify] : Shrinking the installer partition..

[INFO ] : SWUPDATE running : [read lines notify] : Cleaning up and syncing changes to disk..

[INFO ] : SWUPDATE running : [read lines notify] : Installer updated successfully!

[INFO ] : SWUPDATE running : [read lines notify] : -rwxr-xr-x 1 root root 687.0M Jan 23 15:12 /

[INFO ] : SWUPDATE running : [install single image] : Installing post script

[INFO ] : SWUPDATE running : [read lines notify] : Removing unused containers

[INFO ] : SWUPDATE running : [read lines notify] : Command 'command podman rm -a -f’ output:
[INFO ] : SWUPDATE running : [read lines notify] :

9f4f64ec1926d17e75de4060dac4a448e666a3d9535c408f632e4e2de4bafa4f

[INFO ] : SWUPDATE running : Installation in progress
[INFO ] : SWUPDATE successful ! SWUPDATE successful !
[CINFO ] : No SWUPDATE running : Waiting for requests...
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swupdate exited

AVAM=IBEILE L,

5.20 make-installer.swu 1 > XA k—JLEO O

SET#. USBXEUZHKRWTLIZE W, B L. ITF7—DHBEIF Armadillo-loT 5=k 7 1 G4
DERZBIRALUTPOHEL TLIEE W,

546.USB XEY LEICA VAN =T A RIARXA—IBER
ME(CERIZT UBES. USB XEY EIT installer. img pMREEINTWET, D installer. img
% microSD h—RICEZADCETA VAN =T 1 RV EERT B ENTEEFT, BIEERICDOW

TlE 55 A Y AM=ILT« RV DENMERERZ1TD1 ZCSRBRLfEE WV, INT. VS Code ZfERAL T
AVAN=IT ARV ZERT ZHEICDODVWTIFKRT T,

55. A YAM=ILT 1« XU DEMFHERZ1TS

UM VYA N=ILT« AU DENMERER T B IciE. FARICHERLU 2 Armadillo A DEED
ME[CHEDET, £leo 1V AM=)LED Armadillo ® eMMC RDTF—% Z LEESNTHEZ S
MWEBRT—FEFHNY I Ty THER > TEWTLEE 0,

RAUVICVRATLZA VAN —ILT 4 R7ICTBFIRZESICKTLTWEHE, USB XEUHIC

installer. img DFEE L £9, microSD 1— RI(C installer.img” ZE£ZAA T, 1V AN=ILT 1RV
ZERULE T,

551. 41 VAN—=ILT«1 RV %R T D
55.1.1. Windows PC Lt T YA N=ILT 1 RV ZEHRT S

Wlndows PC ®iZ&. [Win32 Disk Imager Renewal] Z{#H LU Timg 7 7 JL%Z microSD #1—R
EXAHET, [Win32 Disk Imager Renewal] [ TS5 T >YO—RULTLEEIWL,

- Win32 Disk Imager Renewal J U —2Z~X—3

Win32 Disk Imager Renewal J 'J — X X — ¥ [https://qgithub.com/dnobori/DN-
Win32DisklmagerRenewal/releases/]

BHMRD EXE 774250 YyO—RULTEELET. UTICimg 771 ILOESAAFIRICDONT
~ULET,

1. [image File] IC installerimg 7 71 JLZIBEL X,
2. [Device] IClE microSD MMEASNTWSZXOY hZEELEXT,
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%2 Win32 Disk Imager Renewal - by dnobori 2022.11 — X

Image File

ime7 7 A b %2R |E| 1.04 GB

Device

SD Card v 1.87 GB

Hash

MNone

[_J Read Only Allocated Partitions

Progress
Cancel Read Write Verify Only Exit
Win32 Disk Imager Renewal (5]
=
MNow working without problems in combination with Google Drive. ¢

5.21 Win32 Disk Imager Renewal X EEIH
3. [write] RY Yz EEENHFITOT, MERITNEIEWZEIRL TEEIAHFT,
4. EZAHETYAT7ATDRREINEESAVAN=ILT 4 ATV DERHIEET T,
5.5.1.2. Linux PC ETA YA —=ILT 1 RV ZEHT %

Linux PC D&, UTD LS microSD h— RICEZ AL T EMNTEZX T, sd[X] D [X] IE microSD
DRZATHIBELTLIEE L,

[PC 1% sudo dd if=installer. img of=/dev/sd[X] bs=1M oflag=direct status=progress

522 A YAM=IT 1 RV &ERT B
EERAHDPRTUISA YA M=ILT 1 AV DIERIETET T,

552. AVAN=IT 4RV Z2ERT S

1. 4YAM=ILT« A% Armadillo-loT “— kT 1 G4 @ microSD ICEA U E I, microSD
20Y MDOBFAICDOWTIE 133. 419 —Tx—RALATF7 o) Z#2BLTLEEIL,

2. Armadillo-loT “— ko1 G4 ® JP1 Vv v/)\—%>Y3—KESD 7—hMHE)LET, JPI
I VIN—DFBRICDOWTIE B33. AV —Tx—XALAT7DUbh; Z8BLTLLESL,

3. Armadillo-loT =k D x+ G4 O AC 7¥ 75—tV McBEBEBRZRAT S, 20
PEETAYAN—IHIETULET,
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4. AYAN—INET T2 EBRERN|MINT, LED4A HNEITLER T,

5. Armadillo-loT ¥—hk7 x4 G4 O AC PH¥ 77— ALY MDSIKRE. EVWTI v/ —
& microSD A—K#&ENALTLfEE L,

6. 10 WULEF> THSBUERZHRAT S E. Armadillo-loT ¥— kDU =1 G4 HEEIL X T,

5.6. 7v77—kHB SWU OERFE

FFKLTHD Node-RED [CDWT, 7O—DEELENIRELRIGE. BEL7O— %28 RICEET
SZMENHBDERT, £DAHEE LT SWUpdate Z#HRE LU X9, SWUpdate ZAHWS EREGY 7 b
DITDHETYTT—RTBIENTRETT, LTI SWUpdate TEHRAT S SWU OERAEICD
WTsEEULXY,

- BFAT7O—0HE
. ATDE £T7v 7F— A SWU D4R

- Py T7TF—rASWU DAY X ~=)L

CDOMEERFERT ZICIE. (5.3 BERBDA XA —VEZAATFE OHNR
ERTUTWBRENBD T,

5.6.1. EXMA 7 O—DEE
Node-RED M5 70— EBEBLEY, XZ1—h5 [EEHU] BBRLET,

112



Armadillo-loT "— kU =« G4 Node-RED FF A1 K EETD

EoE

> H FrAHAG
> o j % =3 ttl' L

HEJ—R
JO—
HJ7J0—
IN—F
=
J0— Iy ROER

23— Y hF— 05
Node-RED™I T JH k
v3.1.0

523 7O0—DE=H UL

EIHULERD BREDY T] Oiga. 7Y v THR—KICEEND / —RO—EBIRRINET, BRE
RIINIETETIKHZ[FY7>O—RIKY =B LTYo7O—-RULET,
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JO—%EEHL
s=L | BRLuEDO-|| BE0sT ||laTovd
HYwTHR—R JO—zEEEHUL JSON
v JO—1
H=7 [E)) LeD Bink o
D-:zet 1
trigger 1s
App LED

o

K524 7O0—0D%o>vO—R
flows. json MY U VO—RESNfcZ EZERL TSI,
5.6.2. ATDE ET7v 75— A SWU Z 4R

ATDE ZEBILEX I, UTDFT v L7 hUIC SWU ERICER desc 77 A ILDEDNIcT A LT
NJZIE—ULEXI, AE—ULT«LIKNJICFIO—RULT7O— flows. json ZIEBL 9,

[ATDE ~J$ cp -r /usr/share/mkswu/examples/node-red/ ~/mkswu/node-red/
[ATDE ~1$ cp flows. json ~/mkswu/node-red/

X 5.25 7O0—0DEE
LTodY Y REETLT SWU 24U ET,

[ATDE ~]$ mkswu --update-version ~/mkswu/node-red/update flows. desc (1)
/home/atmark/mkswu/node-red/update flows.desc M/X—Tava 1 H 2 ICEELE LA,
[ATDE ~1$ mkswu ~/mkswu/node-red/update flows.desc -o update flows. swu

Enter pass phrase for /home/atmark/mkswu/swupdate. key: (2]
update flows.swu Z{ERK L ZF L7,

5.26 SWU D4R

SWU ONN—Y 3y DOEHRETVET,
SERZEDRRD/IAT—REZAHLET,

®©0Q
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BINTBEREDT ¢ Lo T update flows. swu BNER SN FE T,

56.3. 7v 77— MR SWU OiEH

'5.6.2. ATDE 7y 77—bH SWU Z4/1 THER U update flows. swu Z & FICEBL X
9, 6.44 #HERTFER SWU %= ABOS Web 51>V X =)Ly ZZBBRU T Armadillo N1V A ~—
JLLTLEE L,

AV ARN=I)LICEII LTS Armadillo IZBEEMICEBREEILET,

%5 TFAILURE ERROR : Signature verification failed; & W3 I 35—
NREUVEXT, Z0HEIEF. 75.4.3. VS Code Z{#ER L I=#1HAEH SWU
DERL & 544 FHEERER SWU Z ABOS Web 51 >V A ~—JL;
2R U T, MHERER SWU 04K E Armadillo N4 Y X ~—)L%
ToTLIEEEW,

/ HEAZRER SWU Z#EA U TWRLVVREET update flows. swu Z@ERA U T:
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