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XY NCERT 2B ERET DT —RALIFTTEHRL, HRRXY NT—IADEHRT
HOTHRNILHSDKED Y RV ZERBITZT—IAHHDEFT,

tFXxaUTa XY RNT—=TO AT —T 1 —ADSDEBAZHLS

DAt
- N\—=RT 7 NDODEZEKREFEELEZWV

T*xa21UF7«r Armadillo Base OS [CIZRERED Linux DtEF 1) T DEEADEHAA TN TL
AT 9, BYLBEEAEMI DI ETEF YT 1 DEEILEIRTEETT,

Fle. N—ROTTPANOEEREZEFIZELRWVWEIEWVWZ, Linux YV —ILADT7 72X JTAG H
BWRFELETIE. RTVTRFFTA4 EVWSEBECHEDPOKEBOWNRICED hREF A, Lf/BEEICIE
TINY JHEREHEENICT D EEZREHLET,

3.4.2. 7577 RY—EZANDIEHGESR

A—RT—RA V5O RY—ERETLARNIBEBREEDYD EDDP, FTINA RFBEEDTHD
BAIIAEZEESFD W — 2, Fleo TINARAETTHLFDEIcH DT —E T
W E2HEBELEET %,

EXa2UTFs - RYKNT—IA VI —T 1 —IDSDEAZRHELS

DAt
XY RNT—IRADEAZHFULUTET/NNA ANDEPIAE, BEREEITTS
- N\N=RIT T PNOEZEKZEIEE LRV

BREE(RBSULEPR)OHEVIRA Y N TFS

tXxaUr~a XY RNTD—OBBZOEX 1 T FHMTICATEINZ %,

AT
. F—Z KL —Y& LT Edgelock SEO50 %#FIET %

- 77 ANICRERRERTFLUTES 772 L — Y TRSLLE, ESLEZT
>

. CAAM ZFIHUTc OP-TEE TY 7 Nz 7 OETEREX R T 5
. HBE/BERICIE TNy SHBEE EMICT B

3.4.3. FRBFNEH A e/ as

A—RAT—R  REHERPZENICHEET 20ELRE, LBEZTSRESAZTFSRITINEWVFERL
T— 2o

t*alVT4 - RYKNT—IA2T—T—ADSDEAZHL
DF3Et
- XY MNT—URBBDOEAZFLULTHET /A AADRCIAE. BREEIITS
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C FINA ANDBEERED 5 T/INA R%FE (2L, TRLANLOKEFEE LA
W)

tf\ilu T4 RYNT—IREOEFIUT A KMICUTZMZ %,
i - EdgelLock SEO50 Z#FIF U7 OP-TEE (38D X k L —2/(d EdgelLock SE050)
- CAAM IL&2EF277—hK (HAB) &EFz—YATRF X
- ARL—=Y DS
- XEVDOEEEF VY
- W /BRERETCIE TNy TSR BAICT D
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4. EDIRE

ZDETIE. Armadillo-loT &— k7 =+ G4/Armadillo-X2 & Armadillo Base OS #f|fEL T#E%
REITDIHEEFRESINBZFBITZ2AEICOVWTHBLET,

4.1. EdgelLock SEO50 ZzfIBLUfcF—A ML —Y

NXP @ EdgelLock SEO50 (& loT 77U =Yg vElTDEF a7 ILAYRNTT, 77v¥aXE
VZRBLTED. RESNLWEREZABICEL I D ER<BESLBICFHATEXRT, TR
Egelock SEO50 ZF+—X ML —Y & UTHABT 2 A EZHRBALET,

/ EdgelLock SEO50 DFFMICDOWTIEUATOT =5 > —hZ2ZRU T
Sy

SEO50 datasheet

https://www.nxp.com/docs/en/data-sheet/SE050-
DATASHEET.pdf

4.1.1. EdgelLock SEO5x Plug & Trust Middleware

EdgelLock SEO50 ZF#|AHT 27=pDYV 7Tz 7& LT, NXP 5 = R)LD = 77 EdgelLock SEO5x
Plug & Trust Middleware (X F. Plug & Trust Middleware) DMt TWE T, 72U, EILRFE
HINA TV FREEENBVWcHFARBICEDETEIL ROBRENHD XTI,

Armadillo Base OS <& Alpine Linux & Debian GNU/Linux A7 Ic Plug & Trust Middleware @
EILRFBEHICY =Y RBHULTWET, LUTIE Plug & Trust Middleware FiZDY 7 K0 27 R 5 v
JTY, BEFDOEIREFEHF/ Y T—JFRWHADTOY ZICKRDET,

i.MX 8M Plus
Container

| Application |

l se05x-tools ‘ lplug—and—trust-tools | |OpenSSL|
2 v v

plug-and-trust

Armadillo Base 0S T
podman |
Linux
imx_i2c

( Edgelock SE050 )

4.1 Plug & Trust Middleware OEADY 7 NIV 7 AT v
RHELTWB NNy T —IRBUTDERED T,
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Armadillo-loT '— k7 =4 G4/Armadillo-X2 €2 U7« H1 R

HOMRE

% 4.1 Plug & Trust Middle @/ 7 —

Ny g—

RE

plug-and-trust

Plug & Trust Middleware @ EJL RFEHZ A T 5 ) E,
OpenSSL engine &%,

plug-and-trust-dev

Plug & Trust Middleware OBZER7 7L, 77U —2 3
VHEREICFIATEERT,

plug-and-trust-tools

Plug & Trust Middleware IC&&EN 2> 77 TU o —2 3
Vo BR/INEDOENMERESEY —IL (se05x_Minimal) Yi&%eEvrEE
1EIRZ ST B Y — /L (se05x_GetInfo) % &,

se05x-tools

JERTRESHIT DROFTHAEEY —/l,

Armadillo Base OS "9 271 ANUE2—yayeEN—yayviEBUToEEDTY,

% 4.2 Plug & Trust Middleware ®H7R— k

FT14ANUE2—>aYy N—=Y3a>
Alpine Linux 3.15

Alpine Linux 3.16

Debian GNU/Linux 10 (buster)
Debian GNU/Linux 11 (bullseye)

/ AAA REBRBFERTIEFABALEN=Y 3 VIEUTDEE D TY,
- Plug & Trust Middleware : 04.01.00

- plug-and-trust : 4.1.0

. seObx-tools : 1.0.0

4.1.2. EdgelLock SEO50 ZE#ICT B

EdgelLock SEO50 (& ENA EVH 7 —hahd EBMELESNE T,

Armadillo Base OS 3.18.5-at.7 (linux 5.10.205-r0) L& Tl Armadillo-loT &— ko 1 G4/
Armadillo-X2 @ EdgelLock SE050 (77 4 /)L N TEBMICEMLEI . R —TE—RPEFEMLS

NeLSEEB>TVWET,

FNLETO/N—Y 3 v DiFE(E EdgeLock SEO50 WEEICEMEEINAWEH., ENA EVEZF
g7t — bk LT Deep Power-down E— RZ BRI 20ENH D £,

% 4.3 SE050 ena pin

SE050 PIN i.MX8MP port

initial port status

ENA GPIO1_1012

GPIO input

gpioset A > REFALT GPIO1_I012 ZHAR—KMEEL T high IZ9 %,

[armadillo ~]# gpioset gpiochip@ 12=1

4.1.3. Plug & Trust Middleware 1 > X k—JL
Debian & Alpine Linux ICRE UL EIH. < ZTIE Alpine Linux THEE%ZEDHE T,
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AT+ ZuUs5 EIFERT,

[armadillo ~]# podman run -it ——name=plug_and trust —-device=/dev/i2c-2 ¥
-v /etc/apk:/etc/apk:ro docker. io/alpine /bin/sh

B7Y "= T7 /IC K 2EEERAHDIRIETI, apt-get install =
FMBELTAYRAR=ILLTLIZE W,

BN Z 27 asEIc LTIV,

- Armadillo-loT =k o x4 G4: "7y h~NY—0F70 /HhRHT S
A AX—=I%FES [https://manual.atmark-techno.com/armadillo-
iot-g4/armadillo-iotg-g4_product_manual_ja-2.6.0/
ch06.html#sct.podman-use-at-debian-image].

- Armadillo-X2: "7y Y =0T 0 /DRHITZ2AX—I%ZES
[https://manual.atmark-techno.com/armadillo-x2/armadillo-
x2_product_manual_ja-2.6.0/ch06.html#sct.podman-use-at-
debian-image].

/ Debian #f|H9 %358 1d. at-debian OFIAZHEH L EFT, at-debian

Ny T—=I%AVAR—=ILULET,

[container ~1# apk add se@5x-tools plug-and-trust-tools

FADIEDICREE R ZREL XTI,

[container ~1# export OPENSSL CONF=/etc/plug-and-trust/openssl11 sss se050.cnf
[container ~1# export EX _SSS BOOT SSS PORT=/dev/i2c-2:0x48

AV ARN—)LEBBREIRD -5, se05x_Getinfo T EdgelLock SEO50 OEEREE AR L £
o PUVRBAICKRINTDEUTOLSBOTNEAINET,

[container ~]# se05x _GetInfo

App  :INFO :PlugAndTrust v04.01.01 20220112

App  :INFO :Running se@5x GetInfo

App  :INFO :Using PortName="/dev/i2c-2:0x48" (CLI)

D (EEg

LAY ST T V(R 3131313131318 81 018181818181 8181RIRIR213131319131818181818181818IIBIRIRIRIRI21319191913181818:8:8181814

App  :INFO :Applet Major = 3
App  :INFO :Applet Minor = 1
App  :INFO :Applet patch = 1
App  :INFO :AppletConfig = G6FFF

App  :INFO :With ECDAA

App  :INFO :With ECDSA_ECDH_ECDHE
App  :INFO :With EDDSA

App  :INFO :With DH_MONT

App  :INFO :With HMAC
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App  :INFO
App  :INFO
App  :INFO
App  :INFO
App  :INFO
App  :INFO
App  :INFO
App  :INFO
1 (&8)

:With
:With
:With
:With
:With
:With
:With
:With

RSA_PLAIN
RSA_CRT
AES

DES

PBKDF

TLS
MIFARE
I2CM

Bk Plug & Trust Middleware ZF|H 9 %7 DEfFZKOD £,

4.1.4. Plug & Trust Middleware =&Y %

Z IHS5IEERRIC Plug & Trust Middleware %z WL\ T Edgelock SEO50 = #AT 2 AEZ AL
TWEET,

4.1.4.1. EdgeLock SE050 OREFESIhicR=FIAT 2

plug-and-trust /v 4 —(C & OpenSSL engine DS 7S UMNEENTE D, OpenSSL % FIFE
LU CHE#EMIC Edgelock SE0S0 ZIRIET B ENTEFRT, I TEIHIE LT, EdgelLock SEO50
DF v TEERICEZAE N EFE > T OpenSSL TEL EERZDRIAZITVET,

F9. ROOAYVRTU I 7L Y RAF—2BEBULET,
- keyid = OxFOOO0100

- Cloud connection key O (prime256v1)

[container ~1# se@5x getkey OxF0000100 refkey.pem /dev/i2c-2:0x48

/
/

Fv TEERICEZEATNIRICOWVWT
f41.5.1. BpIEEAHSnfcige X509 FEAE, ZZRUL TS,

DI77LYAF—ICDWVWT
'4152. Y77LYRXF—; =B LTLLZE W,

ROAVY RTEBAULET, message.txt EFED 7 7L ZEEBEL TS LIV, BELEY 7 7L
YAF—ZFMALET,

App
SSS

[container ~1#f openssl dgst -sha256 -sign refkey.pem -out sig.bin message. txt

ssse—flw: EmbSe Init(): Entry

:INFO :Using PortName="/dev/i2c-2:0x48" (ENV: EX _SSS BOOT SSS PORT=/dev/i2c-2:0x48)
:INFO :atr (Len=35)

00 A0 00 00 03 96 04 03 E8 00 FE 02 0B 03 E8 08

01 00 00 00 00 64 00 00 0A 4A 43 4F 50 34 20 41
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54 50 4F
SSs :WARN :Communication channel is Plain.
sss  :WARN :!1!INot recommended for production use.!!!

ssse-flw: Version: 1.0.5
ssse-flw: EmbSe Init(): Exit
ssse-flw: Control Command EMBSE LOG LEVEL; requested log level = 4

EEANELWHESHZHERT BcHDICERERIEL KT,

[container ~1# openssl dgst -sha256 -prverify refkey.pem -signature sig.bin message. txt
ssse-flw: EmbSe Init(): Entry
App  :INFO :Using PortName="/dev/i2c-2:0x48" (ENV: EX SSS BOOT SSS PORT=/dev/i2¢c-2:0x48)
sss  :INFO :atr (Len=35)

00 A0 00 00 03 96 04 03 E8 00 FE 02 0B 03 E8 08

01 00 00 00 00 64 00 00 0A 4A 43 4F 50 34 20 4

54 50 4F
SSS :WARN :Communication channel is Plain.
sss  :WARN :!!INot recommended for production use.!!!l

ssse-flw: Version: 1.0.5

ssse-flw: EmbSe Init(): Exit

ssse-flw: Control Command EMBSE LOG LEVEL; requested log level = 4
Verified OK

I RY—ERICERT DIcHICERESTAAS NI RS ZFIA
TETERIUTESRUTILES W,

EdgelLock SE050 Z{#R UL T AWS IoT Core N9 %

https://armadillo.atmark-techno.com/howto/
connect_to_aws_iot_core_for_aiot_g4

Edgelock SEQ50 AL T Azure loT Hub N#E#t9 %

https://armadillo.atmark-techno.com/howto/
connect_azure_iot_hub_for_aiot_g4

4142 11— —-PERULERZRELFIATS

EdgelLock SEO50 TlE1—H—HERUCBZREIT D IEHTEXRT, —ERESNLRIE. £D
FEBISUBICFHIATZIENTEDELSICRDET, 22 TEFFIE LT, 12— —#%ZFFL T openssl
cms THESLEESZEEITLTHAEXT,

F£9. ECC Oh#R prime256v] OHEZEMR UL EXT, AEHEOBRITBELLET,

[container ~1# openssl req -x509 -nodes -days 3650 -newkey ec ¥
-pkeyopt ec_paramgen curve:prime256v1l -keyout key.pem —out cert.pem

AR U2 & B2EEEAE = Edgelock SEO50 ICfREL £, keyid (& 1 M5 Ox7BFFFFFF O#iE
NHAEICHARENTWEY,
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[container ~1# se@5x setkey -f 0x10 key.pem /dev/i2c-2:0x48
[container ~1# se@5x setkey -f 0x11 cert.pem /dev/i2¢c-2:0x48

/ Secure Object ICDWTODEL WBRIFUTESRBL T I,

SEO50A/B/C/D/F APDU Specification

https://www.nxp.com/search?keyword=AN12413

Edgelock SEQS0 IC 77 ERT B &ICIEDET, D, 771
VAT LLED key.pem FEAMICDHDEHD XA, EF21UT+ £, HI
BRIZBCEZHEMHLET,

W H% Edgelock SEO50 ICRTFICEINLIcH &id. AT BERIC

V77LYAF—ZBRLET,

[container ~]#f se@5x getkey 0x10 refkey.pem /dev/i2c-2:0x48

/ V7 7LYAF—IEDOWVT
4152 V77L2YR%F—; ZZRLTILI W,

BCBREICEEFN 2 ARZFE> THESILULET, messagetxt FEED 7 7 ILZzBEBELTLE
LY

[container ~1#f openssl cms -encrypt -binary -aes256 -in message. txt ¥
-out message.enc cert.pem

UTEHLETHTID, BSLehic 7 7MILBUTOLSBRBICEDTT,

[container ~]#f cat message.enc

MIME-Version: 1.0

Content-Disposition: attachment; filename="smime.p7m”

Content-Type: application/pkcs7-mime; smime-type=enveloped-data; name="smime.p7m”
Content-Transfer—-Encoding: base64

MIIBmQYJKoZIhvcNAQcDoIIBi jCCAYYCAQIxggERoYIBDAIBAGBRoUSWCQYHK0ZI
z jOCAQNCAARdx2h5MMEEe0e7MgYHg179QPxxJvuLTOPONMINF 10V7/3AjgxE1D2XS
Figt/btA17HU9L13F6NVRFbZzNVHtxX2MBgGCSuBBRCGSD8AA jALBg LghkgBZQME
ASOwgZowgZcwazBTMQswCQYDVQQGEwJKUDEMMAoGATUECAWDT i 9BMQwwCgYDVQQH
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DANOLOExDDAKBgNVBAoMAQ4vQTEaMBgGATUEAWWRYXRtYXJ r IHR LY2hubyxpbmMC
FA2ES6jQVjVESTvIKjfD4QaM5hrLBChc/Z1uAT Ls1ox L6aPyYcaf1tns3pR41gko
sturG2/iRRj jQNbwaa2gMGwGCSqGSIb3DQEHATAABY LghkgBZAMEASOEEM L596FU
hh1Rs4sHBcqwmTyAQPyYZLgHHSr 1np9CnCxtzcRztheo@gtkC+8e LS97GPzKchpU
gWoOECWNNwyOpTRGXEJOMx+C4yW7J7Jiz/XvgDs=

EdgelLock SEO50 OF—A KL —VIcH2MEREZHFE-> TESLET,

[container ~1#f openssl cms -decrypt -in message.enc -out message.dec ¥
-inkey refkey. pem

4.1.5. fiEHHA
4151 EREETAH S hici@E X509 AHE

Edgelock SEO50 @7 5w Y a XEVICETF v TRHERICESATNLTF v TEIBREE NXP &
ZEnfc X509 SAEZRFLTVWEY, NS ORVIAEIE Armadillo-loT ¥ —ho =1 G4/
Armadillo-X2 ZBARICIT CICZDXRXDRETI SV RY—EXRED PKI ICFATEEXT, FAl
ICEZAADSINIRETEZRERHDDT. I—F—DRVCIAEZEMIT S EHARETT,

<122V, FIAEABER keyid, BOBEE. BEI SHAEIEHNTUVX
ER

R&. Armadillo-loT =k U x4 G4/Armadillo-X2 [CEEH T\
Edgelock SEO50 (& Variant C T9,

/ ERMESAASNIRETBREICOVWTEUTORF XY RN ZSRLT

SEO50 configuration
https://www.nxp.com/search?keyword=AN12436

4152 V772V RAF—

EdgelLock SEO50 (FMZEMNAIMICEE UEEA. Thid. WoTzASE% Edgelock SE050 (C&
ZRADEMERZIRETHI I ENTER HIERPE SRR IFTEE) ELWSHEKRTERINTVWET, K
BENTFTYIORIcH D, ETH DY A bOFIAERREZE T 2EAARELRSHICE. HEMICTF v
TEERHEREEVNWS ZEICR>TEFET,

MEREZIRZETHIT ENTERWERT, EDOLSICWERZFAITZIhEVWDSE, VT FLYRF—
EMEENBDHHBR T 7AITRALVLEZT, Y7 7L Y AF—EMBEOT7 A -y N TRESINXITHN
NARIBAPDOHFEMT. ZNUADBIFEEBYY I —DBERICE>TWET, VI7LYRAF—%ZT 7
AV AT LICEWTEWT, EdgelLock SEO50 ZFAT 2FICZD T 7ML ZMERDO K SITHED
&, Plug & Trust Middleware IC& %1% OpenSSL @ engine >4 7'M 7 v %o LT EdgelLock
SEO50 77 EAULEXT,

4.1.5.3. se05x-tools

se05x-tools & EdgelLock SEO50 Z*¥—XA KL —Y & UTHIBT %/HDY—ILTT, 7V hY—
777 /Hh5 Armadillo Base OS mIFICU U —XEINTWVWET, seO0bx-tools DAFETI Plug & Trust
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Middleware ZFIFHLTWE Y, /\—Y 3> 1.0.0 TIEHYR— k33 Secure Object (FIETITEESHED
HTI,

XY BIEIRESROBREIIUTDOEED TY,
se05x-tools THR—k&h 3 ECC h—7

- prime192v1, secp224r1, prime256v1, secp384r1, secpb21ri
se0bx-tools THR—k &h 3 RSA &R

- 1024bit, 2048bit, 3072bit, 4096bit

/ Secure Object ICDWTDFHLWEIRIFUTESHBL T EE W,

SEO50A/B/C/D/F APDU Specification
https://www.nxp.com/search?keyword=AN12413
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5. X277 —h

CHDETIHEFAT7 TN EEMCTEIHELCODWTHALET, £/, EF2 77— ER—Z|C
LW DO DEMITDOVWTHBNULET,

5.1. €Fa77—hEeFz—VATRIAbE

HAAHTINA ANDODHB(IRLABABEANSITONE T, H2ABEDEF 1) 74 MKV BERIZS.
WEEIEEARERFDOARNEVWOMERLE T, KBEEDI— RZASHDAETT /N1 RITHHM
AL TIRERZLEES 2DH, BITINEMLAETL & 30 loT FNNARERY NT—U LD —EX
ETF—HFDPOED ETVWEYT, BEROES{E. T—N—FN\A AOHEEFIMREDRKREHZ 2
thB 0T FINAALICHBYV TRV 7ICHBED I— RZHAAD I ETHERZEEREL TR T

LITBASNDHEENHZDTT,

X177 —NIE BEYVINI I TPDTAIIINEBEZEZRWTERY IND 7 THD T & EHEDR
ULTHhSEETINEDIETY, KBEEICL > TESNIEARERLRI—REZERTRIICRET 22 ENT
2FET, X277 —hEFz—2ATKNSZZXbN (chain of trust) ERE—KICEEINFET, Fr—
VATRSAKNER, ZFOEZDED., EEZEVWTWKEEDZ EZIELE T, LI—hATRSAKE
@inégwtﬁéhﬁﬁbﬁ%ngLi#ht%ﬁ%mibTM< ET, Bhnfc@Ec 0y iR—
IVNECH TRV RATLAZEBETEDHDICLTNET, EFXFaT77—ME, EKICY I MY
FHEIBEEICRIMTEZIETERBERICENTVWEDTY, EXa 77— MNOEEZE X TICTEIHIC
SO FEIH, EBEEFICRIESNLY 78D 2 7 THOBRERIEEINIE. Fr—VATRSANEZZRTS
TWZENTEEXT, Fle 0T TNRARETTIRY—EZADSEREIND LS BEABEEIC KRRV X
TOSFICEEINEICRDET, EETESEX2 VT EBEZBEITILHICIE. BRI DY T
D T7HDERDV ) —AYTH B BRI D ENBEICRDET, Fx—VAT X NERA
FTB5CETEIDERBRTES loT VAT LERDEZDTY,

.1 Fx—YATrS Ak

TlE. ESVWD eI —ATEFaT7T—MEEBITBZIRETLELOD, EFa2T7T7—MEEF2T74R
HAARTINA XA EZERIRT B ETRIDDATY JICTINEEMTT, LU, BATZOTHNIED
ANEICHBRBIT DI EDNDETLL S, £9. BHEROEBMIARNRETY, BEZEZTIADTE
PREICRD ET, LEEZTADIXIWVWDITTIEIARL, TBRNH > TEWIFRWD TYIEMNLRFRERR E
TX 2 FICESADRENGDE T, AVFFVRICHEMDIARX DR ETY, YVIhTT7O) ) —
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ABITIEY IR TDELNIREICERDET, 26556, YIENLGREHSEDRE. BHFRUENDE
[CEDFET, £feo ECEXTPLEINCTKDFEITH, TEHNREDOEFH., 1TV MNPEGBERICLS
BOVUR—T =23 VRBREDAVTFIYRAAANDYREILHR>TEXT, ERANMREZRTLTHSD
BAZREISDHLET,

5.2. HAB & (&

HAB (High Assurance Booting) (&. NXP "2t 2+ 2177 —hDEETT, iMX 8M Plus
D BootROM (Tld HABv4 DMEARAENE T, T 7 4L N TIIFERIRIREICH > TWEITH., —FE.
eFuse ICBHRZEZAD I ETEF 27T —MDEMICED, ZNLE. BURREO X FEEATHE
ICIZD ET, HABv4 TRET 2K TIEFRDIBERZ 7 —O—5—+1 X—JITEBMNT S Z & T BootROM
MEERICT—NO—5—OFEETVET,

- CSF (Command Sequence File). IVT (Image Vector Table)

- SRK (Super Root Key). CSF. IMG E&HeR#

CAX—=IDEL

NXP (#Z%&Y—I)L& LT CST (Code Signing Tool) #J U —ZALTWET, A¥, BEZHEERE L
RIBICEK > TRARBREENRINZIRELOTERZRY —ILEKICIEZFDEAD DAEFENEEFNE A, 7T—
NO—%—DEEMLRRICHKEL £9 ., Armadillo Base OS TIRAZI NS uboot-imx DtEF 1 77—k~
AIBTIE. Trusted Firmware-A (ATF). OP-TEE OS. Linux 1—XILA X—=IF THRIEDRICAK
DET, BRICEAITZIHMEIFIUTOEED T,

. BLEZFAOEIE X509 SEREICHIGT D

. EZI3 RSA/ECC lcind %

- RSA 1024, 2048, 3072, 4096 bits
- ECC NIST P-256, NIST P-384, NIST P-521

- BADY A Y A KMFE SHA256 D H

p7 HAB DL WMERRIIUI T ZSR U T L,

i.MX Secure Boot on HABv4 Supported Devices
https://www.nxp.com/search?keyword=AN4581
Encrypted Boot on HABv4 and CAAM Enabled Devices

https://www.nxp.com/search?keyword=AN12056

5.3. BEAREZEET S

I, EF2 7T Z2EY N YT I BHICBHEBERBIREZEEL TVWEEXT,
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5.3.1. BRTEEICDWT

ZZTHATZBLBEOBRIRUTOEED T,
®5.1 BaBE

R

A

ATDE(Atmark Techno Development Environment)

BT . 7y hY—0F70/
Armadillo ¥Y —XDRFEEESE LT VMware 1 X—J &L
TEHINET

CST(Code Signing Tool)

RMIT : NXP
HAB OEEZZTSV—ILPREEHI DYV —ILEEHET

mkswu /Sy r—3Y

BT . 7y bY—0F70/

Armadillo Base OS O 7 7 —LT 77 v 77—~ DLEH»
T#%H3 SWUpdate BO7 Y 77— N7 71 I ZEHT Y —
N ZzEaHhFEYT

build-rootfs-[VERSION].tar.gz

BT 7y hY—070/

Armadillo Base OS DIL— k7 7 ALY AT LZERT Y —
WZEaHET

Alpine Linux ZR—X L7y hN—0FT 7 /DIy 7 —I %
ZICHERICRDES

imx-boot-[VERSION].tar.gz

R 7y hN—0F70/
T—=hO—9—0DY—RA—RP, EFa2F77—rHD1X—
VEDLBAIVV TN ZEHET

baseos-[VERSION].tar.zst

BT . 7y hY—0F70/
Armadillo Base OS DIL— k771 IILY RAFLDE )L RiFEH
SAFY

70— DB DHET,

/

5.3.2. ATDE Z##{§9 3%
BRY a7 ) E2SEI/EEZ LTI,
- Armadillo-loT “— k7o 4 G4:

EILROEENGZTOEXA70—CDWTIE M5.104. EILRO7OEXR

TEEREOE Y M7 v 7 [https://manual.atmark-

techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja-2.6.0/

ch03.html#sct.setup-environment]

- Armadillo-X2:

TREBEEDO Y b7 v 7 [https://manual.atmark-techno.com/armadillo-x2/

armadillo-x2_product_manual_ja-2.6.0/ch03.html#sct.setup-environment]

533. B&Y—IJL (CST) 2#1/®3 %
NXP MEBEZY—LESYIYO—RULET
UFOYA k55 ya—RULET,

CST D&HTHR

https://www.nxp.com/search?keyword=IMX_CST_TOOL_NEW
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https://www.nxp.com/search?keyword=IMX_CST_TOOL_NEW

Armadillo-loT =k 7 = G4/Armadillo-X2 €F a2 UF 1 A K TFaF7T—hk

/ - FOYA—RIZIE NXP U hADI—HY—EFDVHBEICEDTT
- REFRKRTIE v3.4.1 ZRALE L, 2023 F 6 BRR TR

) v332 Tl 7—bO—5—DOBSEHIFBEHEEEFLADT, &
BLRIBSIEYR— M EHK LW,

V=ILERRALET,

[ATDE ~1$ tar -xaf IMX CST TOOL NEW.tgz

534. 7Yy 77— KNT7 71 ILERY —IL (mkswu) ZZEET

mkswu (& SWUpdate [CRS L7y 77— T7 70 IV 2ERT SV —ILTY, BRENZ1T7I)IL%ES
ZICATDE ZEy b7y 7L TLIEE L,

- Armadillo-loT ¥ — k7o x4 G4 THEREOtE Y N7 v 7 [https://manual.atmark-
techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja-2.6.0/
ch03.html#sct.setup-environment],

- Armadillo-X2: TR&EEEDO v k7 v 7 [https://manual.atmark-techno.com/armadillo-x2/
armadillo-x2_product_manual_ja-2.6.0/ch03.html#sct.setup-environment]

/ X217 T —MNIHIET S mkswu (F 4.0-1 BLEICRDET,

Q SWU 1 X =Y DigE1E
SWU AA=VRTTAILINRETIRBSLEShEEA, BERKIETLS T
S5NTH. 77MILTRESNTVNS EEITIFFEXBRDT SWU A X —
P\] CHBDEEBRINTRT DRAREMEDHD XTI, SWU A A—VITFE
IEEMEOHDEREEZEDHDESICIFIBITESLTEINETT,

Armadillo-loT '— kU =4 G4/Armadillo-X2 DRBEY =2 7LD &
TITORE) =FRKMEIT D& EICiE. UTOEB TR Yy &EBFEZTLIZE,

P TITF—hAA=—IZBELLLEIN? (N/y)

N=Y 3 VDEZAEIUTDOEED T,

[ATDE 1% dpkg -l mkswu
ii  mkswu 6.4-1
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5.3.5. Armadillo Base OS 1 X—3Y OEUS

EBAVPESEONRTHZ 7—hO—F—P Linux (&, 7YY= T T /DSEILRBEHA A=Y
DEHEEINTVWET, PYRY—IT 7 /DYAMDESRFAA—IZTTVO—RULTLLIRE,

Armadillo-loT — kU =1 G4/Armadillo-X2 [} Armadillo Base OS 0> 57>V DEI
RFEHINAFY

TArmadillo Base OS 7—H4 71 ZEEB LTS W,

Armadillo-loT ¥— ko =1 G4
https://armadillo.atmark-techno.com/resources/software/armadillo-iot-g4/baseos
Armadillo-X2
https://armadillo.atmark-techno.com/resources/software/armadillo-x2/baseos
Armadillo-loT '— kD =1 G4/Armadillo-X2 7—hkO—%—

7—h0O—%—Y—2X (u-bootZF); ZERBLTLEE W,

Armadillo-loT ¥— kD 1 G4
https://armadillo.atmark-techno.com/resources/software/armadillo-iot-g4/boot-loader
Armadillo-X2
https://armadillo.atmark-techno.com/resources/software/armadillo-x2/boot-loader
Armadillo-loT '— k™ =1 G4/Armadillo-X2 BEFAY—IL

TAlpine Linux L— Kk 7 7MLV AT LEILRY =)L) ZERLTLZE L,

Armadillo-loT =k 1 G4
https://armadillo.atmark-techno.com/resources/software/armadillo-iot-g4/tools
Armadillo-X2

https://armadillo.atmark-techno.com/resources/software/armadillo-x2/tools

/ AEERFSTHRUL /Ny T EUTDEED T,
- imx-boot-2020.04-at24.tar.gz
- baseos-x2-3.20.3-at.4.tar.zst

- build-rootfs-v3.20-at.4.tar.gz

Armadillo Base OS #EBHE U X9,
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[ATDE ~J$ mkdir -p baseos
[ATDE ~]$ tar xaf baseos-x2-[VERSION]. tar.zst -C baseos (1)

(1) [VERSION] [F/N\—=Y 3 Vit &> TEILLET

J—hO—5—zRELFT,

[ATDE ~]$ tar xaf imx-boot-[VERSION]. tar.gz 0

(1] [VERSION] (F/NX\—=Yavic&>TEMULET

EILRY—ILZRALE T,

[ATDE ~1$ tar xaf build-rootfs-[VERSION]. tar.gz (1)

(1] [VERSION] (FN\—Yavic&>TEMULET

53.6. BAREDT ALV MUY U —HEK
1LY N EBRO—BRBEUTOEED TT,

—— baseos

—— build-rootfs-[VERSION] @
F—— cst 3.4.1

| ——crts @

| F—— keys (3]

| —— Llinux64/bin @
—— imx-boot-[VERSION] ©
F—— mkswu (6

L secureboot @

[VERSION] lFZ#N2NnD/N\—I 3 VICL>TEILET

J7—hO—5—ICHHAACECARSEHIEEEND
BOERY —IL. EHRSNREIEEIND
EILREHEBEZY—ILHEESIND

swu fERRICFIB S %,

EILRERNEESI NS, EILRFICIEFBEVWT LI KNY

53.7. BRRZEMT B
£F2 77— hAD PKltree > TWEET, £RT2REZOIFHBEUTOEHD T,

QOO0 0
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K52 E¥aF7—NHORELAHE

name description file name

CA gR7 JL— K CA CA1_sha256_[alg]_v3_ca_crt

SRK g~ 7 Super Root Key FAD#E~RT SRKI[n]_sha256_[alg]_v3_ca_key

CSF $#~R7 CSF FHD#ERT CSF[n]_sha256_[alg]_v3_usr_key

IMG X7 AA—=—IFBHDERT IMG[n]_sha256_[alg]_v3_usr_key

SRK EERRZE CA Blc &k > TE&A Iz SRK NFE#HE SRK[n]_sha256_[alg]_v3_ca_crt
EENICEIRFE

CSF sfmRZE SRK [T & > TE& SNz CSF AFE% CSF[n]_sha256_[alg]_v3_usr_crt
SATIZEERE

IMG ZEERZE SRK lc &> TE& I IMG NFR#E%E IMGI[n]_sha256_[alg]_v3_usr_crt
SATIZEERE

< [algl: 73U XL (RSA: 1024/2048/3072/4096, ECC: prime256v1/secp384r1/
secpb21rl)

- [nN:n=1234

R E DERFEIL imx-boot-[VERSION]/secureboot.conf ICH D FT, TE

ELBDTT 4 )L NREIF ECC secpb21rl &> TWEYT, BOEE
I 315E1E 75.10.1. secureboot.conf DFREAE =SRBULTLIEE L,

53.7.1. ERRDER

ERICEBGEEZERLTWEEXT, T TIIEEED CA SIBEEAFAETIICEBEZERLET, UTD
ANV RZEEITLTLIEE L,

[ATDE ~1$ ./imx-boot-[VERSION]/secureboot.sh init_srk

WMEBRDINAT—RZRDOENBZDTAALTLLLE N,

Passphrase used for key generation (will be written in plain text on filesystem)

TERLIEE W,

/ CST DEMDIBERIE cst WD docs T« L7 hUIc3H % CST_UG.pdf %=

53.7.2. £ ENcERROHER

T7ANNDBENEDHTERIER SN EZERULTLILEE W, UTRTT7AINERETH S ECC
secpb21rl DRZEER U ICZEEDRERICKED XTI,

cst-3.3.1
F— crts
| F—— CA1 _sha256 secp521r1 v3 ca crt.der
| —— CA1 sha256 secp521r1 v3 ca crt.pem
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F—— CSF1 1 sha256 secp521r1 v3 usr crt.
—— CSF1 1 sha256 secp521r1 v3 usr crt.
—— CSF2 1 sha256 secp521r1 v3 usr crt.
—— CSF2 1 sha256 secp521r1 v3 usr crt.
—— CSF3 1 sha256 secp521r1 v3 usr crt.
—— CSF3 1 sha256 secp521r1 v3 usr crt.
—— CSF4 1 sha256 secp521r1 v3 usr crt.
—— CSF4 1 sha256 secp521r1 v3 usr crt.
F—— IMG1 1 sha256 secp521r1 v3 usr crt.
F—— IMG1 1 sha256 secp521r1 v3 usr crt.
F—— IMG2 1 sha256 secp521r1 v3 usr crt.
F—— IMG2 1 sha256 secp521r1 v3 usr crt.
F—— IMG3 1 sha256 secp521r1 v3 usr crt.
—— IMG3 1 sha256 secp521r1 v3 usr crt.
F—— IMG4 1 sha256 secp521r1 v3 usr crt.
—— IMG4 1 sha256 secp521r1 v3 usr crt.

—— SRK1 sha256 secp521r1 v3 ca crt.de
F—— SRK1 sha256 secp521r1 v3 ca crt.pe
—— SRK2 sha256 secpb521r1 v3 ca crt.de
F—— SRK2 sha256 secp521r1 v3 ca crt.pe
—— SRK3 sha256 secpb21r1 v3 ca crt.de
—— SRK3 sha256 secp521r1 v3 ca crt.pe
—— SRK4 sha256 secpb521r1 v3 ca crt.de
—— SRK4 sha256 secp521r1 v3 ca crt.pe

L—— keys

—— CA1 _sha256 secp521r1_v3 ca key. der

—— CA1 sha256 secp521r1 v3 ca key. pem

F—— CSF1 1 sha256 secp521r1 v3 usr_key.
F—— CSF1 1 sha256 secp521r1 v3 usr_ key.
F—— CSF2 1 sha256 secp521r1 v3 usr_key.
F—— CSF2 1 sha256 secp521r1 v3 usr_ key.
—— CSF3 1 sha256 secp521r1 v3 usr_key.
—— CSF3 1 sha256 secp521r1 v3 usr key.
—— CSF4 1 sha256 secp521r1 v3 usr_key.
—— CSF4 1 sha256 secp521r1 v3 usr key.
IMG1 1 sha?56 secpb521r1 v3 usr key.
IMG1 1 sha256 secp521r1 v3 usr key.
IMG2 1 sha256 secpb521r1 v3 usr key.
IMG2 1 sha256 secp521r1 v3 usr key.
IMG3 1 sha256 secp521r1 v3 usr_key.
IMG3 1 sha256 secp521r1 v3 usr key.
IMG4 1 sha256 secp521r1 v3 usr_key.
IMG4 1 sha256 secp521r1 v3 usr key.
—— SRK1 sha256 secp521r1 v3 ca key. der
F—— SRK1 sha256 secp521r1 v3 ca key. pem
—— SRK2 sha256 secp521r1 v3 ca key. der
—— SRK2 sha256 secp521r1 v3 ca key. pem
—— SRK3 sha256 secp521r1 v3 ca key. der
—— SRK3 sha256 secp521r1 v3 ca key. pem
—— SRK4 sha256 secp521r1 v3 ca key.der
L—— SRK4 sha256 secpb521r1 v3 ca key.pem

TTTTTTTT

der
pem
der
pem
der
pem
der
pem
der
pem
der
pem
der
pem
der
pem
r
m
r
m
r
m
r
m

der
pem
der
pem
der
pem
der
pem
der
pem
der
pem
der
pem
der
pem
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AR UICRIESRBFAISZDHDTY, BhIc< W EFa7AML—
JIEAE-L TR ZHKEBDHLET,

BOEHIIEHEYZF > TITo>TLEEW, EZSHAEROAFAT S
. ERFICHAT 2RBEEWNDITD, o, BIIEHNICERNINLET
T UTESEICLTLLIEE W,

BlueKrypt Cryptographic Key Length Recommendation

https://www.keylength.com/

53.7.3. BD/\v ¥ 1{EDHER

RIS, ROOAYY REETUTRED/N\NY V1 EZERLU T, BREZIZEZTEVWTTIL,
BIFETINA R ET efuse ZEZLLBRICHALET,

[ATDE ~J$ ./imx-boot-[VERSION]/secureboot.sh print_srk_fuse

BLTO&LSICERREINET, BLETHT/I\Y Y 2 BREBESNEERBEBICRLGDET, COXEFIAB
LBEWTLIEEW,

Use the following commands in uboot to set root key hash in OTP:
fuse prog -y 6 0 0xCO4FA990 0x6C4BCFCC 0x90DAC78E 0x6C6CED49
fuse prog -y 7 0 0x535C7B3E 0x2695B4D4 0x9B3D0O28E Ox9FF5EFFB
fuse prog -y 0 0 0x200

For testing it is possible to temporarily override fuses instead,
but this only validates the last part of the boot:

fuse override 6 0 0xCO4FA990 0x6C4BCFCC 0x90DAC78E 0x6C6CED49
fuse override 7 0 0x535C7B3E 0x2695B4D4 0x9B3D028E 0Ox9FF5EFFB

BET, EEMEERDD £,
5.4. ¥ 177 — MEREDZER

ERICEY NPy TIBHIICEF 27 T—hDA T3 VICDWTHAL T,

X177 NEFRITEZEICES>T, EFXFa2a 77— MNDODFz—VATRNTARNER—RE UIRA
BHEgEE ANSND &SI D EFT, Armadillo-loT "— ko = G4/Armadillo-X2 & Armadillo Base
OS ZzFIFT 32T UTDESBEF2 VT #EEEEIRITZIENTEEXFT, EFXFa VT DEH
[cEDhETHREZEIRL TS,
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X177 —h

& 53 X277 — b DiRERRE

i

Bz

HRShaHR

X2 77—~ (BEX)
55 X2 77—hDEYNFZY )

7— kO—%—& Linux kernel DZ4
i

J—hO—%—¢& Linux Kernel ORER
ZRETBIENTEET, £, B
ZEFORIEICE>T, EEY 7 hY
FDHDOERBEEBFISEDIENTEX
3_0

AL —=YOrESt
56. ANL—Y DSty N7 v
7

EFXa177—h
+70Ov o FTINA ADEES1E

T7AIUMDT Iy aXEYICRESN
TWBHERBESKICE>T 77101

RESNEXI, BERF IV —23

VP TFT=IRERTFAILELTRES
ndn7T, £5W\Wo77AILICER
BENEENDT—ATOEANEZS
UEED

Q 7—hA—5—DESEICEL TENLULTED XA

. t*XxarF 7/ —hDtEY NPV
CITREEF2T7T—NEEMCTZHAEZHRALET,
5.5.1. uboot-imx Ot F 1 77— N DEEMLE

tF 17T —hDEEF uboot-imx DAHA RICEML TWET, FUWMEHRIERUTZSRL TS
Wo BIGUIY—AYU—RICRF2 XY IDHDET,

i.MX8M, i.MX8MM Secure Boot guide using HABv4

imx-boot-[VERSION]/uboot-imx/doc/imx/habv4/guides/mx8m_secure_boot.txt

X2 77—bDO70—F 5.103. EFa2a77—rD 70—,
T<LrEawn,

=ZRU

= AX=IDFHELWITA—T Y NERBRELICDOWVWTIE 5.10.2. BZEHT

A—I L BRI
ZYITF—RNOT7O—DFMICDOWTIE

HESRBRLTLLEE W,

F—ho70—; Z2B LTSI,

552. vy k7 v 7DiFNn

tFa1 77 -hOEYNFYTORNEEUTOEED T,

PC LD
ERIZER

'5.105. 77 —L0xT77v7
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1. 53 ELREZEEIT 2,

2. 537 FBRREENT 3.

EILR

3. T553. E&FEHT—hO—5—DERL

4. 554 BZEH Linux H—FIL1 X—I DIYER,

5. 555 IL=hT77AMINI AT LDEILR,

6. 556. EFfa77—rty 7Yy 7HSD 7—h71 X DIER
Armadillo-loT ¥'— kU =1 G4/Armadillo-X2 D%

8. T15.7. Armadillo-loT & — k7 =4 G4/Armadillo-X2 ED1E%,
9. 574 77—LUxT7DEERAHZIEILHB,

10. '59. €Yy N7 Y TRETHRDT v 77— b DERICDOWT,

EILROLEMNZZ7O0EA70—c2W Tk 5.104. EJLRo 7O X
ﬁ7 70— KRMBHET,

5.5.3. ERFH T —hO—5—D1ERK
UTFoavy Rtc7—hO—4%—%EILRL, ZOT—FhO—5—ICBZEMMULET,

[ATDE ~1$ cd imx-boot-[VERSION]
[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh imxboot

EILRBRICUTOAX—=IDMESNNIFRINTY .

[ATDE ~/imx-boot-[VERSION]]$ Ls ../secureboot
secureboot/imx-boot armadillo x2.signed

imx-boot_armadillo_x2.signed |& SRK OEx2R—RNICIEFBETEZ
Bho RO TEZTRAFTHBVWKSZFEFELEET L,

5.5.4. BZEH Linux H—RIL1 A —I DIERR
secureboot.conf ZHAEREICEDLETEHRL TLEXT,

[ATDE ~J$ vi imx-boot-[VERSION]/secureboot. conf
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Linux A—RILETNARY V=T OTHH 2GSRI DLSICERELFT,

LINUX IMAGE="$SCRIPT DIR/../baseos/boot/Image”
LINUX DTB="$SCRIPT DIR/../baseos/boot/armadillo iotg g4.dtb”

HBEDFMICcDOWVWTIE T5.10.1. secureboot.conf DERTEAE, =S
LT<Ealy,

B&IC, Linux A—XRILAX—I%EDFET,

[ATDE ~J$ cd imx-boot-[VERSION]
[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh Llinux

EILRBICUTOA X—=IDB NIRRT

[ATDE ~/imx-boot-[VERSION]]$ Lls ../secureboot
Image. signed

555. L= 7 7AW RTLDEILR

T W—hr T 7MY RT LAICHEBFADTcHIC, BRSN Linux A—XILDA X—=I%ZEIL R
DIY—=RT« LI MIICEEELET,

[ATDE ~J$ cp secureboot/Image. signed build-rootfs-[VERSION]/ax2/resources/boot/Image

HARAL T 7 A IILDEFNEID DT, RICI—MT 7MY AT LZEILRULET,

[ATDE ~1$ cd build-rootfs-[VERSION]
[ATDE ~/build-rootfs—[VERSION]]$ . /build rootfs. sh

UTO77A4IUDBNIEIN—RT 7V RFTLOEI RIFEIHILTWEY, UTERFEIBZOT, 77
AINBREFIN=Y3yPRMICE>TEILULET,

[ATDE ~/build-rootfs-[VERSION]]$ Ls
baseos—-[VERSION]. [DATE]. tar. zst

556. t*xa77—bEeyv Py 7R SD 7—kF 0 XU DIERK
SD 7— R T 21 DA XA —IEED FT,

[ATDE ~/bui ld-rootfs-[VERSION]I$ sudo ./build image. sh
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UTD7 74BN TETCVWNIEEINTY,, 77MIICEEFNDEMPNN—Y 3 VEEELLET,

[ATDE ~/bui ld-rootfs-[VERSIONI]$ Ls
baseos-[VERSION]. [DATE]. img

RiT, LEOREAA—I%ZHE>TSD T—hTHRIEBERAHETSICDHDT 4 AT A A—I &R
LET,

T o R A A=YV DIERKITIE. xxhash & btrfs-progs "AETY, LTIV RERTLTA Y
AR=ILLTLEE W,

[ATDE ~/build-rootfs-[VERSION]]$ sudo apt install xxhash btrfs-progs

TARATARXA—=IDERMIE. ERDREA XA —IERRICER LAY Y REFE> T3 HEEZD
& THEETT, —installer ICIZLEEDEE A A —IEIBELZX T, —boot ICIFERLIcT—bO—%—
HIBELEY,

[ATDE ~/build-rootfs-[VERSION]]$ sudo ./build image.sh ¥
—-installer baseos—-[VERSION]. [DATE]. img ¥
—-boot ../secureboot/imx-boot armadillo x2.signed

LTD7 74D TETCWNIERIITY, 777 ILICEENZHEMNPNN=Y 3V EEKLULET,

[ATDE ~/bui ld-rootfs-[VERSION]]$ Ls
baseos-[VERSION]. [DATE]-installer. img

FETHERUESD 7—h A X—Y%, BRI 27IL%E2SZICLTSD H—RICEZAATLIEE W,

- Armadillo-loT 5=k x4 G4: T7—k7« X7 DIERKL [https://manual.atmark-techno.com/
armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja-2.6.0/ch06.html#sct.make-
bootdisk],

- Armadillo-X2: "7 — k7«4 X7 DERK [https://manual.atmark-techno.com/armadillo-x2/
armadillo-x2_product_manual_ja-2.6.0/ch06.html#sct.make-bootdisk],

SD 7—KHE®D SD A— RDOEFEI KD > 725, ROSIEERIC T5.7. Armadillo-loT — ko =1
G4/Armadillo-X2 EDEZE, #1TWE T,

56. ANL—YDES{EOEY NPV
CITRAML—YZBSLTHAEZHALEY,
5.6.1. REMLRDOBIE
Armadiilo Base OS Tl&. A~ L —YDIESEIC LUKS2 (Linux Unified Key Setup) =AU % U
oo CAAM ZRHWEHESH D FIH. CAAM [F AES XTS E—RZH/R—KULTH 59, AES CBC/

ECB E—RODHFR—LINTWVNET, /T A =T ZIHMBIKICELD T, CAAM ZF|FEE T LUKS2
T ARM Cryptographicextension ZFf|JHL TWX 9,
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LUKS2 Ic 5z %15 CAAM O Black key #Aific & > TIRE SN E T, Black key (&7/V1 XEH
DREFBULTI77AINEBETZIENTEET, TN ABEEFORERZFAEALTVWSD T, Black
key ZRIOR—KcaAE—UTH, BEFEITZZ&EFTEL A, Black key %= 7 JLEEETHIAT 2
fedlcid, X277 —MDBRREATT,

Armadillo Base OS TIldXA ML —Y D 2 DOEBOES{LEYR—NUET,

1. Z7UT—ya3vaRETDZAVTFDI7AILY AT A
2. Armadioo Base OS DIL—cT7 7AILV AT I

build-rootfs ®X 2 YU 7k (build_image.sh) Tl&. 1 (USERFS) n* 1+2 (ALL) DFREMIFRETI

X2 77—bD70—F '5.103. EFa2a77—bD70O—, ESRL
TLIEE W,

= AX=IDFELWITA—T Y NEEBRELICDOWTIE T5.10.2. BZEHT
A=Y EEREL) Z=BLTLLESIW,

Py I7TF—hDOT7O—0DOFMIcOWTIE 5105 77—LOxz77v 7
F—ho70O—; 2B LTLLEEV,

56.2. v 7 v 7DFin
AML=YBEOEYy k7Y T7ORNEBATOEEDTY,
PC Lo{Ez
E SR
1. 5.3 ERRBZHEET B,
2. "5.3.7. BRABEEERT 3,
EILR
3. 1563 . B&FHAT7—~O—5—DERL
4. 564 A~ L—YBESEMIGDELFEH Linux I—RILA X — DIERL
5. 665 L—hT77AMIWNIRATLDEILR,
6. 5.6.6. ANL—YBESERIEOEF2 77—y NPy THSD 7—KT 1 X7 DER,
Armadillo-loT 4'— k7 £« G4/Armadillo-X2 EDE%
8. T5.7. Armadillo-loT &— kU = G4/Armadillo-X2 ED1EZ,
9. 574 77—L0z7DEZRAHZIFLHB,

10. 169. By NP YTRTRDTZ Y 77— NDERBICDWT
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EILRO2ENATOEX70—ICDWVWTE 5104 EILROTEEXR
70— K@D BDET,

5.6.3. EREFH T —hO—5—D1ERK
LTFoIYv Y RT7—hO—4%—%EILRL, ZOT—rO—5—ICBZEMMULET,

[ATDE ~1$ cd imx-boot-[VERSION]
[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh imxboot

EILRBRICUTOAX—=IDMESNNIFHINTY .

[ATDE ~/imx-boot-[VERSION]]$ Ls ../secureboot
secureboot/imx-boot armadillo x2.signed

imx-boot_armadillo_x2.signed & SRK OE&x2/R—RNICIEFIBETEF
Bho RO TEZTAFHRVLSTERELLE IV,

56.4. A b L—IBESLRIGDERFH Linux A—FILA X—J DIERK
9. initrd BOL— R 7 7 ALY RFLEEILRUET,

[ATDE ~]$ cd build-rootfs-[VERSION]
[ATDE ~/build-rootfs—[VERSION]]$ . /build rootfs. sh

UTo7 74D NIEIN—K T 7AILVRTLADOEI RIZERILTWET, UTIEREFAILBZDT, 77
AINBREFIN=YgayPEHMICE>TEILET,

[ATDE ~/bui ld-rootfs-[VERSION]]1$ Ls
baseos-[VERSION]. [DATE]. tar. zst

RIC, initrd DFERRLE T, A ML —IYBESLITHIGT BlcodiciE. BED Armadillo Base OS ICi
BV, BERBREDEREETSLHD initrd MREICHDET,

[ATDE ~/bui ld-rootfs—[VERSION]I]$ sudo ./build_initrd.sh --lock

build-rootfs /\—3 3> 3.19-at.2 LIETIX —-lock ZESHBEICID
initrd TLUTOHIENAAD £9 ¢
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. IT7—OHFEIT shell ZRE UL RL,
- eMMC LA TIEREITER L,
EE b TN TWS rootfs LA TIFIEEI TE AR,
SD A—RBRETHESHBAICOY I ETICEILRLTLIEZ W,

LTDO77A4IH&BNE initrd DEILRIZEIHL TWERT, UATRBBDOT, 77 AILEREF/IN—
YarvPAMICE>TELLET,

[ATDE ~/build-rootfs-[VERSION]]$ Ls
initrd-baseos-[VERSION]. [DATE]. zst

RIT. secureboot.conf ZRAFKREICELETEHRLTVWEXT,

[ATDE ~J$ vi imx-boot-[VERSION]/secureboot. conf

Linux A—RILETNARY ) =T OTHH 2G5SRI DLSICERELFT,

LINUX IMAGE="$SCRIPT DIR/../baseos/boot/Image”
LINUX DTB="$SCRIPT DIR/../baseos/boot/armadillo iotg g4.dtb”

FRRETES o initrd Z8RITHELSICREZEELE T,

LINUX INITRD="$SCRIPT DIR/../build-rootfs—[VERSION]/initrd-baseos-[VERSION]. [DATE]. zst”

HEDFMICcDOWVWTIE T5.10.1. secureboot.conf DEXRTEHE, =S
LT<Ealy,

BEIC, Linux I—XRILAMAXA=I%ZED XY,

[ATDE ~1$ cd imx-boot-[VERSION]
[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh Llinux

EILRBICUTOA A —IDEHFSNTONIERIITY,

[ATDE ~/imx-boot-[VERSION]]$ Lls ../secureboot
Image. signed

SD 7— NAADBAFERH Linux N—RILA X—IHHITHERT 2D T, ZRERRITBRHICA ML —
VRBIERIEOBLFH Linux H—RLDAA—VZEEBELTHEET,
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[ATDE ~/imx-boot-[VERSION]]$ mv ../secureboot/Image.signed ../secureboot/Image. signed-locked

565. —hT7 7MY RATLDEILR
L—=hZ77AILYRFLEEILRUET,

[ATDE ~1$ cd ~/build-rootfs-[VERSION]
[ATDE ~/build-rootfs-[VERSION]]$ . /build rootfs. sh

UTO77A4IDBNIEIN—RT 7MLV RTLOEI RIFEIHILTWES, UTERFIBZOT, 77
ANBREFIN=VUg3yPRMICE>TEILULET,

[ATDE ~/build-rootfs-[VERSIONII$ Ls
baseos-[VERSION]. [DATE]. tar. zst

5.6.6. ANL—YBES{ERHEOEFXF 17 T—rEY NPy T7HSD 7—rF1 X
7 DYERK

secureboot.cnf ZIREL X9,

[ATDE ~/build-rootfs-[VERSION]]$ vi ../imx-boot-[VERSION]/secureboot. conf

LINUX_INITRD=""

SD 7—KrHE® Linux H—XILEERLZX T,

[ATDE ~/build-rootfs-[VERSION]]$ cd ~/imx-boot-[VERSION]
[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh Llinux

EILRBICUTOA A —IDEFSNTONIERINITY,

[ATDE ~/imx-boot-[VERSION]]$ Lls ../secureboot
Image. signed

SD 7—KHE®D Linux h—XILDA A=V %EEBELET,

[ATDE ~/imx-boot-[VERSION]]$ cd
[ATDE ~]$ mkdir -p build-rootfs-[VERSION]/ax2/image installer/boot
[ATDE ~1$ cp secureboot/Image. signed build-rootfs-[VERSION]/ax2/image installer/boot/Image

SD 7—hS2cHDEEA A—IZED XY,

41




Armadillo-loT "=k 7 = G4/Armadillo-X2 EF a2 U F 1 A K TFaF7T—hk

[ATDE ~]$ cd build-rootfs-[VERSION]
[ATDE ~/bui ld-rootfs-[VERSION]I$ sudo ./build image. sh

UTD7 74NN TETVWNIERINTT . 77 MILICEEFNZBEMPN=I 3 VEBELLET,

[ATDE ~/bui ld-rootfs-[VERSION]]I$ Ls
baseos-[VERSION]. [DATE]. img

Ric, LEDEEA X —V%ZE>T SD T THEESAHZTILODT 4 AT A X—I%Z R
LET,

T A RTA A=Y DERITIZ. xxhash & btrfs-progs A ETY, UTOIVY REERITLTA Y
AR=ILLTLIZE LN,

[ATDE ~/build-rootfs-[VERSION]]$ sudo apt install xxhash btrfs-progs

TARAITARXA=IDERIE. ERDREA XA —IERRFICER LAY Y REE> T3 HEEZD
& THEETT . —installer IClF EEEDEEIA A —IEIBELE T, —-boot [CIFERLIET—hO—4%—
HIELED,

[ATDE ~/build-rootfs-[VERSION]]$ sudo ./build image.sh ¥
--encrypt all ¥

——installer baseos—[VERSION]. [DATE]. img ¥

--boot ../secureboot/imx-boot armadillo x2.signed ¥
—-boot-linux ../secureboot/Image. signed-Llocked

/ AML—YDOBES{bZITOHHEIF 2 @D EIRAIETI,
—encrypt A 7> 3>
. userfs : 77U — g VB

call: 77V —2 3 vl s Linux rootfs 81

UTDT7 74P TETCVWNIIEINTY, 77 IICEEFNZHMPNN—Y 3 VEEHLLEXT,

[ATDE ~/bui ld-rootfs-[VERSIONI]$ Ls
baseos-[VERSION]. [DATE]-installer. img

FRETHEBLE SD T—h X—=Y%&, WENZ2T7I)LZSEICLTSD A—RICEZTAATLIRE,

- Armadillo-loT &=k x4 G4: T7—k7F« XU DIERKL [https://manual.atmark-techno.com/
armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja-2.6.0/ch06.html#sct.make-
bootdisk],
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- Armadillo-X2: "7 — k7«4 X7 DER [https://manual.atmark-techno.com/armadillo-x2/
armadillo-x2_product_manual_ja-2.6.0/ch06.html#sct.make-bootdisk]

SD 7—KhHE® SD 1— ROERI D -5, KOS IFEBIC 15.7. Armadillo-loT &=k 1
G4/Armadillo-X2 LD, #1TWX T,

5.7. Armadillo-loT *— bk 7 =1 G4/Armadillo-X2 ED{EX

LUTRMEEDTRNTY, EXxa77—bh BStEXxa77—r ANL—YDOBE{LTHBOEE
[CiZh X9,

1. 75.7.1. Armadillo-loT '— ko =4 G4/Armadillo-X2 D%
2. 5.7.2.SRK/\v Y1 DEZAM
3. 574 77—L0zT7DEZRAHZIFLHB,
7y 77— NMLBICE > TEBNICEY 7y IDBMThNET,
5.7.1. Armadillo-loT &— kU =4 G4/Armadillo-X2 D *EfE
Armadillo loT G4/Armadillo-X2 OEIRZK AT BHIIC U TDOEEZIT> TS L,
- CONI(SD 1% —T7 2 —R)ICfE>72 SD h—RZHEATS
- JPT Vv =% 3—KSD 7—HMCHRE)LET,

. minicom REDVVFZILEEY 7 N7z 7= EELT. TN\ ARNZZTHITEND LS
lCLTHENTLEEL,

572. SRK/\Y ¥ 1 DEZERAH

EBREBRATDIETCICUATDLSIC uboot S FNyTHAZThFET, FORICYYT7ILEEY 7
ROz 7 ECASHOF—ZFU T, uboot ® 7OV T RICA->TLEE L,

Hit any key to stop autoboot: 2
u-boot=>

\JE;?
(SD h—RZEULIcEFR. JP1 23— M) TERZY > TERARICEH

/ uboot 7O Y 7 hANDEBRICEICEDLENSTZBEIE. TDFEEDIRT
HITUTTE W,

X1 T7T—hEEMCTTZEHITIE. iMX 8M Plus @ eFuse IC SRK D/\v Y 2 BEZEL BHEN
HDERT, iMX 8M Plus @ OCOTP (On-chip One-Time Programmable Element Controller) @ L
VZAIBRBATEZIAD Z EICRDETF, uboot-imx (Cld OCOTPA NDF7 VA %#4T> fuse IV¥ VR
NHHFET,

BUTFIEFIEDIE U &ICHTE Tz secureboot.sh print_srk_fuse OfERTYT, HL ETHERDT/I\Y
YV AEIREBEINERBICERDEFT, TOFXFXAALABVWTLES W,
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u-boot=> fuse prog -y 6 0 0xC04FA990 0x6C4BCFCC 0x90DAC78E 0x6C6CED49
u-boot=> fuse prog -y 7 0 0x535C7B3E 0x2695B4D4 0x9B3D028E 0Ox9FFS5EFFB
u-boot=> fuse prog -y 0 0 0x200

eFuse & OTP RO T—EEA{TS> LRI TEE A, FEUTEE
LT<Ealy,

Q INY Y a{BIXERSINCEBICCERDET, FIOEZZFDEEFENZL
TTFEL\,

RIS, INTTOEIL REEPEE LOFEZBEICHER T 57cHic. HAB DREBZHER LTI, X
DATv T THB close WBZTSEFa27T—MIHIGLLT7—LT 7 TUNEETERLLR
DEI, £IZ. close WEEINTWERWRETREF 277 — NORENZVDOT, FEOBTNLPT
<IBEDFET,

XY, BEBULET,

u-boot=> reset

uboot D7AY T K TUTOAVY RTHERL TSV, UTRIEBRKOOTICRDET,

u-boot=> hab status
Secure boot disabled

HAB Configuration: 0xf0, HAB State: 0x66
No HAB Events Found! @

(1) HAB Events WNEEWZ & ZEZRL TS W,

EERDOZERUTOLSBATICREDET,

u-boot=> hab status
Secure boot disabled
HAB Configuration: 0xf0, HAB State: 0x66
————————— HAB Event 1

event data:
Oxdb 0x00 0x08 0x45 0x33 0x11 Oxcf 0x00

STS
RSN

HAB_FAILURE (0x33)
HAB_INV_CSF (0x11)
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————————— HAB Event 2

CTX = HAB_CTX_CSF (@xCF)
ENG = HAB_ENG_ANY (0x00)

FENRELCHS

[RIBMERREET> TWBT —ATIRMEEARBICAI L S DREIENSH B E]
BEENHD £, OV TSETOEERNBTZREL TLET W, BET 1
VIRETRIUEEZEDRL TWET —ATIRBERFREELBWITTYT
M. BAEREBEOENDOHICI I TFIvI TR E=REHLET,

5.7.3. close I8

SRK/\Y Y2 HEWRITTIIERERICKAKRL THEEBEAFIFHKESINE T, close LIBETS
ETCELRERICKHT D ERFICKHITDLSICKEDET,

/

HRIT7 T —XRETEXF 27T NUIBEERIT 255, D close &
BEIAXYTITBEEZTEHEEZEFHULET,

i.MX 8M plus AIcdh B SNVS (Secure Non-Volatile Storage) TFIFES
ns#Ed. close WEZ ULGWETANHDEMEDNEX T, TANHD
RBIEST/INA ABTHBERZOH, ZOEETIIBHEICESTTETCLEFWVE
9, close MWBZTS2ET. TN\ARICEEREZFIHIBHLSICKED
F9,

close SLBFLUTD AV Y RT efuse £EZ AL T ETITVWET,

u-boot=> fuse prog -y 1 3 0x2000000

X1 7T IHTREETHEHZHERLEFT, U-Boot ZHEEL T, $5—E U-Boot 07OV~

MZADZEY,

u-boot=> reset

U-Boot 7Y 7R ETUTOOYY RZEITLET,

u-boot=> hab status
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Secure boot enabled ‘)

HAB Configuration: Oxcc, HAB State: 0x99
No HAB Events Found! @

(1) TXa7T7—Kd enabled ICBR>TWB I EEZERLTLEE L,
(2) HAB Events hMEWZ & Z2EB L TLIEE W,

5.74. 77 =LV 7 DEEAHZIELH S
Ric, Py 7TF—MEEERUSHBIOICUEY FLET, SHROFERLTHBNICTONET,

u-boot=> reset

UToOrhRRENiS. BRNMASTRET JP1 Iy /—%223—KSD 7—hCERE) &
BRLUTLIEE W,

Finished writing mmc. powering off now
[ 36.772661] imx2-wdt 30280000.watchdog: Device shutdown: Expect reboot!
[ 36.779641] reboot: Power down

BAEMIC Linux OOV Y 7OV T MPIRRTELSEERBTET T,
- BIENFE L TEENTU ULISBEIE T5.7.5. EENPRI LIS 28BLTLEEN
- BERKOTA Y TOVY T PRI TERLS 5.8, BFRER) AT REW

Y IFE—RNOT7O—OFMIcDOWTIE 5,105 77—L9xTF7T7vT
F—ho70O—; Z2BLTLIEE,

B.7.5. fFELFETLIHS
Fbi—. BRI E TEENFIIL T L E > B BICERERT SEBHECOVNTHHALET,

x93 BBREV-SCIRET 15.7.1. Armadillo-loT &'— kU =+ G4/Armadillo-X2 D¥EfE,  HYiER
TNTWRZEEERLTLESIV, ZOS5XT, WRICH U TUTOEEZT> TLIEE W,

- SRK/N\wW Y22 ZVWTWRWESIE., 5.72.SRK/N\Y Y1 DEEAMH NOEEEZPLPHELET
. close ILIBAZZT L TWAEWESIE. SRK ANV Y 1DEZFAAEZAFYy ILTLEEW

T 7—ALAVITDEZRAHADTET UL TVWREWESIE. SRK/N\Y Y 1DEZFIAHE close EZE X
Fyv7UET, EEMAFIEE U TR, ERZHRAULER (EWeWEHE) ICERMA - IIREE
TJIP1 I+ yX—Dya—hE@BBRLULT. WENTETITE20E2F > TLEITWV

BIEMICIIE N> TES, ROEEERICEA TS EE L,
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5.8. EJH’EEE%?S\

ES{EDERIN U feh & S hhid. AmmebTGMAmmeXZLTMT@J?/F%

Sl TWEd,

55.23.1 .<;( f\ L/"_ S §%}1k:c2){ﬁfle»
ANL—YD
RITITDIETHERTEET, TYPE Hcrypt &> TWB/IX\—FT 1 ¥ 3 VUHEE
[armadillo "] # Llsblk
NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINTS
mmcb Lk2 179:0 0 14.8G 0 disk
|-mmcblk2p1  179:1 0 301M 0 part
| “-rootfs @ 253:0 0 300M O crypt /live/rootfs
|-mmcblk2p2  179:2 0 301M 0 part
|-mmcblk2p3  179:3 0 50M 0 part
| ~-mmcblk2p3 253:1 0 49M 0 crypt /var/log
|-mmcblk2p4  179:4 0 200M O part
| ~-mmcblk2p4 253:2 0 199M O crypt /opt/firmware
“-mmcbLlk2p5  179:5 0 114G 0 part
“-mmcb Lk2p5 253:3 0 14G 0 crypt /var/tmp
/var/app/vo lumes
/var/app/rol Lback/volumes
/var/lib/containers/storage readonly

ES.ES.ZZ.'tZzﬁ:.:L :7 r‘CZ){EEnu»

Linux A—XRILDZE ENB T EHBERLTLIEE W,
uboot-imx @AY Y RT HAB ODREZMERIT D ENTEEXT,

Linux L& E CIEEREFHO Y

Linux 1—XILETIZE NS HBWVNGE.

: (E8)

Booting from mmc ...

it Checking Image at 40480000 ...
Unknown image format!
53522 bytes read in 22 ms (2.3 MiB/s)

Authenticate image from DDR location 0x40480000. .

Secure boot enabled "

HAB Configuration: Oxcc, HAB State: 0x99

No HAB Events Found! @
it# Flattened Device Tree blob at 45000000
Booting using the fdt blob at 0x45000000

Starting kernel ...
1 (H8g)

Using Device Tree in place at 0000000045000000, end 0000000045010111

Q@ EFXaFT7-IPEWBBRICKRREINET
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O BEANABVERRAIRY MIARRINFTA
J—hO—%—ICRENH ZHESOREO Y

1 (&B8)

spl: ERROR: image authentication unsuccessful
fit ERROR ##i#f Please RESET the board #ii#t

1 (&8)

Linux A—XILA X =Y ICEENH BI5Ea DRSO

D (&8)

Authenticate image from DDR location 0x40480000. ..
bad magic magic=0x14 length=0xal version=0x0

bad length magic=0x14 length=0xal version=0x0

bad version magic=0x14 length=0xal version=0x0
Error: Invalid IVT structure

Allowed IVT structure:

IVT HDR = Qx4X2000D1

IVT ENTRY = QxXXXXXXXX

IVT RSV1 = 0x0

IVT DCD = 0x0

IVT BOOT DATA = OxXXXXXXXX

IVT SELF = QxXXXXXXXX

IVT CSF = QxXXXXXXXX

IVT RSV2 = 0x0

Authenticate Image Fail, Please check ‘)
: (BB8)

Q@ FERCEKBUTWET
u-boot ¥ K® hab_status

REN R WES

u-boot=> hab status
Secure boot enabled

HAB Configuration: Oxcc, HAB State: 0x99
No HAB Events Found!

Linux A—XIA X—Y DEZEZTHRENH D5HE

u-boot=> hab status
Secure boot disabled

HAB Configuration: 0xf0, HAB State: 0x66

————————— HAB Event 1
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event data:
0xdb 0x00 0x14 0x45 0x33 0x0c 0xad 0x00
0x00 0x00 0x00 0x00 0x40 0x1f Oxdd 0xc0
0x00 0x00 0x00 0x20

STS = HAB_FAILURE (0x33)

RSN = HAB_INV_ASSERTION (@x0C)
CTX = HAB_CTX_ASSERT (0xAQ)
ENG = HAB_ENG_ANY (0x00)

5O. Yy NPy IRETRODFZ Y ITF—MNDERICDWT

AVTFFROTZ TV T =307y 77— NEty N7y 7 EEBREBL, & IKHEBNIGE U
TEEEBDDAETCTZY7T—MDARETY, @RV 2 7ILESEICLTIIEEW,
- Armadillo-loT ¥— ko 4 G4: TSWU « >~ X k—JL [https://manual.atmark-techno.com/
armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja-2.6.0/ch06.html#sct.install-swu-
with-abos-web]

- Armadillo-X2: TSWU -« > X k — )l [https://manual.atmark-techno.com/armadillo-x2/
armadillo-x2_product_manual_ja-2.6.0/ch06.html#sct.install-swu-with-abos-web]

T7—hO—=%—% Linux h—RILEZEBFHIBDEETDEVNDHDET, UTOAT>a>%EDF3
ENRBEICED T,

7—hO—%—DFEH (encrypted_imxboot_update.desc)

[ATDE ~/mkswul$ mkswu encrypted imxboot update.desc -o update boot. swu

Linux 1—=xJLDEFH (encrypted_rootfs_linux_update.desc)

[ATDE ~/mkswul$ mkswu encrypted rootfs linux update.desc -o update Llinux.swu

5.10. /1B
5.10.1. secureboot.conf DERE AL

secureboot.conf lFEF 27 T—hA A=V &R XU Y 7K secureboot.sh DERET 71 ILTT,
UFEaAy747D—8TY,

CST _ECC BiFD CASIRREZFIBI 2N E SN ZRET D
- y:EC ZFFET %
- n: RSA ZF|H9 %

CST_KEYLEN, BREZXRETD
CST_KEYTYPE
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K54 X277 - FHOROEE

Algorithm CST_KEYLEN CST_KEYTYPE
RSA 1024 1024 1024_65537
RSA 2048 2048 2048_65537
RSA 3072 3072 3072_65537
RSA 4096 4096 4096_65537
EC NIST P-256 p256 prime256v1
EC NIST P-384 p384 secp384rl

EC NIST P-521 p521 secp521rl

CST_SOURCE_INDEX

CST_UNLOCK_SRK

LINUX_IMAGE,LINUX_DTB

LINUX_DTB_OVERLAYS

SRK [FRAK 4 RXTHDOIENTEXT, JORECTIFED SRK
ZHRAIZDONRELE T, REMEIF O FULEOH T, ONTT74/
NTY,

SRK DUR—VRICFIALE T, T 7 A4 MRETIFHELPERD
BlEDHic, VJR—IUDBNTEBRWVWREICA>TWET,
#CST_UNLOCK_SRK=y O OX Y h&ZHNT Z & TUR—I D ATEE
IRREICRRD £,

FIT 4 X—JICHBHAAD =6 D Linux kernel £ X—3I & FINA XY
)—70O7 (DTB) D#ext/C R,

Linux M+ ®D Device tree A—/\—L A7 71 )L = HHAL =6
ICFBT %, WolcA. Linux @ device mapper ZFB L TIL—
N77AMILVATLAZESIELTLES E, 7—FO—4%—TldE
DEWET7AINEFRL I ENTERN, ZDEDICFIT A A=
ICHAHRAATEL DA T 3>, /boot/overlays.conf [ZH[E
BROBEZMZTLESI W, UTEBHTY, BHAHRAHTEWT 71l
ZBMULTLEZ W,

LINUX_DTB_OVERLAYS=(

armadillo_iotg g4-nousb. dtbo
armadillo iotg g4-swl-wakeup.dtbo

LINUX_INITRD EE SN — T 7FAINIRT LA ZES T BHODNIBZITS2HD initrd
DX /N R, encrypted boot ZFA U BEWHEICIFREIFFRETY,

510.2. BZFEHA XA —I L BRI

T 7—hAO—5—DBERZEHA A—VERBBAFICOVWTDFIZRLET, FKEDEDH BootROM
ICL > TEERIESN 28D, BEDEDE SPL ICK > TERRILESNBLAICEDXT,
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File (imx-boot_armadillo_x2 signed) DRAM
e —————

T 0x4020 0000
SPL
m%’;;ﬁ'\? ) u-boot-imx
(lpddrd._xxx.bin) (u-boot-nodtb.bin)
CSF
(csf_spl.bin)
FIT header Flattened Device free
o (evk.dtb)
’ CSF =
(csf_fit.bin) 0x5600 0000
OP-TEE OS
/ (tee.bin)
u-boot-imx
(u-boot-nodtb.bin) load and verify signature
Flattened Device tree / OCRAM
(evk.dtb)
Trusted Firmware-A - Stlebl , 0x0092 0000
. u-boot-spl.bin
(bl31.bin) aT
(lpddrd._:xoc.bin)
OP-TEE OS
tee.bi
(tee.bin) Trusted Firmware-A 0x0097 0000
(bl31.bin)
e
SPL SLD
EREEE EREHE

K52 77— O—5—DFBLGEHAA—Y
File (imx-boot_armadillo_x2.enc) ‘__J__M_—Iz

bens 0x4020 0000
SPL
(u’tg;;s&bm) u-boot-imx
(Ipddr4 e bin) (u-boot-nodtb.bin)
CSF
(csf_spl.bin)
DEK blob Flattened Device tree
(armadillo_x2.dek_spl.bin) (evk.dtb)
FIT header |
VT
0x5600 0000
CSF
(csf. fitbin) OP-TEE OS
(tee.bin)
DEK blob
(armadille_x2.dek_fit.bin) load and verify signature ______/_—_
. OCRAM
LRI :I——.___—:——————J:I
(u-boot-nodtb.bin)
SPL 0x0092 0000
(u-boot-spl.bin)
Flattened Device tree (Ipdggﬁxi‘:vb in)
(evk.dtb)
Trust?:I;rg;:)are—A Trusted Firmware-A 0x0097 0000
: (bl31.bin)
OP-TEE OS o ————
(tee.bin)

SPL ) -
B4, EiE SRR

K53 BES{t7—hA—5—DEZLEFAARXA—Y

Linux DELZEFHA X —I EEBREDOHIZULTDEED TT, KEDZLDIE U-Boot Ik > TELE
SEENBERICEDET,
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DRAM
. =
0x4048 0000
FIT header
File (Image.sign)
FIT header jag=zet
(Compressed
Linux kernel)
Image.zst
((?U'"P"ESSEd Device tree blob
Linux kernel) | (compressed) |
Device tree blob boad v
(compressed) CSF
VT
~ = =
CSF

0x4500 0000
Device tree blob

'Enb_——-——//’—_\-_\t'

BHEEE

0x8008 0000

Linux kernel image
QL\fﬁh

5.4 Linux h—XRILDEBZEHA XA —Y

DRAM
= =
eMMC boot area x 2 — 0x4048 0000
0x00 0000
Image.zst
imx-boot_armadillo_x2.enc (EOT"DKTSSSE:?
inux kernel
Device tree blob
(compressed)
File (Image.sign) initrd
0x50 0000
FIT header
VT
mege Rt Losd CSF
(Compressed
Linux kernel) . L
f
0x4300 0000
Device tree blob Device tree blob
(compressed)
initrd =
VT initrd
oS §f§
0x8008 0000
Linux kernel image
0x200 0000 _—

55 A ML —IBESICHIRLfz Linux I—RILDEBEZFHA A —Y
5103. X2 77—bhD70O—

BT I SPL (Secondary Program Loader) @7 —hk 7O0—DBEZRULE T, MR TH> TWSEP
NEEF 27T N TEMCBRDINIETT,
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initialize DDR

serial boot

(BootROM API) ———————NO
YES
o S .

no signal YES load u-boot

NO @
load dtb
YES

load and parse
FIT header

load op-tee

CONFIG_IMX_HAB=y

authenticate
(BootROM API)

o< Siooeedesi > |

B TN | = D

l hang l jump to ATF

K56 SPLtEF+277—bhD70O—

U-Boot D7 —h 70— DHBERFIUTDELE N TY, SPL EERICKBETEH> TWBERIFEF 2T
T— KN TEMCRBULETT,
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load dib
—

| —
Y
B ——

load linux kernel

CONFIG_IMX_HAB=y

; authenticate 5
; {BootROM API) '

jump to Linux hang

57 U-Boot a1 77—hD70O—
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5.104. EJLRO7O0tAXA 70—

downlop

A

secureboot.conf

code signing tool secureboot.sh

singed bootloader

imx-boot.signed

imx-boot tar.gz imx-boot

toolchain secureboot.sh
enc bootloader

imx-boot.enc
mkswu package

dek offset

build-rootfs.tar.gz

swupdate
desc files

baseos.tar.zst

Build rootfs

di-¢dn.alpinelinux.prg

secureboot.conf

2 b L= OISR

rootfs for initrd
build_initrd.sh initrd-baseos.zst
baseos.tar.zst -

build_rootfs.sh }»

singed bootioader,

imx-boot.signed

SWU file

initial_setup.swu

. rootfs Installer image
Build rootfs

build_image.sh

signed linux (FIT) baseos.tar.zst baseos.img

Image.signed

M58 t¥a77—rDEILRTO—

ES#te*a77— . XL —VHESEKET

SWU file
mkswu
initial_setup.swu

ssecureboot.sh

signed linux (FIT)

Image signed

Goal

build_image.sh

D boot image

baseos-
installer.i
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5105. 77—LVxz77yv7TF—hDO70—

swupdate ORIC J1 ZF—T~IT B

| idekblob OWE =4
Secure boot
SD boot {18

II

ISRKA Y & 2 BERH

Normal boot
SD boot 412
SRKNy ¥ 2 DBERAH

L leMMC OB ERH
i(sd installer)
Normal boot H Secure boot
SD boot 418 SD boot 42
Hab status
DEER

II

Secure boot

eMMC boot J132
(boot 01> £24)

v 0
II II I S I D
(mmcblk2boot1)

v

partition config F&E
->boot 1

II

I reboot§AFR I

BSHtFa7 7~ b
’ ‘ install ‘ ‘ ’ ‘ firstboot ‘ ‘ ’ ‘ SWupdate ‘ ‘ o
YT A o
partition {ER% partition (72 Bgs{*‘;gi,, 80 e
(mmcblk2p1) ZhiAgh m
(to 1)
¢ . ¢ ¢ 21— —8E
rootfs # 1A partition 7+ —% b LUKS Dkey file %
(to mmeblk2p1)
(Wyptsew';) (+cryptsetup) black key TH =A%
bootioader =A% ROTN rootfs B %A%
v Ty 7
(to mmeblk2boot0) S (to mmeblk2p2)
Linux + initrd 8 &A% firmware partiion Linux + initrd 8 %A%
0) (to mmeblk2boot1)

(to

(*cryptsetup)

¥ v |

’ mmcblk2boot1

G partiion 74— encryp«ed,up:fce,aval|ab|e

N=F 43

panili?:;:&ﬁg%‘zi ’ version DEF ‘

bootloader & %A%
(to mmcblk2boot0)

I firstboot I

K59 J7—LOx 77y 7F—hO70O—

5.10.6. SRK OEXM{LETIDEZ

ASHDA VI TV MHEINICK ZBEH. £, BOTHEEHRLZENMRELRIES., ZORRTHAU
TWBEEEMNELL T, AIORICYDEZ DI ENARETT, fcfEL. ZDHBEIFEL (i.MX 8M Plus
DiZE. mK 4 D) D SRKMBEMNMTWB I ENRHRERD FT,
5.10.6.1. SRK 0%t (revocation)

Z Z Tl SRKT1 (index 0) 5 SRK2 (index 1) ICEE I 541%Z=5RBAL X9,

1. secureboot.conf @ revocation DO ¥ =R T DR EEZEFMNCLET
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T7 AL B TIE eFuse @D revoke LY RAZIEAY I ESNTWEDTEZTIAHATEFZF A, OV
713 HAB DRETHBIRIT B ENTEEXT, BICAV I ZRIRT 5 EHBEICERINS A6
ENGHDOTEEIEIOY I INDERETY,

imx-boot-[VERSION}/secureboot.conf ZfW T, CST_UNLOCK_SRK=y ®OX> ~hZHU
TLZE W, secureboot.conf DEMAICDWTIE 5.10.1. secureboot.conf DFREAE %
SHBRULTLEI W,

[ATDE ~J$ vi imx-boot-[VERSION]/secureboot. conf

2. BRABHAA—IZESAD

RIBICEDET, BRAHD. BSL+BREADAAX—IZERLT, AA-IZEEIAAT
<IEEWN,

3. BEE
4. Unlock #HEsR9 %

BEHFO uboot-imx D7OV IR EZNLE EIFTLYRYEZERLET, ATOOAYY R%E
ETLTLEETW, bitl (SRK_ REVOKE_LOCK) &5 TW5 & Unlock RREETY,

u-boot=> md 0x30350050 1
30350050: 00007dbc @

@ 7dbc @ bit 1 HEBETLSDT unlock IREE
5. SRK =#Eikd %

EYrT7—=)LRREYRMEIORULEDT, BOESE 1 EUED (1,234) ICBRD XTI, bit0
A SRKT1. bitl A SRK2. bit2 »* SRK3. bit3 »* SRK4 TT,

Q BFoIXYY RIEHLXTHBDT, ZOXRXETULBWVWT TS,

SRK1 Z#EML T 25 IEUT DIV RZERTLTLLLEE W, RESIBNEMNLT 2RORE
ETT,

u-boot=> fuse prog 9 3 1

5.10.6.2. SRK t1b & %
Z 2Tk SRK1 (index 0) »5 SRK2 (index 1) IKEE Y 2B HBALE T,

1. SRK OZFE
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secureboot.conf @ CST SOURCE INDEX % O 5 1 IKZEBLTLEI W,
secureboot.conf ®FFMHICDWTIE 5.10.1. secureboot.conf OFEAE ZSBLTLLE
=LY,

[ATDE ~]1$ vi imx-boot-[VERSION]/secureboot.conf

2. BEXITD
RIBICEDLET, BRAFHD. BEEL+BRZBEHDAA—IZER LT, A1 X—IZEZFTAAT
e W,
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6. VI hNDU T 7ETREDORE

COETREY IRV 7RIRBEZTZ2 X2V T KT ZBAI A FZHALET, HBEIT L
FaUTARMEATDEED T,

- OP-TEE
- CAAM Z#F U7z OP-TEE

- SEO50 Z#|A UL fc OP-TEE

6.1. OP-TEE
6.1.1. Arm TrustZone & TEE DOJEHA

Linux ZFHI 22 AT LTIE. BHEAFKLEY 7 8D 27T TRIERD OSS BASNZ T —
Zb\%biﬁ'o CDOESBRAT TR BHRARLLY RV EIFTRLS AKIC 0SS 0)91’773‘%?‘?&“
N3 LB, YATLDEINCEEDH S I—RHBEENZDOD. ZOAEMEZHRI 2 &
HEETI, RICTNTD OSS PMEHETEHHDTH e LTH, Z:EAb‘\@L\Zé:%1%§E3_%>CtH
FIERTETHD., BROEZZEDY TRz PHIBEHFEDE > MFITBRDZDEADSEVNDTT,

Z5WoEEENS Arm (& TrustZone HEifiZzEA LT U, VY —RT7 7 AHIRIC K o THOSH
BYTRIIT7HSY TNz 7RTREZRKEIZIENTEZXT, TrustZone DEAICK > T, B
HERLUADY 78I 2 PHLHEMET ZIRTICEVWTH, BEEEF 127 T7—ILRICFOEENKRD
Xt A, TrustZone ZFRBELEH D E U T, GlobalPlatform @ TEE (Trusted Execution
Environment) 2RI 23V 7N Tz 7AW DONEELXT, TEE ZEHT % & secure world IZH
WTEBTZEZY 7MYz 7RI EERTIESZ I ENAEETT,

Tld. ES5Wo e —XTTEE AT EINZEETULLOID. —HRICIFEZXETAD. BIREELEZFD
BEZWBIT LA TIURERZTEDTIRET DT —ATHRITIZICENEZSNET, BEFEBICIE.
B RFNIE, SIBHEONE, BRIV TV Y ONE, FAABROULERETHHEITZT—INEZS
nxd,

6.1.2. OP-TEE & &

. OSS @ TEE R E WK DHD TEE EEMNEFEL FJ . Armadillo Base OS Tld& OP-TEE Z#%
BHUZE9, OSS T8 OP-TEE (& Arm O7 M TEE E%ED 1 DT9, Arm TrustZone 77 ./ 03—
CE>TBEREELEZFDUEBZEFXF 277 —I)LRICIHEEEL THENSHEEL XTI, OP-TEE &
GlobalPlatform lc & > TEZE 115 TEE Client APl 4> TEE Core APl & W - = GlobalPlatformAPI
ICEMU S T2V ZRHEUTWET, InS5D APl ZFIBT 2 & TCA—Y—3hRILT TV r—
VaVERRETDIENFRETY, imx-optee-xxx (& NXP (L&D iMX R— kDY R—MEEHAEEN
% OP-TEE OR&E7OY YV K TY,

/ OP-TEE O U WBHRIIARDRF 2 XV M ESBLTLIEE L,
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OP-TEE documentation

https://optee.readthedocs.io/en/latest/

6.2. OP-TEE DR
OP-TEE Z#H I 2FERIURINVRBHUTOELED T,
- imx-optee-o0s
- EF 27 T—ILRTEET D TEE, optee-os D&k
- imx-optee-client

- TEE Z VT 2D/ vEFa2 7. X2 77—=ILRAITD APl 24735, optee-client
DA

- imx-optee-test

- OP-TEE OEXFEDT A, T A=V RAEZITS, optee-test DikE, NXP HED T
A MHEME N3

- optee_examples
BTN T3y

D55, imx- EWSTL 70 v I ANEMENZYRINIIE, PYTRANI—=LDYRIKNYI(C
XU TNXP ek iMX YU —=X@EIFORIENA->TZURI NI ICEDET, OP-TEE 2FIFEI 376
IC & imx-optee-0s =7 —hO—% —ICEEEY 27T Th<. Linux ETEMES 202/ ZA VIRE (imx-
optee-client) WAETT, Fxfc. TEE ZFIB I 57z Iic CA (Client Application), TA (Trusted
Application) %Z. imx-optee-os & imx-optee-client ZFHWTEILRUE T, HEICHUTT A MR
B (imx-optee-test) HEBIML T L\,

FUWOP-TEE DY XAFLBERICDOWTIE T6.7.1. V7 b Uz 728
ZZRUL TS,

/ OP-TEE git [cBIT 25 ULWERIBAKD R F 2 XY 2SR UL T IZE L,

OP-TEE gits

https://optee.readthedocs.io/en/latest/building/gits/
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6.2.1. Armadillo Base OS N D#H A A &

IS TEBA L 7z OP-TEE OFERQUMRY Y ZEBRIC Armdillo BaseOS (CEAEY %5354, Armadillo
Base OS & ED K S ICEART 2DNEMEERZHALET,

LUTHY Armadillo Base OS & 0BG AR U 25,

Normal world : Secure world
- o 3 |
' (imx-optee-test, optee_examples) (imx-optee-client) i | (imx-optee-os) (imx-optee-test, optee-examples)
User CAs tee-supplicant ] TAs User TAs
(imx-optee-client) 111 (imx-optee-client) A
Container TEE Client API : TEE Internal Core API
User applications | L
Armadillo BaseO3 | Podman
Linux N [ N[ ) , ;
/deviteepriv0 | | /devitee0 | | openssl | | swupdate : (imx-optee-o0s)
' J L J L J y ' Trusted Execution Environment
................................................................. .
Trusted Firmware-A
| Atmark techno | User/Atmark techno [ User-installed component

6.1 Armadillo Base OS & OP-TEE 03H:4#5FH
- BEOEDIE Armadillo Base OS & > TH/N—Z N2 &H
- IREDOESE OP-TEE ZHARALcHICAR LT NI SRV
- REOLHE 77 4L KT Armadillo Base OS ICHAAFENTWVWSHEHH DB LRI
imx-optee-os ZHAADEEISEBEBMTT, I—HF—DFE=EA < f2sHIc Armadillo Base OS ([ZIFH
IC imx-optee-os NAF+UNT—rO—F—ICHAAD LS ICERINTWET, THHAREA A —

IPRIET Y FF— KA Armadillo Base OS ¥ X—YcHEaFENFET, LML, EFaUT0 OB
25 OP-TEE AFIHTEZZRETHMAFZFN TWEF A, FULKIE T6.3.1. OEH, THBEAULEI,

6.3. OP-TEE ZFIMBY %AIIC

OP-TEE Z AR ) DEFETNET,
6.3.1. BOEH

imx-optee-os URI N ICIE TA ZBEZT2HDT 7 AL N OMEFEINEEINTVWE T, ZOH
BRIEEBETTARPHTOILDOEDTY, ZOXXERUMBRZFEWRITDE, WEBEENT 7 4
IWNOWERTEALL TADBEITIREICA>TLEVWET, F1I—F—DIFHULWEZHRET 24
ENBDET,

1. V=RAOA—RZEEIIRB/Y_2 7 E2SEICLTEI RBBEOEEE, J—-NO—5—0DY —
AO—ROEBZIT>TLEE L,

- Armadillo-loT =k x4 G4 "T7—hO—%—%ZEJL RT3 [https://manual.atmark-
techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja-2.6.0/
ch06.html#sct.build-imx-boot],
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- Armadillo-X2: T7—hO—%—%EJL K9 % [https://manual.atmark-techno.com/
armadillo-x2/armadillo-x2_product_manual_ja-2.6.0/ch06.ntml#sct.build-imx-boot],

2. RSASRF7ZEZLEBRULET,
ROANY REETLET, RSA/ECC Z@BIRTEX Y,

[PC ~J% cd imx-boot-[VERSION]/imx-optee-os/keys

[PC ~/imx-boot-[VERSION]/imx-optee-os/keys]$ openssl genrsa -out rsa4096.pem 4096
[PC ~/imx-boot-[VERSION]/imx-optee-os/keys]$ openssl rsa —in rsad4096.pem -pubout -out
rsa4096 pub. pem

AR U R (EEED rsa4096.pem) (& TA ZEBFHFLTW Iedic, 5
BEMAITZHDTY, ENICKVW, EF27BAMNL—YICOE-LT
BLEZRENIHULET,

#. ERKICHAYRZEVNT TS, Rfc. BIFEPNICERIVLHET

@ BOFEHITEHEMEEZET > TITo>TLIEEW, e ZIHEEBOAFBTS
T, UTZESEICLTLEE L,

BlueKrypt Cryptographic Key Length Recommendation
https://www.keylength.com/

/ BOFEHMICEATDZFUWEBREIARNDORF 2 AV FZSRUTLIEE W,

Offline Signing of TAs

https://optee.readthedocs.io/en/latest/building/
trusted_applications.html#offline-signing-of-tas

6.4. CAAM ZER UTc TEE ZBE£T %

i.MX 8M Plus Zi& CAAM (Cryptographic Acceleration and Assurance Module) & XN 35
RS 7 7o L—I M BE N TWET, CAAM IE SoC ASRIcH B tX 1 7 DERICES
NIBZITS Z EDEEETT,

6.4.1. EJL RDfin

OP-TEE i*&&ENnd7/—hO—4%—ZEILRLTVWEZX T, Armadillo Base OS Z#|FA L 7z OP-TEE
DEILRDFANIEUTDEED T,
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1. 7—hAO—%—%ZEILRTS

2. imx-optee-client ZEJL KT 3

3. TA.CA%ZEIRTS

4. EILRERZED D
ANZaT7ITHBEIZEILRRETOT LI N UBROBMBIEIUTOELED T,
optee_examples F1—H—7 7V —> 3V ZRET DHHATI. AY =17 JLTIF Linaro H'iE

HIZ7TVT—a >0 7ILT7OT 5 L THS optee_examples & UFE Ufco AREFERI—H—
D7 T7IVT—23 > ZRET DHFAICBRDET,

F—— imx-boot-[VERSION]
| F—— imx-atf

| F—— imx-mkimage

| F—— imx-optee-os
| L—— uboot-imx
F—— imx-optee-client
F—— imx-optee-test
—— optee examples
L—— out

6.42. EI FRIEZBEIT S

BENZa17 I ESEICLTEI RREOHEEL, 7—hO—%5—0Y—XI—ROEE. EILRZ
FHNCIT> TLIEE W,

- Armadillo-loT ¥—hk7o x4 G4: T7—kO—%—%EJL RIS [https://manual.atmark-
techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja-2.6.0/
chO06.html#sct.build-imx-boot],

- Armadillo-X2: T7—kO—%—%EJL RT3 [https://manual.atmark-techno.com/armadillo-
x2/armadillo-x2_product_manual_ja-2.6.0/ch06.html#sct.build-imx-boot]

imx-optee-test Z EJL RT B/ ICREICTRD £,

[PC ~1$ sudo apt install g++-aarch64-Linux-gnu

6.43. 7—rA—5—ZBEILRTS
HUWREMDALHICT— A5 —ZBEILRTZUENBDET,

/ uboot-imx @ localversion I[CDWT

Armadillo-loT “—~ho x4 G4 X2 UF s HA4 R 1.1.0 LURITIZ
localversion ZFBULEN—Y a3 VvEF#RZHPAL TWLWEL D,
SWUpdate D7 7 1)L (desc) ZFIBULIcAEZHELE I,
localversion & DHEBIFEIEETY, I TIHEBRFDAIXFFDEFSFIBW
el £9,
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1. 7—hO—%—%EILRTS

ROAXY RERTUET, T7AINNDERETIET7AILNDEEFALTULES DT make
B TROINRAEZEITDENHDEFT, 163.1. BOFEH, THEBULBD/INAELTY
TA_SIGN_KEY T‘;‘Ebi@“o I TIEEE%E rsad096 ELE LD, E1——DBEBICED
BIeBRBEFTHABEZTLIEEI N,

[PC ~1$ make CFG CC OPT LEVEL=2 ¥
TA_SIGN KEY="${PWD}/imx-boot-[VERSION]/imx-optee-os/keys/rsa4096. pem” ¥
-C imx-boot-[VERSION] imx-boot armadillo x2

518 TA_SIGN_KEY TW&E#EZDLIcI & T, EIL I\H%LC TA @
EBRICAAZNE T, e, RITHOZERERDICHICITAREZ
O EUTEITNAFUICEDIAHFTT,

EILRERZIE-LTHEEXT,

[PC "1$ install -D -t ${PWD}/out/usr/lib/optee armtz ¥
-m644 ${PWD}/imx-boot-[VERSION]/imx-optee-os/out/export-ta_arm64/ta/*

6.4.4. imx-optee-client #EJL RT3

imx-optee-client & TA, CA BFI|HT 25175V, 77U —avzE)ILRTBRIICEI RRE
AN SR

imx-optee-client (& imx-optee-os DEJL RIEREZSELTWDDT, =
Fllc7—hO—%—ZEILRTZRENHD XTI,

1. imx-optee-client Z7O0—>9 %

imx-boot-[VERSION] @7« L7 MY &WFICEEE N5 & S IC imx-optee-client 72 O—
LT, REICIGUTCEYIBR TS VFREEFTVIT '7 MLUTLEEE W,

[PC “]$ git clone https://github.com/nxp-imx/imx-optee—client.git ¥
-b 1f-5.10.72 2.2.0

2. imx-optee-client ZzEJL KT 3

EANLBIERESTT 5720IC TADEV KIT DR #ELET, 7AIL MDY~y hTIYR
h—Lb&bETITS>DTDESTDR £ELET, P 7Usr—2avEEILRT BHIC APl 5+
7SV EULTHIBENE T,

[PC “1$ make -C imx-optee-client ¥
DESTDIR="${PWD} /out” ¥
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CROSS COMPILE="aarch64-linux-gnu-" ¥
TA DEV KIT DIR="${PWD}/imx-boot-[VERSION]/imx-optee-os/out/export-ta arme4”

6.45 77V Tr—>3>&EILRTS

AEREFI——DPMBIES7 TV T—2a3 > ZE)LRUEITMN. ST TRREEXLTICTVTILT
7V —> 3> optee_examples ZEJLRULET, P7UT—ya YRAEDSEICL TLRE W,

- PV —=3 v EI)LRT BHICiE imx-optee-os, imx-optee-
cient OEIRERZSBLTWS DT, —EIE imx-boot-
[VERSION], imx-optee-client ZEJL KT 2EHIHD £

- optee_examples ICIE1 > A ~—J)LF % make =7 v KH7EWLD
T. EILRRICFETEDDEENDENHDFT

1. optee_examples Z7 O0—>9 3%

imx-boot-[VERSION] + imx-optee-client « L Z MY EHFHICEEBTND &SI
optee_examples Z7O0—> UL T, REBICIHU TCHEYB TSV FREZF v IFTIMLTLE
Z LY,

[PC ~1% git clone https://github.com/linaro-swg/optee examples.git ¥
-b 3.15.0

2. optee_examples ZEJL RT3

EXNRIEHREZSRI 57cHic TA DEV KIT DIR. TA ZEZ T Bfchic TA SIGN KEY. 5
175 VRO HIC TEEC_EXPORT ZEULE T, 1Y AK—ILT =Ty DB VDTRIFE
FHTEIFERZNRET Z2LENGD XTI,

[PC ~1% make -C optee examples ¥
TA CROSS COMPILE="aarch64-linux-gnu-" ¥
HOST_CROSS COMPILE="aarch64-Llinux-gnu-" ¥
TA DEV KIT DIR="${PWD}/imx-boot-[VERSION]/imx-optee-os/out/export-ta arm64” ¥
TEEC_EXPORT="${PWD} /out/usr” ¥
TA SIGN KEY="$PWD/imx-boot-[VERSION]/imx-optee-os/keys/rsa4096. pem”

EILRERZIE-LTEEXT,

[PC ~1$ install -D -t ${PWD}/out/usr/Llib/optee_armtz -m644 ${PWD}/optee examples/out/ta/*
[PC ~1$ install -D -t ${PWD}/out/usr/bin -m755 ${PWD} /optee examples/out/ca/*

6.4.6. imx-optee-test ZEJL RT3

imx-optee-test [FT UHMETIEH D EF A, FIFERIFIRENEITH. OP-TEE OEXREMEZHE
RI B, NNTA—TVA%ZFHT B80T imx-optee-test ZFIHIT B ENTEET, HARADH
ESHhDHMTIFHRFELELET,
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DEIRERZSRLTWVWEDT. —EI(F imx-boot-[VERSION], imx-

/ 77— 3% EI)LRT BHICIE imx-optee-0s, imx-optee-client
optee-client ZEJLRITZ2RENHD XY,

1. imx-optee-test 27/ O0—>9 3%

imx-boot-[VERSION] +° imx-optee-client 7« L 7 b U &Wt5lIcEEE S 115 K S IC imx-optee-
clent #70—>0U7T, BREBRIGUTEBYLR TS VFREEF TV ITIRLTLIEZ L,

[PC "1% git clone https://github.com/nxp-imx/imx-optee-test.git ¥
-b Lf-5.10.72 2.2.0

2. imx-optee-test ZEJL RT3

EARXWLREBEREZSEBIT 5/ TA DEV KIT DIR. TA #EZZ9 57/lc TA SIGN _KEY. <
172 VSBOHIC TEEC EXPORT ZEULEJ., EILREA YA N—ILIFRIDT —45 Y MR
DTEFNZN make ZETITI2RENH D T,

[PC ~1$ CFLAGS=-02 make -R -C imx-optee-test ¥
CROSS_COMPILE="aarch64-linux-gnu-" ¥
TA DEV KIT DIR="${PWD}/imx-boot-[VERSION]/imx-optee-os/out/export-ta arme4” ¥
OPTEE_CLIENT EXPORT="${PWD}/out/usr” ¥
TA SIGN KEY="${PWD}/imx-boot-[VERSION]/imx-optee-os/keys/rsa4096. pem”

AVAN=ILLET,

[PC "1$ find imx-optee-test/ -name "*,ta” -exec cp —a {} out/usr/lib/optee armtz/ ¥;

[PC “1$ install -D -t out/usr/bin/ imx-optee-test/out/xtest/xtest

[PC ~J$ install -D -t out/usr/lib/tee-supplicant/plugins/ ¥
imx-optee-test/out/supp_plugin/*.plugin

AU —XBFETIE xtest 1014 ICTZT—ICRDBEENIHDET, ZD

/ TeHIREZH T CFLAGS=-02 ZJELTWXY, make 5| TET &Y
T 74D include BENRLEZDZEFT, 7—hO—5—DEILREF
I 02 ELTWBDOHEKOERTY .

NXP LS Platforms: pkcs_1014 test is failing #4909https://
github.com/OP-TEE/optee_os/issues/4909

6.4.7. EJL RER O & EROUNE

imx-optee-os, imx-optee-client DR/IVER TIEULTDEHRD TI,
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Armadillo-loT '— k7 =4 G4/Armadillo-X2 €2 UF AR

V7 bz PRITERORHE

out/

[-- Lib

| -- optee armtz @

[ |-- 023f8f1a-292a-432b-8fc4-de8471358067. ta
| |-- f04a0fe7-1f5d-4b9b-abf7-619b85b4ce8c. ta
[ “-- fd02c9da-306c-48c7-a49c-bbd827ae86ee. ta

-- usr
|-- include
|  |-- ck_debug.h
| |-- optee client config.mk
| |-- pkes1l.h
| |-- pkes11 ta.h
|  |-- tee bench.h
| |-- tee client api.h
| |-- tee client api extensions.h
| |-- tee plugin method.h
| °-- teec trace.h
|-- Lib @

| |-- libckteec.a

| |-- Llibckteec.so -> libckteec. so. 0

|  |-- libckteec.so.@ -> Llibckteec. so.0. 1

| |-- libckteec.so0.0.1 -> libckteec.s0.0.1.0

| |-- libckteec.so0.0.1.0

| |-- libteec.a

| |-- libteec.so -> libteec.so.1

| |-- libteec.so.1 -> libteec.so0.1.0.0

| |-- libteec.so0.1.0 -> libteec.so0.1.0.0

| "—- Llibteec.s0.1.0.0

-- shin GD

“—- tee-supplicant

@ Dynamic TA, Linux D7 71 ILY AT LICRESIND
(2) TEE client API, TEE, internal core API
(3) Linux ETEIMET % OP-TEE D#EBIRIASHEREZ © D

imx-optee-test, optee_examples Z&H )L RERIFUTDEED T,

| |-- optee example acipher

| |-- optee example aes
| |-- optee example hello world
| |-- optee example hotp
| |-- optee example plugins
| |-- optee example random
| |-- optee example secure storage
|  ~-- xtest
|-- include

|  |-- ck_debug.h

| |-- optee client config.mk
| |-- pkesll.h

|  |-- pkes11 ta.h

| |-- tee bench.h

67



Armadillo-loT '— k7 =4 G4/Armadillo-X2 €2 UF«1HA R

V7 MUz FERITREORE

“—- shin

T-- tee-

T-- tee-

|-- tee client api.h

|-- tee client api extensions.h
|-- tee plugin method.h

“-- teec _trace.h

|-- Llibckteec.a

|-- Llibckteec.so -> Llibckteec.so.0

|-- Llibckteec.so.0 -> libckteec.so.0. 1

|-- Llibckteec.so0.0.1 -> libckteec.so0.0.1.0
|-- libckteec.so0.0.1.0

|-- libteec.a

|-- libteec.so -> libteec. so. 1

|-- Llibteec.so.1 -> libteec.s0.1.0.0

|-- libteec.so.1.0 -> libteec.so0.1.0.0

|-- libteec.so0.1.0.0

|-- optee armtz
023f8f1a-292a-432b-8fc4-de8471358067.
2a287631-de1b-4fdd-ab5c-b9312e40769a.
380231ac-th99-47ad-a689-9e017ebbe78a.
484d4143-2d53-4841-3120-4a6F636b6542.
528938ce-fc59-11e8-8eb2-12801f1b9fd1.
5b9e0e40-2636-11e1-ad9e-0002a5d5¢c51b.
5ce0c432-0ab0-40e5-a056-782caldebaba?.
5dbac793-f574-4871-8ad3-04331ec17124.
614789f2-39c0-4ebf-b235-92b32ac107ed.
690d2100-dbe5-11e6-bf26-cec0c932ce01
731e279e-aafb-4575-a771-38caabf0ccab.
873bcd08-c2c3-11e6-a937-d0bf9c45cb1c.
8aaaf200-2450-11e4-abe2-0002ab5dbchH1b.
a4c04d50-f180-11e8-8eb2-2801f1b9fd1.
a734eed9-d6al-4244-aab0-7c99719e7b7b.
b3091a65-9751-4784-abf7-0298a7cc35ba.
b689f2a7-8adf-477a-9f99-32e90c0ad0a?2.
b6cb3aba-9669-4668-a7f2-205629d00f86.
c3f6e2c0-3548-11e1-b86¢c-0800200c9a66.
cb3eb5bal-adf1-11e0-998b-0002a5d5¢c51b.
d17f73a0-36ef-11e1-984a-0002a5d5¢chH1b.
€13010e0-2ae1-11e5-896a-0002a5d5¢c51b.
€626662e-c0e2-485¢c-b8c8-09fbcebedf3d.
e6a33ed4-562b-463a-bb7e-ff5e15a493¢8.
f04a0fe7-1f5d-4b9b-abf7-619b85b4ce8c.
f157¢cda0-550c-11e5-a6fa-0002a5d5¢51b.
T4e750bb-1437-4fbf-8785-8d3580c34994,
fd02¢c9da-306¢c-48c7-a49c-bbd827ae86ee.
ffd2bded-ab7d-4988-95ee-e4962f {7154,

supplicant
plugins

“—- f07bfc66-958c-4a15-99c0-260e4e7375dd. plugin

supplicant

ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta
ta

5—2y hEDAVFFICEET B0, tarball TEBHET .

[PC “1$ tar -caf optee.tar.gz -C out .
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MENZ a7 ESEICLTIAYTHEROREICHAAD ZE 2 HBEND L
EJCIN

=

6.4.8. OP-TEE Z#HMAD

SWUpdate BDO 7 71D D, =Y RNTFNARADT—rO—5—%2BHULET, BFEIC
debian A>T+ %#£&8 LT OP-TEEBEE 7 71 ILZEBREL X I,

Tty N7 Y T7ORTHEEITANTIOY S L (xtest) sy 7)IL707 3 A
(optee_example_hello_world) #&ifE= %9,

1. ATDE #3565 LT3
2. imx-boot_update.desc 771 )LZxD<K %

SWUpdate @R 7 71 )L (desc) ED2< D ETJ, desc Z7MIIET7Yy h~—0F 0 /B
® SWUpdate Z#HliEIT57HDT7 71 ILTT,

[ATDE ~J$ vi imx-boot update.desc

LIToflESEIC, path REEZFL TN,

#f version
swdesc_option version=1

#f swdesc _boot <bootfile>
swdesc _boot /path/imx-boot-[VERSION]/imx-boot armadillo x2

#f swdesc files [-—basedir <basedir>] [--dest <dest>] <filed> [<more files>]
swdesc_files --dest optee /path/optee. tar.gz

swdesc_option version=<version>

FULWY IR PON-Y 3V EEBELET, T/NAREDY 7T

= ROz FPDN—=Y 3V EDKREEZRETDET Y TT— DX
TENET, OP-TEE ZEHI 2/ PIT/NN—Ya vz EIF TS
LW Z D option Zf#E> & uboot-imx @ localversion ZFAT %
REFHDEEA

<version>: /\—3 3 V[T xx.yy.zz ¥ yyyymmdd D7 # —< v
AROFIETEE T,

swdesc_option <bootfile>
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3. swu 77

J—hNAO—45—DBFHDHICFHBLET,
bootfile: EZIAL 7 —hO—45—%EBELX I,

swdesc_files [--basedir <basedir>] [--dest <dest>] <file>
[«xmore files>]

= Linux 77 ALY RTLEDT7 74 IVEEHT 2 HICHIAL T T,

dest: 77 M ILDBAHFGEZIBELE T, EZIAHSEIE. /var/app/
rollback/volumes U TICHIRE N £,

file: ESRAL T 7ML EZEELX T,

IV ERT %

TFoavx>YRTswu Z71ILEED X,

[ATDE ~
Enter pass phrase for /home/atmark/mkswu/swupdate.key: (password % A1)
Successfully generated update imx-boot. swu

1$ mkswu /path/imx-boot_update.desc -o ./update imx-boot.swu

4. SWUpdate #%179 %

usb memory % £ IC update_imx-boot.swu ZAE—ULTH—4 v k7/\« X £ T SWUpdate
ZEITLEY,

BTD&SIc armadillo £T swupdate ZETLUTLKEEW, PYTTF—IDETITDE. ¥
AT LIIEESLET,

549

549

over

[armadillo ~]# swupdate -i /path/update_imx-boot. swu
Licensed under GPLv2. See source distribution for detailed copyright notices.

LINFO ] : SWUPDATE running : [main] : Running on iot-g4-es2 Revision atl
[INFO ] : SWUPDATE started : Software Update started !

.345329] exFAT-fs (mmcblk2p2): invalid boot record signature

549,
549,
549,
549,
549,
.476739] exFAT-fs (mmcblk2p2): failed to read boot sector
549,
549,
549,
[INFO ] : SWUPDATE running : [read Lines notify] : No base os update: copying current os

[INFO ] : SWUPDATE running : [read Lines notify] : Waiting for btrfs to flush deleted
subvo lumes

[INFO ] : SWUPDATE running : [read lines notify] : Removing unused containers

[INFO ] : SWUPDATE running : [read lines notify] : swupdate triggering reboot!

351277] exFAT-fs (mmcblk2p2): failed to read boot sector

3569561 exFAT-fs (mmcblk2p2): failed to recognize exfat type

384407] F2FS-fs (mmcblk2p2): Can’t find valid F2FS filesystem in 1th superblock
392313] F2FS-fs (mmcblk2p2): Can’t find valid F2FS filesystem in 2th superblock
470793] exFAT-fs (mmcblk2p2): invalid boot record signature

482478] exFAT-fs (mmcblk2p2): failed to recognize exfat type
509020] F2FS-fs (mmcblk2p2): Can’t find valid F2FS filesystem in 1th superblock
517000] F2FS-fs (mmcblk2p2): Can’t find valid F2FS filesystem in 2th superblock
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5.

usb memory ® root I swu 7 71 ILEBWLWTE &, usb ik
K. B ULLIE. Y AT LEERICENIC swupdate BED X9,
PYITIT—RMDRETIBEVRATALIIBEFHULEXT,

swupdate HIC swupdate = _ERBITEE B, 7Y TT—
RREFEFLELLIZE 0,

EILRERZIVTHICEHET S

/var/app/rollback/volumes/ W FIcE & 67z tarball NOE—ahExzd, ELDFITIE /var/
app/rollback/volumes/optee ICEBE SN TWEXT,

BEFSHRICIOVTFHFEZEHULUC tarball 23V T FHICERULE T,

AV TF=RBULEY, /dev/tee0 & /dev/teeprivO ZFIHT B UNSERDHRE THESH D
FtA.

[armadillo ~]# podman run -it -—name=dev_optee --device=/dev/teed ¥
——device=/dev/teeprivd -v "$(pwd)”:/mnt docker. io/debian /bin/bash

AV T 2kEBLIcs 77 MILVERBALE T,

[container ~1#f tar xavf /path/optee.tar.gz -C /

./

./ lib/

./lib/optee armtz/
./lib/optee_armtz/b3091a65-9751-4784-abf7-0298a7cc3bba. ta
./lib/optee armtz/731e279¢-aafb-4575-a771-38caabflccab. ta
./lib/optee_armtz/873bcd08-c2¢c3-11e6-a937-d0bf9c45ch1c. ta
./Llib/optee armtz/5b9e0e40-2636-11e1-ad9e-0002a5d5c51b. ta
./lib/optee_armtz/690d2100-dbe5-11e6-bf26-cec0c932ced]1. ta
./lib/optee armtz/528938ce-fc59-11e8-8eb2-f2801f1b9fd1. ta
./lib/optee_armtz/f157cda0d-550c-11e5-a6fa-0002a5d5c51b. ta
./lib/optee armtz/d17f73a0-36ef-11e1-984a-0002a5d5c51b. ta
./lib/optee_armtz/8aaaf200-2450-11e4-abe2-0002a5d5c51b. ta
./lib/optee armtz/c3f6e2c0-3548-11e1-b86c-0800200c9a66. ta
./lib/optee_armtz/f04a0fe7-1f5d-4b9b-abf7-619b85b4ce8c. ta
./lib/optee armtz/b6cb3aba-9669-4668-a7f2-205629d0086. ta
./lib/optee_armtz/a734eed9-d6al-4244-aab0-7¢99719e7b7b. ta
./lib/optee armtz/380231ac-fb99-47ad-a689-9e¢017¢b6e78a. ta
./lib/optee_armtz/a4c04d50-f180-11e8-8eb2-f2801f1b9fd1. ta
./lib/optee armtz/5dbac793-f574-4871-8ad3-04331ec1724. ta
./lib/optee_armtz/023f8f1a-292a-432b-8fc4-de8471358067. ta
./lib/optee armtz/5ce@c432-0ab0-40e5-a056-782calebaba?2. ta
./lib/optee_armtz/cb3ebbad-adf1-11e0-998b-0002a5d5c51b. ta
./lib/optee armtz/fd02c9da-306c-48c7-a49c-bbdB827ae86¢ee. ta
./lib/optee_armtz/484d4143-2d53-4841-3120-4a6F636b6542. ta
./lib/optee armtz/f4e750bb-1437-4fbf-8785-8d3580c34994. ta
./lib/optee_armtz/e6a33ed4-562b-463a-bb7e-ff5e15a493c8. ta
./lib/optee armtz/e13010e0-2ae1-11e5-896a-0002a5d5c51b. ta
./lib/optee_armtz/614789f2-39c0-4ebf-b235-92b32ac107ed. ta
./lib/optee armtz/25497083-a58a-4fc5-8a72-1ad7b69b8562. ta
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./lib/optee armtz/b689f2a7-8adf-477a-9f99-32e90c0ad0a?2. ta
./lib/optee_armtz/2a287631-de1b-4fdd-ab5¢c-b9312e40769a. ta

./lib/optee armtz/ffd2bded-ab7d-4988-95ee-e4962fff7154. ta

./lib/optee armtz/e626662e-c0e2-485c-b8c8-09fhcebedf3d. ta

./bin/

./bin/xtest

./usr/

./usr/Llib/

./usr/Llib/libteec.s0.1.0.0

./usr/lib/tee-supplicant/

./usr/lib/tee-supplicant/plugins/
./usr/lib/tee-supplicant/plugins/f07bfc66-958c-4a15-99¢c0-260e4e7375dd. plugin
./usr/Llib/libteec.a
./usr/Llib/libteec. so
./usr/Lib/libteec. so.1
./usr/Llib/libckteec. a
./usr/Lib/libteec.so0.1.0
./usr/Llib/libckteec. so
./usr/Llib/libckteec.so0.0.1.
./usr/Llib/libckteec. so.0
./usr/Llib/libckteec. so.0.
./usr/bin/
./usr/bin/optee example hello world
./usr/bin/optee_example acipher
./usr/bin/optee example secure storage
./usr/bin/optee_example aes
./usr/bin/optee _example hotp
./usr/bin/optee_example plugins
./usr/bin/optee _example random
./usr/include/

./usr/include/pkcs11 ta.h
./usr/include/tee plugin method.h
./usr/include/tee client api.h
./usr/include/pkcs11. h

./usr/include/tee bench.h
./usr/include/tee client api_extensions.h
./usr/include/ck_debug. h
./usr/include/optee client config.mk
./usr/include/teec trace.h

./usr/sbin/

./usr/sbin/tee-supplicant

6. tee-supplicant Z&&T 3

[container ~1# tee-supplicant -d

7. xtest TENMEZMERRT B
xtest T OP-TEE OEFEZHERLEI. UTOOVIBETAMZ2/NALEOY T,

[container “]#f xtest
Run test suite with level=0

TEE test application started over default TEE instance

R A A
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i

#f regressiontpkcsli+regression nxp

i

OB IR R RT3 13191910 118181818 B B BRI GBI R IR IR R IR1919191818 18181 IB BRI R BIRIR IR IR IR RIR1819131)

* regression 1001 Core self tests
regression 1001 0K

: (EH8)

33939 subtests of which 0 failed
114 test cases of which 0 failed
0 test cases were skipped
TEE test application done!

xtest DET AR Z/NATERWSHFREBENSREL WL Z
EEBBOLET, AEIBRTERVL S THNIFTR— KT TERL
2E W,

1. 77V —2avziE#dsd

EILRERZEALICCETCAS TABRESNEF U, BMO CAZEBHLTLLZEIW, &
Z Tld optee_examples D optee_example_hello_world Z3£17U %7,

[container ~]# optee example hello world

D/TA: TA CreateEntryPoint:39 has been called
D/TA: TA OpenSessionEntryPoint:68 has been called
I/TA: Hello World!

D/TA: inc value:105 has been called

I/TA: Got value: 42 from NW

I/TA: Increase value to: 43

I/TA: Goodbye!

Invoking TA to increment 42

TA incremented value to 43

D/TA: TA DestroyEntryPoint:50 has been called

D/TA: ¥ I/TA: £EWofc OP-TEE OO HASNIGEWT —X

OP-TEE OS & vart ZE#ZMNMWTX Y, Linux OEEATIEEALTW
= BWfes, ssh ¥ syslog B EZFMALTHAVZHETE £ A,

tee-supplicant (& OP-TEE @ linux BEO IV /=AY 7O AT,
OP-TEE Z#FEI 27=HICIFR TEIBRESEBRWVWEDTY, BEEENIT S

L EEBEDHULET, FUKEBERBYZ A7 ESEICLTLLEEL,
- Armadillo-loT — ko x4 G4 TAVFFEBEZET 7 1ILEE
B 9 % [https://manual.atmark-techno.com/armadillo-iot-g4/
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armadillo-iotg-g4_product_manual_ja-2.6.0/
chO6.html#sct.container-auto-launch],

- Armadillo-X2: TaAYTFFEERE T 71 ILZEKRT % [https://
manual.atmark-techno.com/armadillo-x2/armadillo-

x2_product_manual_ja-2.6.0/ch06.html#sct.container-auto-
launch]

6.5. NT7A—XVAZHET S

xtest ZF|FAT S & T AES, SHA Z)LTU XL®D OP-TEE OS DX T7 4 —Y YV RAZRET S &N
TEXT,

AES D/ T A4 —X V2B TBcHICRODAVY REEITLET, COFERIEIHICHEDET,

[container ~]# xtest —-aes-perf
min=113. 753us max=191.881us mean=116.426us stddev=4.10202us (cv 3.5233%) (8.38786MiB/s)

SHA O/IRT7 A=YV AZEATBcHDIV VY REETUET, TOERBAICEDZEFT,

[container ~]# xtest --sha-perf
min=50, 876us max=123. 003us mean=52, 8036us stddev=2.4365us (cv 4.61427%) (18.494

6.6. Edgelock SEO50 =&AL TEE Z8EET %

NXP Semiconductors ® EdgelLock SEO50 (& lIoT 7 7V —>a>ymAiFDEFa 7T LAV KT
o MARTZILTV XLICHIGULIEBE I YV, tF¥a7ANL— VHEEHUET, GlobalPlatform

lc &k > TE#E(L ST T3 Secure Channel Protocol 03 [CE#MLL., /XX LARILEESIL (AES). RX k
tt RDOMEEIEE (CMAC R—X) ZITWET,

OP-TEE T SE050 ZRAAWA1—XT—X &L TR, loT 77U T—Y 3 vmAFIcE b SN EELRHE

EARUICET, RAMIOMEZSTD e WEEICHIRT S ENEZS5NEY, OP-TEE ZHA5G

PE3I&TSEOS0 NPTV ERTZED. RESNBEREEZIND HU TERICAIET 280 Z5F
B5ENTEET,

d1—H—NH SEOB0 Ic 77 X9 31FEEldE. OP-TEE @ TEE Client API
> TEE Core APl &L 1z GIobalPlatformAPl HEHEOHIT CEICHEDE
T TINARADEEREDIKR TLEBNEZ ICBENAIREICEZD £I,

SEO50 DEEMRIC DWW TIZLAT D NXP Semiconductors OR—I M 5%
RUT. CTHEFRLLEIL,
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SEO50 datasheethttps://www.nxp.com/docs/en/data-sheet/
SEO50-DATASHEET .pdf

6.6.1. OP-TEE M+ plug-and-trust 51 75V

NXP Semiconductors h\BF 9 35S0 75 plug-and-trust ZFJFB L T SEO50 Ic7 7 tALZE
9, OP-TEE ND#HEld Foundries.io I & > T{TPoh. Github ICTAEENTWER T, IR, SEOS0
DETOHEEEZFEZZ2DITTIEHD FEA,. EICESEBENFBVRERERNMEM LI N TLET,

RRTHIGT B E:
- RSA 2048, 4096 encrypt/decrypt/sign/verify
- ECC sign/verify
- AES CTR
- RNG
- SCPO3 (i2c communications between the processor and the device are encrypted)
- DielD generation

- cryptoki integration

OP-TEE ¥ plug-and-trust OFHOERISUTZSRU T LI L,

~ OP-TEE Enabled Plug and Trust Libraryhttps://github.com/
foundriesio/plug-and-trust

AKAARTHRALEN=Y3a Y EUTOEED TY,
- plug-and-trust: 0.0.2
- imx-optee: If-5.10.72_2.2.0 (3.15.0 X—X)

- trusted-firmware-a: If v2.4 (2.4 X—X)

6.6.2. EJL RDFin
HEAWICIF CAAM DIFE ERKRDORNICE D,
1. 7—hO—%—%EILRTS
2. imx-optee-client ZEJL KT 3
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3. TAA/CAZEILRTS
4. EILRERZED D
T LY NUBROBRIIUTOEED T,

F—— imx-boot-[VERSION]
| F—— imx-atf

| F—— imx-mkimage

| F—— imx-optee-os
| L—— uboot-imx
—— imx-optee-client
F—— imx-optee-test
—— optee examples
F—— plug-and-trust

L—— out

6.6.3. EILFRIEZBEIT S

OP-TEE M7 plug-and-trust ZEJL R I 2/ DICHBR/INNy T —I%&A VA M—=ILULET,

[PC 1% sudo apt install cmake

6.6.4. OP-TEE M7 plug-and-trust ZEJL RT3
1. OP-TEE EmF plug-and-trust #7 0—>9 3%

imx-boot-[VERSION] > imx-optee-client 7« L 7 b U &WFICEEE S5 K SIC OP-TEE [
I+ plug-and-trust 27 O0—> LT, RBIKIGUCTEY R TSV FREZF v I 7T MLTL
EE W,

[PC ~1$ git clone https://github. com/foundriesio/plug-and-trust.git -b optee Llib

2. OP-TEE @+ plug-and-trust ZEJL K9 %

[PC ~1$ mkdir -p plug-and-trust/optee Lib/build

[PC "1$ cd plug-and-trust/optee Lib/build

[PC ~/plug-and-trust/optee Llib/build]$ cmake ¥
-DCMAKE_C FLAGS="-mstrict-align -mgeneral-regs-only” ¥
-DCMAKE_C_COMPILER=aarch64-linux-gnu-gcc ¥
-DOPTEE_TREE="${PWD}/../../../imx-boot-[VERSION]/imx-optee-os” ..

-— The C compiler identification is GNU 10.2.1

-- The CXX compiler identification is GNU 10.2.1

1 (&B8)

-- Generating done

—- Build files have been written to: /path/plug-and-trust/optee Lib/bui ld

[PC ~/plug-and-trust/optee Llib/build]$ make
make
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Consolidate compiler generated dependencies of target se@50

[ 4%] Building C object CMakeFiles/se050.dir/path/plug-and-trust/hostlib/hostLib/
LibCommon/infra/global platf.c.o

[ 8%] Building C object CMakeFiles/se050.dir/path/plug-and-trust/hostlib/hostLib/
LibCommon/infra/sm _apdu. c. o

1 (&B])

[100%] Linking C static Llibrary Libse050.a

[100%] Built target se050

6.6.5. imx-optee-os MY 7 « ' DEIE
SEO50 % crypto driver & UCHIA I %7/&HICcaAY T 1« T ZIEIET %,
SEO50 mFIcEIL KT B =8I imx-boot-[VERSION]/Makefile ZEHN9 %,

$(OPTEE) /out/tee.bin: $(OPTEE)/.git FORCE
$(MAKE) -C $(OPTEE) O=out ARCH=arm PLATFORM=imx CFG WERROR=y ¥
PLATFORM FLAVOR=mx8mpevk ¥
CFG NXP SE@5X=y ¥ @
CFG IMX I2C=y ¥ @
CFG CORE SE@5X I2C BUS=2 ¥
CFG_CORE SE@5X BAUDRATE=400000 ¥
CFG_CORE SE@5X OEFID=0xA200 ¥

CFG_IMX CAAM=n ¥ ©
CFG_NXP_CAAM=n ¥

CFG CRYPTO WITH CE=y ¥ @

CFG_STACK THREAD EXTRA=8192 ¥ @
CFG STACK TMP_EXTRA=8192 ¥

CFG_NUM_THREADS=1 ¥ ©
CFG_WITH SOFTWARE PRNG=n ¥ @

CFG_NXP_SE@5X_PLUG_AND_TRUST_LIB="/plug-and-trust/optee_Lib/build/libse050.a ¥ (8
CFG_NXP_SE@5X PLUG_AND_TRUST="/plug-and-trust/

A7« DEIEICEY 25

SE050 ZFAT 2 eHICEMICT D

imx-i2c RZ4/\ ZBMICT S

CAAM (F#E1Ld 2

AES % SHA [&&# % Arm CE 2F|BE7 %

AV EBELIDBEHEHEITDHICRY VIV ZIBET D

ALY RICEBEHOIVTFARMNIKIGLTWEWEH ALYy RZE 1 DET B
N=RU T 7EBAERZHNABIT BDICTEMICITS

SE050 @ R Z 1 /XDEE(E OP-TEE M} plug-and-trust 541 72 YRICEFET S

00600000

i.MX 8M Plus @ i2c DEAREREIZ 400kHz D7csh. EVEEER

/ - SE050 O host #Zitf 12C ld&XK 3.2 MHz (high speed) TY A,
ETRESNTVETY
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- CAAM & SEO50 DO##Fid. SEOS0 ZB#MIcT BT &lick>T
CAAM DERID B Z A INDIRFEBRNREICR D2, RITRICT
TR BEENHDXT

6.6.6. uboot-imx DEIE

Armadillo (ZTHBEHDHIBD b AR REFIC SEO50 % Deep Power-down E— RICEREL T
NRT—T—F 427 LTWET, SEOS0 % Linux DEENFT. 82 \L\iE Linux B ZARY RARICFIFET
SHiciE. iMX 8M Plus IC#EfiiENTWS SEOS0 @ ENA E>Z 7Y -3 20ENHBD X,
ENA E>Z7HY—K~d9%& SEOB0 [F—ERFEDRICEENT DD T SEO50 ZFAIT o ITIFET DR
S5RENMDEERD £F, OP-TEE OS IFEERFIC R T /NDELFEZTOIEEICHKE>TVWET, 20D
fzs. OP-TEE OS 2@ 9 %aillc&£E L TW% SPL (Secondary Program Loader) T Deep Power-
down Z#fR9 % & THRHBRKEZHRVLTVWEY,

UTFY X7 LDk & SEOS0 DEfRZERLicy—T > XK,

Boot
i.MX 8M plus| ROM ,
SpL Bo?tng

i TE-A . Booting _

! SEOUS0 :

' OP-TEE initializing |

i ! ! i I

E : | uboot__Booting \

; . ' 1 [

: : | Linuxl__Booting ¥

E : | tee—supplicaml_

,'%Wi igcpgg, S i SE050 OF|H i

HIRTE 23 TIBHRE iopTeE IckBI2C | LinuxiZE)# I3 Linux @ 12C !

twikpa D' D03 RS NTRAETD ESANERIBTS
SESOENAL [ typd > ; : !

. Authentication -
SEos0|Power down|  Booting Idle cequence SCPO03 session

X 6.2 SEO50 @i OP-TEE D& > —7 >~ XK
ENA Z7H— T BRDICUATOLSICEET S

diff -—git a/board/atmark-techno/armadillo x2/spl.c b/board/atmark-techno/armadillo x2/spl.c
index fd8869701805. .3aed04ccf2b2 100644
—-—— a/board/atmark-techno/armadillo x2/spl.c
+++ b/board/atmark-techno/armadillo x2/spl.c
@ -111,6 +111,11 @@ static struct fsl esdhc cfg usdhc cfg[2] = {
{USDHC3 BASE_ADDR, 0, 8},

};
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+#fdefine SE_RST N IMX GPIO NR(1, 12)
+static iomux v3 cfg t const se rst n pads[] = {

+ MX8MP_PAD GPIO1 I012 GPIO1 I012 | MUX PAD CTRL(NO PAD CTRL),
t};
.+.
int board mmc_init(bd t *bis)
{
int i, ret;

@@ -254,6 +259,11 @@ void spl board init(void)
clock enable(CCGR GIC, 1);
fendif

imx_iomux_v3 setup multiple pads(se rst n_pads,

ARRAY SIZE(se rst n pads));
gpio request(SE RST N, "se rst n”);
gpio direction output(SE RST N, 1);

+ + + + +

puts(”Normal Boot¥n”);

F7z. Linux T suspend Z{#AT %55 1E suspend Bl SEO50 MEMEINBWLSICT Bk
® se en ®dtbh /—RZEZEMELLET (linux 5.10.205-r0 L&),

diff --git a/arch/arm64/boot/dts/freescale/armadillo_iotg gd4-customize.dts b/arch/arm64/boot/dts/
freescale/armadillo_iotg g4-customize.dts

index dbf416b532b3. .b36adb8b13d8 100644

-—— a/arch/arm64/boot/dts/freescale/armadillo_iotg g4-customize. dts

+++ b/arch/arm64/boot/dts/freescale/armadillo_iotg gd4-customize. dts

@@ -12,5 +12,6 @@

#include ”imx8mp-pinfunc.h”

-// Replace this empty section by your configuration
-&{/} {};

+8&se_en {

+ status = "broken”;

t};

6.6.7. imx-optee-os @ imx-i2c K S /NDIEIE

imx-optee-os @ imx-i2c R Z - /N(CiF iMX 8M Plus DXIGHA > TWERWes, LI RTEDE
EZBINYT 2ENH D, imx-optee-os ICiF If-5.10.y_2.0.0 h'5 SE050 RS /\HAEXDAEN T WS,

LUTD&SICEBIEYT S,

diff --git a/core/arch/arm/plat-imx/conf.mk b/core/arch/arm/plat-imx/conf.mk
index b4fbfedb..3f6388f3 100644

—-—— a/core/arch/arm/plat-imx/conf. mk

+++ b/core/arch/arm/plat-imx/conf. mk

@@ -555,7 +555,7 @@ endif

else

-$(call force, CFG_CRYPTO_DRIVER, n)
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-$(call force, CFG WITH SOFTWARE PRNG, y)
+$(call force, CFG CRYPTO DRIVER,n) @
+#$(call force, CFG WITH SOFTWARE PRNG,y) @

ifneq (,$(filter y, $(CFG _MX6) $(CFG MX7) $(CFG MX7ULP)))
diff -—git a/core/arch/arm/plat-imx/registers/imx8m.h b/core/arch/arm/plat-imx/registers/imx8m. h
index 9b6ablee. .59fcea88 100644
-—- a/core/arch/arm/plat-imx/registers/imx8m. h
+++ b/core/arch/arm/plat-imx/registers/imx8m. h
@@ -42,6 +42,17 @@

ftdefine IOMUXC I2C1 SDA CFG OFF 0x480
ftdefine IOMUXC I2C1 SCL MUX OFF 0x214
ftdefine IOMUXC I2C1 SDA MUX OFF 0x218
+Helif defined(CFG MXSWP)
+#define 12C1 BASE 0x30a20000
+fdefine 12C2 BASE 0x30a30000
+#define 12C3 BASE 0x30a40000
.+.
+#define IOMUXC I2C1 SCL CFG OFF 0x460
+#idefine IOMUXC I2C1 SDA CFG OFF 0x464
+#tdefine IOMUXC I2C1 SCL MUX_OFF 0x200
+#define IOMUXC I2C1 SDA MUX OFF 0x204
+#define IOMUXC I2C1 SCL INP OFF 0x5A4
+#define IOMUXC I2C1 SDA INP OFF 0x5A8
fendif

ftendif /%  IMX8M H =%/
diff --git a/core/drivers/imx_i2c.c b/core/drivers/imx_i2c.c
index a318c32c. .a%9%dab31c 100644
-—— a/core/drivers/imx_i2c.c
+++ b/core/drivers/imx_i2c.c
@@ -34,6 +34,16 @@

/% Clock */
ftdefine I2C CLK CGRBM(_ _x) 0 /x Not implemented */
fidefine 12C CLK CGR( x) CCM _CCRG_I2CH# «x

thelif defined(CFG_MX8MP)
+/% IOMUX */

idefine 12C INP SCL(  x) (IOMUXC_I2C1 SCL INP OFF + ((_ x) - 1) % 0x8)
+#define I12C INP SDA( x) (IOMUXC I2C1 SDA INP OFF + ((_x) - 1) x 0x8)
tidefine 12C INP VAL( x) ((C %) ==1[] (_x)==2)70x2 : 0x4)
+iidefine 12C MUX VAL( x) 0x010

+#fdefine I12C CFG_VAL(_x) 0x1c6b

+/% Clock */
+ftdefine 12C CLK CGRBM( x) 0 /* Not implemented */

+iidefine 12C CLK CGR( x) CCM CCRG_I2CH# «x

ftelif defined(CFG_MXGULL)

/% TOMUX */

ftdefine I2C INP_SCL( x) (IOMUXC _I2C1 SCL_INP OFF + ((_x) - 1) % 0x8)

@@ -182,7 +192,7 @@ static void i2c set bus speed(uint8 t bid, int bps)
vaddr_t addr = i2c clk. base.va;
uint32 t val = 0;

-#if defined(CFG_MX8MM)

+#if defined(CFG MX8MM) || defined(CFG MX8MP)
addr += CCM CCGRx SET(i2c clk.i2¢c[bid]);
val = CCM_CCGRx_ALWAYS ON(Q);

ffelif defined(CFG MX6ULL)
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FIE imx 72y b7 4—L®D makefile DFERETY, BT HHICTIXVYNTTIRULET,

(1) imx 72 v k7 4—ALT CAAM HUAD crypto driver ZFT 22 &ZBEL TWLARWN
(2) CAAM @ HWRNG ZFIBULBWE WS Z &ld PRNG ZES5 2 & UNMVEE L GW

6.6.8. EJLR &Y —F v MIR— RADFHMAH

BIELZIE. EILRNSTY—T v hR— RADHEMAHEF T CAAM [T D OP-TEE & REKDFIE
TEEXIT B ENARETY, 643 7J—hO—45—ZBEILRT D) DEEHISHEBEL THMAHL
TLIEEW,

6.6.9. xtest OHIER

r6.6.1. OP-TEE ¥ plug-and-trust 51 75U THEALLKSIC—EDO7ILTY XLICHIRH S
DNET, TN xtest DETDTANERZ/NRFTZDITTIEHD XA, UATICKERT ST ANE
Bz5%E3 %,

TREBOHDITZ—:
- regression 1009 TEE Wait cancel

- F P UEIINNIEBET BHIC OP-TEE ENILFRAL Y RBNERMBER TERS TRESHEW,
SEOS0 NDF7 U ER%EV )7 T4 X BFAT B7HIC imx-optee-os D make FFICAL v R
Zz12icLbTWbice

XML TWEWRRDICHICT S —:

- regression 4006 Test TEE Internal APl Asymmetric Cipher operations

- regression 4007 rsa.1 Generate RSA-256 key

- regression 4011 Test TEE Internal API Bleichenbacher attack

- pkcs11 1021.3 RSA-1024: Sign & verify - oneshot - CKM_MD5_RSA_PKCS

- pkcs11 1022.2 RSA-1024: Sign & verify - oneshot - RSA-PSS/SHAT

- pkcs11 1023.2 RSA OAEP key generation and crypto operations
optee os DAES (BIA DfERE):

- regression 4009 Test TEE Internal API Derive key ECDH

- regression 6018 Large object

- pkcs11 1019.3 P-256: Sign & verify - oneshot - CKM_ECDSA_SHA1
BT IR ICEBR R WHAREDIDN B HIC T —IXLTWEH DL SICRZ %,

- regression 1006 Secure time source

- regression nxp 00071, regression_nxp_0003

xtest ZITSBRICIET 7 AR TT AR CKREU THR/ICECRE LB
TWET, i, BEOID ST A MIENICT B EHRAETT,
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[container ~1# xtest -x 1006 -x regression_nxp 0003

6.7. imx-optee-os BTG

6.7.1. V7 kU 72ER

OP-TEE D7 —F* 77V F v DBMEZFHHET %, < I TIX i.MX 8M Plus IcEH S5 Cortex-A53 1
PDF7—FTUFv THd aarch64d ZHIRICEZED B,

UFICDYRAT LARZTRT .

. CA Dynamic TA
tee-supplicant
ELO : = SELO
TEE Client API ) ( TEE Internal Core API )
Secure TA
storage
Linux kernel OP-TEE OS
Pseudo TA
EL1 SEL1
optee driver
Rain
Shared memory |
EL3 |Trusted Firmware-A EL3

OP-TEE dispatcher

optee vector table

6.3 OPTEE O X7 LK

LTOAVIR—RY ML > TYRTLNEREINS, BEEEFLEBICDODVWT

- OP-TEE

- GlobalPlatform @ TEE 3%, secure EL1 [CECEZ 115

- Trusted Firmware-A

. Linaro [T &> TH% 3% Secure monitor MEE

ST 2o

. secure state & non-secure state OBBEIE, PSCl [CEML EREBELREZEYT S

- optee dispatcher &M (F1 2 OP-TEE OO HUEY 2 —ILEARSBICKED

- Client Application (CA)
- TA ZOHT 77U Tr—r3 Yy
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- Trusted Application (TA)
- TEE £T CA S OMHUH Lz 0E
- Dynamic TA & Pesudo TA h'$% %

- Pesudo & TA TlEH D EFH A, BEIE Dynamic TA ZFJFBL T EE W, Pesudo TA (&
OP-TEE OS [cE#Y vV 33 =% TEE Internal Core APl [ZFERFEH A

- Dynamic TA & Linux D7 71 LY AT A LEICECEEI N5, tee-supplicant &k > T OP-TEE
OS [c5|EEEINn

- tee-supplicant

. Linux user ZZRTE&IfE9T % OP-TEE ##> 70t X, BMIZ Linux ®YU Y —X% OP-TEE OS
MBI 276

6.7.2. 70—
TEE ZOHIT 7O—ICDWTEHHAT %,
CAD OP-TEE LD TA DY 3V &EMHEIT ZHN
1. Linux £® CA D, Ev¥a>rzfA<oHIC uuid Z3EEL T TEE Client APl ZIEO'HT
« Y AT L J—)LT tee driver BIEEN S

2. teedriver & €¥ 174 3—JL T Trusted Firmware-A (ATF) £® OP-TEE dispacher
ZMHOHEHT

3. OP-TEE dispatcher & optee vector table [CE#FE N TWS OP-TEE D/\Y RS ZHEUEHY
- COERPETIFERL EL3 DIRRE

4. OP-TEE OS (B 5 SELT 57T, NELEZL THS, X TOHIET tee-supplicant
ZIFEOCHT

5. tee-supplicant (& uuid ZEIC TAZO—RULTHBEAEVICEEL T OP-TEE OS ZHUH 9
6. OP-TEEE TAZO—K9 3
7. Ey¥avhnTEDS
CA H* TEE Client APl Z5& U T TA L THHUBZRTT DN
1. Linux £® CA »' TEE Client APl ZEUH T
- Y AT LJ—)LT tee driver BIEEN S

2. teedriver & E¥ 174 3—JL T Trusted Firmware-A (ATF) L@ OP-TEE dispacher
ZIEOHT

3. OP-TEE dispatcher & optee vector table I[CE#FHZRI N TWS OP-TEE D/\> RZZFEUHT

4. J\YRZ (OP-TEE OS) (B S SEL1 %5 %, AERILEZ L TH S5, SELO (5T TA =
(O=lcR

83



Armadillo-loT "=k 7 = G4/Armadillo-X2 EF a2 UF 1 A K V7 MUz FERITREORE

5. TA I APl O5|#=EHICHDNIBEETIT S
6. CZCETOHIET CA FTRES

47 FDFUVLWABRICOWTREAARF 2 XY b ECELLLS W,

Normal World invokes OP-TEE OS using SMChttps://
optee.readthedocs.io/en/latest/architecture/
core.html#normal-world-invokes-op-tee-os-using-smc

6.7.3. XEUR Y
tXa )T« BEEOHEEZEH iIMX 8M Plus D¥EXEUX Y TZRICRULET,

H:__—______/’—“ﬁ__.———_f]

Ox2_3FFF_FFFF

DRAM
(Al modules except MT)
5120ME

Ox1_0000_ 0000
OXFFFF_FFFF

DRAM
[All modules)
3072MB
Ox4000_0000

R —

0x0098_FFFF OCRAM
0x0090_0000 5TEKE
Ox0018_8FFF OCRAM S
0x001E_D000 36KEB
Ox0D010_FFFF CAAM (secure RAM)
0x0010_0000 32KB
0x0003_FFFF Boot ROM
0x0000_0000 256KE

6.4 i.MX 8M Plus OYEXEIT Y/
imx-optee-os DAXAEITY TEZRICRULET, TNV ITFICBRILTLESI W,
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% 6.1 OP-TEE XEVUY VT

type virtual address physical address size description

TEE_RAM_RX/RW 0x5600_0000.. 0x5600_0000.. 0x0020_0000 OP-TEE text + data
Ox561f_ffff Ox561f_ffff (smallpg) toyvay

IO_SEC 0x5620_0000.. 0x32f8_0000.. 0x0001_0000 TZASC
0x5620_ffff 0x32f8_ffff (smallpg)

SHM_VASPACE

0x5640_0000..
Oxb83f_ffff

0x0000_0000..
OXOTff_ffff

0x0200_0000
(pgdir)

OP-TEE dynamic
shared memory
area, va DFERD &

RES_VASPACE

0x5840_0000..
Ox58df_ffff

0x0000_0000..
Ox009f_ffff

0x00a0_0000
(pgdir)

OP-TEE F#VtEI%
(late mapping), va

Oxbb5f_ffff

Ox57ff_ffff

DFERD H
IO_SEC 0x58e0_0000.. 0x3020_0000.. 0x0040_0000 AIPST1(GPIOT, GPT,
Oxb91f_ffff Ox305f_ffff (pgdir) IOMUXC % &)
IO_NSEC 0x5920_0000.. 0x3080_0000.. 0x0040_0000 AIPS3(UART2,
Ox595f_ffff Ox30bf_ffff (pgdir) CAAM, 12C 72 &)
IO_SEC 0x5960_0000.. 0x3880_0000.. 0x0020_0000 GICv3
Ox597f_ffff Ox389f_ffff (pgdir)
TA_RAM 0x5980_0000.. 0x5620_0000.. 0x01a0_0000 TA O— R, {75
Oxbb1f_ffff Ox57bf_ffff (pgdir)
NSEC_SHM 0x5b20_0000.. 0x57c0_0000.. 0x0040_0000 OP-TEE contiguous

(pgdir)

shared memory
area
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7. EEICHAITTTINY JHEEZRH U %

2T TNy THREZFHU DT EEZTDREICDODWTHRALET,

TINy THERBEIAFEOMNRZB LEEBLHICHET t—XTEBLLTRBSBVWHDTY, BHEd'
MIZICHFTS NS EHBRAROBNICOMRZRELIT, LML, AREBICE>TEANTHDEWS
ZElF FARICKHBEICE > THEABENFREBDTERIT.,. BESNIEHMOERFREICK > T,
TNy THEREDNDEATH2ERTELHDET, EXaVUT s UXTEDNL—RATICIRBAIREMED
HBDT, BRCTENESIHZRATEIEZ2HEDHLET,

TINY THBEZBAU B C L ISR E EWEBELITTHRLL, PYhY—0F
D/ICEKBBICOWTHRML—RATIKEDET, BACShicT Y
H—7 11— RAEFRAUBANTERK BB EECHBEWCLEEEY
ESBEWVWLET,

7.1.JTAG & SD 7—hZz@&Mkd 3

Armadillo-loT '— k7 =1 G4/Armadillo-X2 OB i E. JTAG R— M dERBFEFE cHESINE
o JTAGHNEVREETIT EHBENEEDH D A—REETITZ, XAEVEYYTUTREBEEF
TIRBEREWDHEITREDITANAREERD £T, 2Dk, THICHTINIRKEETIE JTAG %=
T B EEHENOHULET,

Ric, SD 7= K& SD XA F ¢ P &EI 21T THRENT 2 EFILEETT, TORME. SD X717 DE
HMPORHBICE > TYRATLAANDEA, SD 7= EFBLUcEF 27 T7—MRICHIT Z2HBENEZ SNE
T, INSDOURTIE, SD J—hEENCIT DI ETHRIT D ENAFEETT, LM L. SD 77— K&
VAT LADEHOEEHIES>TWEYT, SD 7—hE2EWELTE 2 EICK>T. eMMC 7 — kTl #EED
TERWRREICH - 2HEE. BB TITAG OEMENEDLETHREINTWSE, ZELEHT SR
EDNTELRWTNARICKRD (BETDUNEW) AN H D EHEBL TSIV,

VIR 7ORENTET UEERKICAS S, 2EA Armadillo ICY 7 M7 2 7Z2EZ AT 2HD
AVAN=ILT 14 AIDREICTRD £9, Armadillo Base OS TIEREFEMNTE T Lz Armadillo E¢a~v
YREEFTIBZEICED, #O Armadillo DIL— 7 7AIN IV AT AR T —hO—45—%2ZFDFEF
AVAN=ITARIAA=IEVUTERTBDZENTELXT, FHLABRIIUTORBEY=2T7I)L%E
SR TSIV,

- Armadillo-loT =k x4 G4 "TREUEIVRATLAZAVAN=IT 1 AVICT 3 [https://
manual.atmark-techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja-2.6.0/
ch04.html#sct.make-deved-system-to-install-disk]

- Armadillo-X2: THHE UL ATLZA VYA N=ILT 1 AV IcT % [https://manual.atmark-
techno.com/armadillo-x2/armadillo-x2_product_manual_ja-2.6.0/chO4.html#sct.make-
deved-system-to-install-disk]

JTAG & SD 7—hEEWMEL UM VY AN =ILT 1« AU Z1ERL T B IC(d abos—ctrl make-installer O
VY REZE{TIBHIIC, abos-ctrl installer-setting AV RTHELET,
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ESD J—hEEWCTDRETH D, BAEAD Armadillo @ JTAG &

/ ERRUTcA Y A N—=ILT ¢« AU %ER L THIEME U7z Armadillo @ JTAG
SD 7—rDEMICHRDZEIEHD £ A

[armadillo /1# abos-ctrl installer-setting
Would you Llike to disable JTAG in the installer ? [y/N] (1

y
JTAG disabled setting for production Armadillo has been configured.

Would you like to disable SD boot in the installer ? [y/N] (2]

y
SD boot disabled setting for production Armadillo has been configured.

7T1AYAM=ILT 1 AV DITAG & SD 77—~ E2EMLT S
QO JTAGZEMELIZEHEIRF Yy EANLET. EWMLLBWESRMAHAAET Enter F—ZHL

TLIEEW,
O SDT7—rEEWLITZEREY ZAHNLET, EWNLUAWVESIZAHAHET Enter F—%
BLTLREEWL,

BEDOHRTEEESRT BIC|E abos—ctrl check-secure AN REZFEITUET, disabled DIBESIEE
b TBREICE>TWVWET,

[armadillo /1# abos-ctrl check-secure
- JTAG access disabled for mass production.
- SD boot access disabled for mass production.

K 7.2 JTAG & SD 7—hDOREEBEZERT S

HEZVELY NI BICIE —reset A7 3> %fFFT abos-ctrl installer-setting V¥ K%&EZE1T
LEY,

[armadillo /]# abos-ctrl installer-setting —-reset
cleaned up all settings.

K73 JTAG & SD 7—hOEEEZE LY TS

JTAG & SD 7— M OEMLERTEEETUEIC. abos-ctrl make-installer AV REZETLTA
VAN=IT 4 RV EEBRLUET, IV RETRIIC. Armadillo i1 V5 —% v NMCERSN TR D,
M2 10GB L EDZEERENH S microSD h—RHAEAINTVWS Z EEZERL T LE W, microSD
H—RADTFT—FEA VAN =T A ATERBICEEZEINTEITLESD T, RELT—FIEF
DNV T Ty TZ2RoTENWTLZEI W, AVY RETHIEIUATOLSICHED XS,

[armadillo /]# abos-ctrl make-installer

Checking if /dev/mmcblkl can be used safely...

It looks Like your SD card does not contain an installer image

Download baseos-{product-image-name}-installer-latest.zip image from armadillo.atmark-techno. com

C170m) ? [y/N] ©
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y
WARNING: it will overwrite your SD card!!

Downloading and extracting image to SD card...

Would you like to create a windows partition?

install, leave at 0 to skip creating it.

Custom partition size (MB, [0] or 16 - 29014): 500 (2]
Checking and growing installer main partition
Trying to install mkfs.exfat (exfatprogs) in memory from internet

(1/1) Installing exfatprogs (1.2.2-r0)

Executing busybox-1.36.1-r15. trigger

0K: 148 MiB in 197 packages

exfatprogs version : 1.2.2

Creating exFAT filesystem(/dev/mmcblk1p2, cluster size=131072)

Writing volume boot record: done
Writing backup volume boot record: done
Fat table creation: done

Allocation bitmap creation: done

Upcase table creation: done

Writing root directory entry: done
Synchronizing..

exFAT format complete!

Resize device id 1 (/dev/mmcblkipl) from 520.00MiB to max
Installer will disable JTAG access

Installer will disable SD boot after installation
Copying boot image

Copying rootfs

Copying appfs

At subvol app/snapshots/volumes

At subvol app/snapshots/boot volumes

At subvol app/snapshots/boot containers storage
Cleaning up and syncing changes to disk...
Installer updated successfully!

Finished writing baseos-{product-image-name}-installer-[VERSION]. img, verifying written content...

That partition would only be used for customization script at the end of

fetch https://download. atmark-techno. com/alpine/v3. 19/atmark/{arch-name}/APKINDEX. tar. gz
fetch https://dl-cdn.alpinelinux.org/alpine/v3.19/main/{arch-name}/APKINDEX. tar. gz
fetch https://dl-cdn.alpinelinux.org/alpine/v3.19/community/{arch-name}/APKINDEX. tar. gz

T4AYAN=IT 1 AT 2T B

Q@ yYyZEAALEY,

(2] AVAR=ILTARAVRIA VA=A ZREFLIEWEERE, BRICERTES%E 2 /(-

TavarveEEELLEY A XIERLEYT,

Mnstaller updated successfullyly &FRREINNIE, EFIC microSD h—RIZA YA R—=ILT1 X
TJAA—IZEZTIALIENTETVWET, Armadillo M5 microSD h—RZKREL TS W, &

® microSD h—RKR%Z{#E> TE=ER Armadillo [/ > XA M=)LZ1T5
SD 7—hhEMEESNTREEERD £,

7.2. U-Boot DIRIZEMODEEZHIR T 5

&L Z®D Armadillo (& JTAG &

Armadillo Base OS @ U-Boot (& eMMC DOEEDEEN STRBE M ZEFHARN> TWET,
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REDEWATIELI—F—FFD eMMC OFEIICEAATEETAN., eMMC DAL SEEEZN
fcEUTH Linux NEELWY—T Y X TREIT S LS5 UIcWEEIE. U-Boot DIREBEZH * &H H12E
Ov o UlcADNEZLTY,

imx-boot /N — 3 3~ 2020.04-at23 LLB&E T (& . uboot-imx/configs/x2 defconfig (T
CONFIG ENV_WRITEABLE LIST=y ZEHNT D&, BREAGEEARUCRBEZEHBLNIZEE TCELRLBEDET,

FOLEAROBEZTH O Y X ~IE uboot-imx/include/configs/armadillo x2.h 7 7 AL D
CFG_ENV_FLAGS LIST STATIC THREUL XTI,

RHFELTVWSEAY T4 TR UTOREZEHNEERETY :

- upgrade_available & bootcount: O—)L/\w JBEBEICHEBEREE T, O—IL/\y U HEe% FEMIC
9 %551E0 9 upgrade_available D77 A L MEHZRIC L TLZE L,

. encrypted update available, dek spl offset & dek fit offset: FEE={L I TL\S imx-boot ®
EBANMACHEBEREHRTY, imx-boot ZESILUBRWSEISHIBRTE X IH., BRUCEFEFTHEE
HHEE A

. ethaddr, ethladdr, ethact & ethprime: X N7 —2 AV Y REEDODZEHTI, 74 NDT—
RIAYYRIZRY N T—OZFERAUTCEEADTIHEICEESL D FE A,

F7fe. Linux Z#E1L T fw printenv FZFEAL TH Linux AITIET 7 )L MEPEERREDRIEZR
BIZANIEELU TOWRWLWDTEREEIBEWVWTT,, ZHDEICE VNS SHEEF U-Boot D prompt T
HRL T eIV,

REEIToTcIC 553 BEEZBFHAT7—hO—5 -0 ODFIBEEEDICUEILRT S &,
CFG ENV FLAGS LIST STATIC [CY A RSINTWBIEREBZHUNIZETELRLLADET,

7.3. U-Boot 7OV 7 K EEMICT S

Armadillo Base OS ® U-Boot &7 7 # )L b T autoboot BNEZHICiR > TWE T, autoboot KNE%H
BB TIERE o771 L1 (bootdelay) DEIF—ANZRFE. AALRIFNIEEHNIC bootcmd %=
ETUT Linux 2881ULE T, —A. RES>TEBICTF—AIDNH D ETOY T RBIRRSINT, KA
BRANVV RAEERTITZZENTEEFT, INSOOAVY RIFETHEFRBRLEOTITN, WBEHICEST
HWEEFENT D LODICEBRFERELRDEEXT, I TR, RE-BEAFOWIEEZEMLIT 5%
ZmBAULEI,

bootdelay 2T 7AW, 2WFD
- 0: FEEEBL, £EULF—AANTTOVY I EMDBERREINDS
- -1 : autoboot H¥E%h
-2 FEEMEARL. F—AHLDER

17.2. U-Boot DIRIBZHOEEXFHIRIT 51 OFIEZET-oIEBEIX imx-boot @ uboot-imx/configs/
x2 defconfig (C TCONFIG BOOTDELAY=-2; ZEIMUTCZEELTLEE L\,

BIEBTHMNZTEIRERIES T Armadillo Base OS @ /boot/uboot env.d/no prompt DR T 71 )L
ZE> T, FESICEHEZREINIXSERDY vy 77— MNcbBEREINEXT,

HEMEERNY 2 T7ILESEIC LTI,
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- Armadillo-loT — kD x4 G4: Tu-boot ODIREBEBZHDKRE [https://manual.atmark-

techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja-2.6.0/
chO6.html#sct.uboot-env];

- Armadillo-X2: Tu-boot DRIEZDKFE [https://manual.atmark-techno.com/armadillo-x2/

armadillo-x2_product_manual_ja-2.6.0/ch06.html#sct.uboot-env],

[armadillo “J1# vi /boot/uboot env.d/no _prompt (1)

#f bootdelay % -2 ICERET B ET U-Boot 7OV T MNEEMELET
bootde lay=-2
[armadillo ~1# persist file -v /boot/uboot _env.d/no prompt (2]

" /boot/uboot_env.d/no_prompt’ -> ' /mnt/boot/uboot env.d/no_prompt’
[armadillo “1# fw setenv -s /boot/uboot env.d/no prompt (3)
Environment 0K, copy 0

[armadillo “]# fw printenv | grep bootdelay 0

bootde lay=-2

CO0O

AV 7407740 EERLET,

77 A I EKGEIELET,

EHEEZTIAHE T, swupdate TEZADHZHIEEEFBNICTONTWET,
ESRANREREHERLE T,

'7.2. U-Boot DIRIBZHDEEZHIRI 21 ZTo TRWERIC
CONFIG_BOOTDELAY T 'R s 9 . &7
CONFIG_ENV_WRITEABLE LIST £3RTEY M\ /boot/uboot env.d TRE L
TLREW,

CZTHBAULLMUNMCEWSDODDAERHDEI, V—AI—RICR
FAAXYEIDBDERT, UTZSRULTLLLEE W,

imx-boot-[VERSION]/uboot-imx/doc/README.autoboot
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Armadillo-loT "=k 7 = G4/Armadillo-X2 €F a2 U T« 1 R BEDHZHEENDIE

EEB ll_j\ll_;\ CZ:) Etzs ;%Es ]ggz:giiili%ggfl/ﬁ\\'CZ:>:$ttt

/'J‘l'

CODETIREZEDHDHEEHS Armadillo-loT ¥— k7 =1 G4/Armadillo-X2 %575 /5% 5tiA
LET,

8.1. KASLR

KASLR(Kernel Address Space Location Randomization)i&. Linux 1—XJLDER{TREDRET7 R
LAZEEZRBDOLICT VT MET 2 X2 U T H8ETT,

KASLR Z#F%1{td % &, WEEED Linux H—RILKNDIEEDEEEPT—FY D7 RLAEFRT B &
NEREICEDERT, FNICKL>T. PRLAHDHIBHL TWBIEEICHBELAKEICK T 2FRELN/LZE
gz ENTEZT,

TIBHEEIREED Armadillo-loT '— ko =1 G4/Armadillo-X2 T, KASLR &%t TWET,

1—H4Z Y RTHEEDEEME L TASLR EWSH#EENH D £, T15
HEHMREED Armadillo-loT ' — ko =+ G4/Armadillo-X2 Tl&. ASLR
lFEESNTWET,

ASLR D" B#EEINTWS Z & 2RI S ITIE. randomize_va_space
DIEN O LI > TWB I & &R LTSS L,

[armadillo ~1# cat /proc/sys/kernel/randomize va_space
2

ZIMSIEFKASLR ZBMEL. BMESNTVWS I L ERRY 2HEEHHAL £,
8.1.1. KASLR &1k

BREZB/AT D ETCICUTOLSIC uboot ST /Ny THANENEY, ZORAICI U7 ILERY 7
ROz 7 ETAISHOF—ZHUL T, uboot ® 7OV T MCA>TLRE L,

Hit any key to stop autoboot: 2
u-boot=>

IRIEZ# optargs DEZEZEL £9, nokaslr BMEESINTWBIEEIE. KASLR [FHEM LI TWE
ED

u-boot=> env print optargs
optargs=quiet nokaslr

BT optargs M5 nokaslr ZHIBRLE T, LT, quiet & nokaslr BMEEI N TWB I & &HE
RLZDT, quiet DAEIRELET,
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u-boot=> env set optargs quiet

RENRMEINTWS Z EZMHEZEUE T, optargs IC quiet DAHDEEINTWD Z EHERTEET,

u-boot=> env print optargs
optargs=quiet

REZREFLE T,

u-boot=> env save
Saving Environment to MMC... Writing to MMC(2)... OK

M ETKASLR OB Z# DD T,

8.1.2. KASLR OB ZN{LHERR

Linux Z#EE L T. Y VIRILDT7 RLRAZERUET, < I TEEFIE LT vprintk_deferred @7 KL
AzERULET,

[armadillo ~1# cat /proc/kallsyms | grep vprintk deferred
ffffdaffcac98530 T vprintk deferred

ffffdaffcac98530 TH S Z ENERTE X I, HiLHtk. BE vprintk_deferred D7 KL X =R
L9,

[armadillo “]# reboot

: (BB8)

[armadillo ~1# cat /proc/kallsyms | grep vprintk deferred
ffffabc2de898530 T vprintk deferred

ffffabc2de898530 TH B Z ENMER TE. P RLANEKL TWB Z ENER TERX U,

F17 16bit & Tz 20bit FZ V¥ AMEEhEzE Ao
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NETEE
IACE A= B F£HH HETAR
1.0.0 2022/06/28 - FIRRFAT
1.1.0 2022/10/26 - 16.4.4. imx-optee-client ZEJL RT3, D optee D/\N\—I 3V
% If-5.10.72_2.2.0 ICEH
- 173 UBoot 7AY 7 hZ&E&IcT 2, THRLTWS
CONFIG_BOOTDELAY DA% uboot_env.d ZFERALH
DICEE
1.2.0 2022/11/28 - 1643. 7J—hO—4%—%ZBEIRITSD, N—=I 3 VEFHRAEDH
BELELE
cswu EZFABELET Y 77— NAEEEM
1.3.0 2023/03/28 - 8. BEEDHZHWEEANDIEK, =B
1.3.1 2023/06/29 . 1533. E4Y—JL (CST) ##{H9 %, HNICBLY—ILD/I\—
VavIicET HESRBAZIER
1.3.2 2023/10/30 - BEZBRIEEOY Y ROAFIT sigixt & LTWeE% sig.bin ICIEE
1.3.3 2023/12/26 - T4.1.2. EdgelLock SEO50 ZE#®ICT %, DEANXZEIE
- 76.6.6. uboot-imx MIEIE;, DA EEIE
1.4.0 2024/03/26 - BIRZI(C Armadillo-X2 % #t58
- 1564 AMNL—VBSIENRIGOEBLEH Linux 1—FRIL1 X—
JDYER, I ~lock A 7Y 3 v ICEET AR SAEER
- 16.4. CAAM %= ER U TEE #8259 %, ICH S op-tee DEIL
RAEZIEIE
- 17.2. U-Boot DIRIBEZHDEE = HIRT 5, %ZEBM
1.5.0 2024/10/30 7. EEICEIFTT/NNy JiEEEER U %) NDOFIE% abos-ctrl O
VY RZFERUEFIBEICESE
- FRECIEIE
1.6.0 2024/11/27 5. 8xa277—bF; AOFIEZRZ 2024 F£ 11 BEBEREFTORNAE
ICEE#T
- FRECIELE




Armadillo-loT &— k™ = G4/Armadillo-X2 Ex2JF 1 HA R
Version 1.6.0
2024/11/27



	Armadillo-IoT ゲートウェイ G4/Armadillo-X2 セキュリティガイド
	目次
	1. セキュリティ機能の概要
	2. 本書について
	2.1. 本書の目的
	2.2. 本書の構成
	2.3. 表記について
	2.3.1. フォント
	2.3.2. コマンド入力例
	2.3.3. アイコン


	3. セキュリティの考え方
	3.1. セキュリティの費用対効果
	3.2. Armadiilo-IoT ゲートウェイ G4/Armadillo-X2 のセキュリティ領域
	3.3. Armadillo-IoT ゲートウェイ G4/Armadillo-X2 で実現できるセキュリティ機能と効果
	3.4. モデルユースケース
	3.4.1. ネットワーク機器
	3.4.2. クラウドサービスへの接続機器
	3.4.3. 決済処理が可能な機器


	4. 鍵の保護
	4.1. EdgeLock SE050 を利用したキーストレージ
	4.1.1. EdgeLock SE05x Plug & Trust Middleware
	4.1.2. EdgeLock SE050 を有効にする
	4.1.3. Plug & Trust Middleware のインストール
	4.1.4. Plug & Trust Middleware を活用する
	4.1.4.1. EdgeLock SE050 の保存された鍵を利用する
	4.1.4.2. ユーザーが生成した鍵を保存して利用する

	4.1.5. 補足説明
	4.1.5.1. 事前書き込みされた鍵と X.509 証明書
	4.1.5.2. リファレンスキー
	4.1.5.3. se05x-tools



	5. セキュアブート
	5.1. セキュアブートとチェーンオブトラスト
	5.2. HAB とは
	5.3. 署名環境を構築する
	5.3.1. 署名環境について
	5.3.2. ATDE を準備する
	5.3.3. 署名ツール (CST) を準備する
	5.3.4. アップデートファイル作成ツール (mkswu) を準備する
	5.3.5. Armadillo Base OS イメージの取得
	5.3.6. 署名環境のディレクトリツリー構成
	5.3.7. 署名鍵を生成する
	5.3.7.1. 署名鍵の生成
	5.3.7.2. 生成された署名鍵の確認
	5.3.7.3. 鍵のハッシュ値の確認


	5.4. セキュアブート機能の選択
	5.5. セキュアブートのセットアップ
	5.5.1. uboot-imx のセキュアブートの実装仕様
	5.5.2. セットアップの流れ
	5.5.3. 署名済みブートローダーの作成
	5.5.4. 署名済み Linux カーネルイメージの作成
	5.5.5. ルートファイルシステムのビルド
	5.5.6. セキュアブートセットアップ用 SD ブートディスクの作成

	5.6. ストレージの暗号化のセットアップ
	5.6.1. 実装仕様の概要
	5.6.2. セットアップの流れ
	5.6.3. 署名済みブートローダーの作成
	5.6.4. ストレージ暗号化対応の署名済み Linux カーネルイメージの作成
	5.6.5. ルートファイルシステムのビルド
	5.6.6. ストレージ暗号化対応のセキュアブートセットアップ用 SD ブートディスクの作成

	5.7. Armadillo-IoT ゲートウェイ G4/Armadillo-X2 上の作業
	5.7.1. Armadillo-IoT ゲートウェイ G4/Armadillo-X2 の準備
	5.7.2. SRK ハッシュの書き込み
	5.7.3. close 処理
	5.7.4. ファームウェアの書き込みをはじめる
	5.7.5. 作業が中断した場合

	5.8. 動作確認
	5.8.1. ストレージ暗号化の確認
	5.8.2. セキュアブートの確認

	5.9. セットアップ完了後のアップデートの運用について
	5.10. 補足情報
	5.10.1. secureboot.conf の設定方法
	5.10.2. 署名済みイメージと展開先
	5.10.3. セキュアブートのフロー
	5.10.4. ビルドのプロセスフロー
	5.10.5. ファームウェアアップデートのフロー
	5.10.6. SRK の無効化と切り替え
	5.10.6.1. SRK の無効化 (revocation)
	5.10.6.2. SRK の切り替え



	6. ソフトウェア実行環境の保護
	6.1. OP-TEE
	6.1.1. Arm TrustZone と TEE の活用
	6.1.2. OP-TEE とは

	6.2. OP-TEE の構成
	6.2.1. Armadillo Base OS への組み込み

	6.3. OP-TEE を利用する前に
	6.3.1. 鍵の更新

	6.4. CAAM を活用した TEE を構築する
	6.4.1. ビルドの流れ
	6.4.2. ビルド環境を構築する
	6.4.3. ブートローダーを再ビルドする
	6.4.4. imx-optee-client をビルドする
	6.4.5. アプリケーションをビルドする
	6.4.6. imx-optee-test をビルドする
	6.4.7. ビルド結果の確認と結果の収集
	6.4.8. OP-TEE を組み込む

	6.5. パフォーマンスを測定する
	6.6. Edgelock SE050 を活用した TEE を構築する
	6.6.1. OP-TEE 向け plug-and-trust ライブラリ
	6.6.2. ビルドの流れ
	6.6.3. ビルド環境を構築する
	6.6.4. OP-TEE 向け plug-and-trust をビルドする
	6.6.5. imx-optee-os のコンフィグの修正
	6.6.6. uboot-imx の修正
	6.6.7. imx-optee-os の imx-i2c ドライバの修正
	6.6.8. ビルドとターゲットボードへの組み込み
	6.6.9. xtest の制限

	6.7. imx-optee-os 技術情報
	6.7.1. ソフトウェア全体像
	6.7.2. フロー
	6.7.3. メモリマップ


	7. 量産に向けてデバッグ機能を閉じる
	7.1. JTAG と SD ブートを無効化する
	7.2. U-Boot の環境変数の変更を制限する
	7.3. U-Boot プロンプトを無効にする

	8. 悪意のある攻撃者への対策
	8.1. KASLR
	8.1.1. KASLRの有効化
	8.1.2. KASLRの有効化確認



