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3. iptables & E
- FORWARD + = 1 ~
Chain FORWARD (policy ACCEPT 2000 packets, 246K bytes)
pkts bytes target prot optin out source  destination
0 OACCEPT 0 -- tunOethl 0.0.0.0/0 0.0.0.0/0
0 OACCEPT 0 -- ethltun0 0.0.0.0/0 0.0.0.0/0

- NAT (POSTROUTING)
Chain POSTROUTING (policy ACCEPT 3503 packets, 282K bytes)

pkts bytes target protoptin out source destination
0 O0MASQUERADE 0 -- * ethl 10.8.0.0/24 0.0.0.0/0
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tcpdump -i ethl icmp

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on ethl, link-type EN1OMB (Ethernet), snapshot length 262144 bytes

0 packets captured
0 packets received by filter
0 packets dropped by kernel

tcpdump -i tun0O icmp

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on tunO, link-type RAW (Raw IP), snapshot length 262144 bytes

10:43:44.963445 |P 10.8.0.1 > 10.8.0.3: ICMP echo request, id 28, seq 8666, length 40
10:43:44.963502 |P 10.8.0.3 > 10.8.0.1: ICMP echo reply, id 28, seq 8666, length 40
10:43:45.980214 |P 10.8.0.1 > 10.8.0.3: ICMP echo request, id 28, seq 8668, length 40
10:43:45.980280 IP 10.8.0.3 > 10.8.0.1: ICMP echo reply, id 28, seq 8668, length 40
10:43:47.000555 |P 10.8.0.1 > 10.8.0.3: ICMP echo request, id 28, seq 8670, length 40
10:43:47.000622 IP 10.8.0.3 > 10.8.0.1: ICMP echo reply, id 28, seq 8670, length 40

6 packets captured
6 packets received by filter
0 packets dropped by kernel




iptables -L FORWARD -v -n

Chain FORWARD (policy ACCEPT 2000 packets, 246K bytes)
pkts bytes target protoptin out source destination
0 OACCEPT 0 -- tunO ethl 0.0.0.0/0 0.0.0.0/0
0 OACCEPT 0 -- ethl tunO 0.0.0.0/0 0.0.0.0/0

iptables -t nat -L -v —n

Chain PREROUTING (policy ACCEPT 0 packets, 0 bytes)
pkts bytes target protoptin out source destination

Chain INPUT (policy ACCEPT 0 packets, 0 bytes)
pkts bytes target protoptin out source destination

Chain OUTPUT (policy ACCEPT 0 packets, 0 bytes)
pkts bytes target protoptin out source destination

Chain POSTROUTING (policy ACCEPT 3503 packets, 282K bytes)
pkts bytes target protoptin out source destination
0 O0MASQUERADE 0 -- * ethl 10.8.0.0/24 0.0.0.0/0




